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Abstract

In this thesis we concentrate on properties of cryptographically significant Boolean func-
tions. The techniques are mainly combinatorial and provide new results on enumeration and

construction of such functions.

Initially we concentrate on a particular subset of Boolean functions called the symmet-
ric Boolean functions. A closed form expression for the Walsh transform of an arbitrary
symmetric Boolean function is presented. We completely characterize the symmetric func-
tions with maximum nonlinearity and show that the maximum nonlinearity of n-variable
symmetric function can be 277! — ol®:7* ], Moreover, new classes of symmetric balanced and

symmetric correlation immune functions are considered.

We provide a randomized heuristic to construct balanced Boolean functions on n variables
(n > 15 and odd) with nonlinearity strictly greater than on-1 _ 25 For such functions the
algebraic degree is also maintained at its maximum, n — 1. For odd n < 13, we construct
balanced functions with nonlinearity 27! -- 2" and algebraic degree n — 1. Moreover,
we design optimized l-resilient functions with currently best known nonlinearity. We also
consider propagation characteristics and strict avalanche criteria. Our constructions provide

balanced functions with these properties which maintain very high nontinearity.

The set of correlation immune Boolean functions can be partitioned into several disjoint
subsets with respect to the Hamming weights of their output column. It is shown that the
number of n variable correlation immune functions of Hamming weight 2a + 2 is strictly
greater than the number of such functions of weight 2a for 2a < 27!, We also relate
the enumeration problem of correlation immune functions to the enumeration problem of
balanced correlation immune functions and provide a closed form expression for the number

of correlation immune functions.

We then identify some small but interesting subsets of correlation immune Boolean func-
tions and provide some estimates on the cardinality of those subsets. We also consider a,
subset of correlation immune functions which satisfy one or more of a few other conditions

e.g. balancedness, nondegeneracy and nonaflinity.

Moreover, we provide a new construction method using a small set of recursive operations
for a large class of highly nonlinear, resilient Boolean functions with maximum possible
algebraic degree. Comparisons to previous constructions show that better nonlinearity can be
obtained by this method. Our technique can be used to construct functions on large number
of input variables with simple hardware implementation. The architecture is programmable
and can be dynamically reconfigured to compute different functions of this class.
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Chapter 1

Introduction

Cryptography or the art of secret writing has an ancient history. Any two communicat-
ing parties (Alice and Bob) who wants to protect their exchange of information from being
overheard by some unwanted eavsdropper (Oscar) has to adopt a secret protocol between
themselves, This is the basic problem of cryptography. The last two decades have ex-
perienced an extremely fast development in the field of digital computers and networking.
Consequently, both the commercial and military organizations are now completely dependent
on the computer systems, This is the reason that the subject of cryptography has undergone
a revolution. One of the key papers which marks the advent of the new era is [30]. See

also [113, 76} for a more recent documentation.

Thus one of the fundamental objective of Cryptography is to enable Alice and Bob to
communicate securely over an insecure channel which is observed by an opponent, Oscar.
Cryptosystems, which implement such schemes, are broadly divided into two classes.

1. Private Key Cryptosystem,

2. Public Key Cryptosystem.

Here we concentrate on Private Key Cryptosystem only. See [113, 76] for references of Public
Key Cryptosystems.

First we describe the basic problem. The plaintext message Il that the sender wants to
transmit will be considered to be a sequence of binary digits (bits). These bits are encrypted
to produce another sequence of bits called the cipher ¥. Encryption and decryption are done
using two functions £(I1, K) and D(¥, K). Both the encryption function £(II, K) and the
decryption function D(¥, K) are parameterized by the key K of the system which is chosen
from a very large set of possible keys. The sender computes ¥ = £(II, K') and sends ¥ to



the receiver. The receiver decrypts by computing D(¥, K) = II. The key K used by both
the sender and the receiver is same,

Next we give a brief introduction on Cryptanalytic attacks which can be divided into
three categories. However, in each case the basic model being used is assumed to be known,
though the parameters of the system are unknown.

1. Ciphertext Only Attacks : In this case only the cipher bits are known to the adversary.
From this the adversary has to recover the message and if possible the secret parameters
of the model being used. Any viable cryptosystem should not be vulnerable against

this class of attack.

2. Known Plaintext Attack : In this attack it is assumed that certain sets of message
text, cipher text pair is known to the adversary and from these he has to find the
parameters of the system. This is a stronger assumption than the previous case.

3. Chosen Plaintext Attack : This is a variation of the previous attack where the adversary
is allowed to choose his own set of message texts, the rationale being that "special”
messages can be used to exploit weaknesses of the system in use.

There are two approaches in designing the functions £(I1, K') and D(W¥, K). First we
concentrate on stream cipher cryptography. Here a random sequence of bits of length equal
to the message length is generated. This sequence is then bitwise XOR-ed (addition modulo
2} with the message sequence and the resulting sequence is transmitted. At the receiving
end, deciphering is done by generating the same random sequence and again bitwise XOR-
ing the cipher bits with the random bits. The main advantage of this scheme is that if
a fast random bit generator is available, then both enciphering and deciphering are very
fast. The problem however is in the availability of random bit generator. If a truly random
generator is used, then of course it is impossible to regenerate the sequence and hence the
message cannot be recovered. To get around the problem one can generate a long sequence of
pseudorandom bits and provide both the sender and the receiver with this sequence., When
the sender wants to transmit, he uses only a part of the random sequence to encipher. Once
used, this part is never used again. Since the communication between the sender and the
receiver is synchronous, the receiver uses the correct part of the random sequence to decipher
the message. Such a sequence is called an one time pad. One time pads have the desirable
property of perfect secrecy in the information theoretic sense, i.e, the entropy of the message

is equal to the entropy of the message given the cipher (see [113]).

Though one time pads offer perfect secrecy, in practice it is difficult to implement such a
scheme, since the distribution of random bits through an insecure channel can itself become
vulnerable to unwanted intrusion. So in practice one uses a pseudorandom generator at both
the sender and receiver ends, set up with the same initial conditions. Thus both the sender

7
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Figure 1.1: LFSR based encryption scheme

and the receiver can generate the same random sequence of bits. In this case the problem is
to get a good pseudorandom generator. Many such generators have been proposed and there
are statistical tests to ascertain the pseudorandomness of a generator (see [54]). However, for
cryptographic purposes, it is important for a generator to be secure. Roughly, this means that
given an initial sequence of generated bits by, .. ., by, it should not be possible to efficiently (in
polynomial time) guess the next bit with chances of success significantly greater than half.
Such notions have been formalized and cryptographically secure pseudorandom generators
have been proposed [7]. However, such systems are still not being used for practical purposes.
The most popular system is based on Linear Feedback Shift Registers (LFSR) and a Boolean
function as in Figure 1.1. See [38] for a detailed discussion on LFSRs. At this point it is
sufficient to consider that LESRs produce pseudorandom bit sequences with both probability
of zero and probability of one equal to half. Thus, we can consider LFSRs as pseudorandom
bit generators and the secret key is the initial conditions of the LFSRs, i.e. the seed of the
pseudorandom bit generators. We consider the combining function as f : GF(2") — GF(2).
The connection polynomial for each of the LFSR is usually a primitive polynomial, since
this guarantees that the period of the output bit sequence is of maximal length, i.e, 2¢ — 1
for an d-bit LFSR.. The function f is.taken to be a nonlinear Boolean function. This is to
avoid cryptanalytic attack along the lines of the Berlekamp Massey Shift Register Synthesis
Algorithm (69, 3]. The output of f is the key sequence. This is bitwise XOR-ed with the
the message bits to get the cipher bits which are then transmitted to the receiver. The
recelver has an exactly same set up of the LFSR based bit generator and hence can recover
the message bits by bitwise XOR-ing the cipher bits with the key bits that he generates and

which is identical to the key bits generated by the sender.

For the LFSR model in Figure 1.1, if the combining Boolean function f is not properly
chosen, then the system becomes susceptible to several kinds of cryptanalytic attacks. A
ciphertext only cryptanalytic attack has been proposed by Siegenthaler [110]. Towards the
resistivity against such divide and conquer attack, Siegenthaler himself introduced the con-



cept of correlation immunity of Boolean functions in [109]. His idea of correlation immunity
was based on information theoretic measures using the concept of mutual information [43].
A characterization of information theoretic notion of correlation immunity, based on Walsh
transform, is given in [42]. However, it is not sufficient to use functions with only correla-
tion immunity, since certain types of correlation immune functions are susceptible to other
kinds of attacks. For example, it is well known that the linear functions are correlation
immune but not suitable for use in cryptography. We need to consider two other proper-
ties, algebraic degree [109] and nonlinearity [105]. Having a high algebraic degree ensures
a high linear complexity of the produced key stream and hence better immunity against
the Berlekamp-Massey shift register synthesis algorithm [69]. A high value of nonlinearity
ensures that the best affine approximation {31] attack will fail. Siegenthaler, in [109], proved
a fundamental inequality relating the number of variables n, order of correlation immunity
m and algebraic degree d of a Boolean function: m + d < n. Moreover, if the function is
balanced then m +d < n - 1. Also, a balanced m-th order correlation immune function is
said to be m-resilient. A resilient Boolean function is said to be optimized with respect to

Stegenthaler’s inequality it m+d =n — 1.

In another approach, called block cipher cryptography, the message bits are divided into
blocks and each block is separately enciphered and transmitted. Most of the block cipher
systems use substitution boxes (S-boxes) as the nonlinear part in the scheme. These S-boxes
can be viewed as a set of Boolean functions. The security of the schemes, which are based on
permutations and substitutions, depends on the strength of the substitution boxes. Webster
and Tavares [116] introduced the concept of strict avalanche criteria and this is an important
cryptographic property for Boolean functions to be used in S-boxes. A related important
property called propagation characteristics was considered by Preneel, Leekwijck, Linden,
Govaerts and Vandewalle [93]. One of the most well known block cipher system is the Data
Encryption Standard (DES). A detailed description of DES can be found in [113] and the
structures of 5-boxes in DES have been explained in [8]. Biham and Shamir {6] had proposed
a differential attack on DES. Later, Matsui [71] introduced linear cryptanalysis of the Data
Encryption Standard. This underlines the importance of high nonlinearity. Also, Jakobsen
and Knudsen (48] identified an attack on block ciphers with functions having small algebraic

degree.

The set of symmetric Boolean functions is another small but interesting subclass of
Boolean functions. In such functions the output bit depends only on the number of 1's in
the input vector. These functions have received considerable attention as evident from [21,

30, 40, 118].

Next we list the properties of Boolean functions which we consider here. The formal
definitions of all these cryptographic properties are discussed in Chapter 2.

¢ Balancedness



¢ Nonlinearity

e Algebraic Degree

e Correlation Immunity

e Symmetry

e Strict Avalanche Criteria

e Propagation Characteristics

We here study the combinatorial aspects of Boolean functions with these properties and con-
struct functions with strong cryptographic significance which were not known earlier. These
can be used efficiently in design of private key cryptosysiems. Moreover, we study theoretical
aspects of such constructions which include enumeration and identification of new sets.

1.1 Thesis Plan

In Chapter 2, we provide a brief outline of existing research and show how our work fits in
that framework. Chapter 3 to Chapter 7 present the contributions of this thesis. Chapter 3
is the merged version of the communications [63, 64]. Chapters 4 to 7 are partially based on
the publications [100, 66, 65, 67| respectively. We summarize the dissertation in Chapter 8.
Also several open problems are presented in that Chapter.

In Chapter 3 we concentrate on a particular subset of Boolean functions called the sym-
metric Boolean functions. We discuss new resuits related to the nonlinearity of symmetric
functions. A closed form expression for the Walsh transform of an arbitrary symmetric
Boolean function is presented. We completely characterize the symmetric functions with
maximum nonlinearity and show that the maximum nonlinearity of n-variable symmetric
function can be 271 — 2l%3*]. Moreover, new classes of syminetric balanced and symmetric

correlation immune functions are considered.

It is well known that the Boolean functions to be used in cryptographic applications
should have the balancedness property. In Chapter 4 we initially provide a randomized
heuristic to construct balanced Boolean functions on n variables (n > 15 and odd) with
nonlinearity strictly greater than 271 — 2%%. For such functions the algebraic degree is
also maintained at its maximum, n — 1. For odd n < 13, we construct balanced functions
with nonlinearity 27! — 2" and algebraic degree n — 1. Moreover, we design optimized
1-resilient functions with currently best known nonlinearity. Qur results are extended to
construct highly nonlinear balanced and I-resilient functions for both odd and even n. In

10



this chapter we also consider propagation characteristics and strict avalanche criteria. Our
constructions provide balanced functions with these properties which maintain very high
nonlinearity which could not be achieved earlier. We show new ways of using bent and
Patterson-Wiedemann {88] functions in construction of cryptographically significant Boolean

functions.

The set of correlation immune Boolean functions can be partitioned into several disjoint
subsets with respect to the Hamming weights of their output column. In Chapter § it
is shown that the number of n variable correlation immune functions of Hamming weight
2a + 2 is strictly greater than the number of such functions of weight 2a for 2a < an—t,
The proof of this seemingly intuitive result turns out to be quite involved. The technique
also relates the enumeration problem of correlation immune functions to the enumeration

problem of balanced correlation immune functions and provides a closed form expression for
the number of correlation immune functions,

Next we concentrate on some constructions. of small subsets of correlation immune func-
tions in Chapter 6. Further, we consider the subset of correlation immune functions which
satisfy one or more of a few other conditions e.g. balancedness, nondegeneracy and nonaffin-

1ty.

In Chapter 7 we provide a construction method using a small set of recursive operations
for a large class of highly nonlinear, resilient Boolean functions optimizing Siegenthaler’s
inequality. Comparisons to previous constructions show that better nonlinearity can be
obtained by our method. Our technique can be used to construct functions on large number
of input variables with simple hardware implementation. We provide a special representation
for such functions so that they can be implemented with low cost pipelined architecture.
Moreover, the architecture is programmable and can be dynamically reconfigured to compute

different functions of the class.

1.2 Prerequisites

It is assumed that the reader is familiar with undergraduate level combinatorics, linear
algebra and concept of Boolean functions. The reader is referred to [68] for basic material in
Boolean circuits (for Section 7.9, Chapter 7). It is not mandatory to have previous knowledge
about cryptography and the properties of Boolean functions considered here.

11



Chapter 2

Background

In this chapter we provide a brief introduction to the existing research in related areas and
identify how our work fits in that framework. The memoryless combining function to be
used in the stream cipher system should be selected with care to provide proper security.
Similarly if we interpret, the S-boxes in the block cipher systems as a set of Boolean functions
then also design of such functions need to be proper. This motivates the study on the
cryptographic properties of Boolean functions. Most of the time we interpret a Boolean
function as the output column of the truth table. A truth table contains tabulation of all
possible combinations of input values and their corresponding outputs. The following provide
an example of a 3 variable Boolean function. Note that the input variables X3, X», X; are
tabulated in each row. The function is represented in the rightmost column. For an n-variable
Boolean function the truth table contains n columns for inputs, 1 column for output and 2%
rows for all the enumerations of the input variables.

Xs | Xo | Xy || f
o]lo|o|t
00|11
0|1 [0]0
0t 1|11
1 ]0]o0 |1
L]0 1]o0
Lj1]0fo
1|1 ]1¢{o0

By §I, we denote the set of all n-variable Boolean functions, that is the set of 22" distinct
binary strings of length 2™

12



Definition 2.0.1 For binary strings Sy, Sy of same length A, we denote by #(51 = S7)
(respectively #(S1 # Su)), the number of places where Sy and Sy are equal (respectively

unequal).

The Hamming distance between Sy, Sy is denoted as d(51,52), i.e., d(S1,52) = #(51 #
S5).

The Walsh Distance is defined as, wd(5y,53) = #(51 = 53) — #(51 # S3). Note that,
wd(S), 53) = A — 2d(51, 52).

Also the Hamming weightl or simply the weight of o binary string S means the number of
1’s in S. This 18 denoted by wit(S).

Next we define balancedness.

Definition 2.0.2 A function f € {2, i3 said to be balanced if its output column in the truth
table contains equal number of 0’s and 1’s (i.e. wt(f) = 2""1).

It is easy to see that there are (2,“::) balanced functions in the set of all n-variable Boolean

functions. Note that the combining function in any cryptographic system need to be bai-
anced. Otherwise, for a large set of randomly selected input values, the proportion of 0’s and
I’s 1n the output values of the function will be away from half and the system will become

vulnerable to cryptanalytic attacks.

2.1 Algebraic Degree

Apart from truth table, another way of representing a Boolean function is by its algebraic
normal form. Note that we denote the GF(2) sum as ©. |

Definition 2.1.1 By algebraic normal form we mean the GF(2) sum of products representa-
tion of a Boolean function, which denotes the GF(2} sum of all distinct k-th order products
(0 < k < n) of n binary variables. Thus, a Boolean function f(X1,Xs,...,X,) can be
represented as

i=n
Go D (69 a; X;) @ ( @ Ai; X X5) D ... @ ap . X1Xe ... Xy
i=1 1<itj<n
where the coefficients ag, Qijy«»+,A12,.n € {0, 1}.

The number of input variables in the highest order product term with nonzero coefficient
18 called the algebraic degree, or simply degree.

13
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Figure 2.1: LFSR based encryption scheme

In the stream cipher model we consider here, the combining function f is so chosen that
it increases the linear complexity [96] of the resulting key stream. High algebraic degree
provides high linear complexity [97, 31]. First we describe the cryptographic scheme and
after that we will explain the concept of linear complexity and its relation to the algebraic

degree of a Boolean function.

The cryptographic paradigm we consider here is a private key system. The sender and
receiver both have the same key. The sender encrypts the message with a key and the
receiver decrypts the cipher with the same key. The attacker taps the channel between the
sender and receiver and grabs a portion of the cipher. The target of the attacker 1s then to
find out the key from the cipher he possesses. See Figure 2.1a for the scheme. At the sender
side, the message text is encoded to binary stream using some coding scheme. Depending
on the key a binary keystream is generated. Each bit of the message is XOR-ed (addition
over GF(2)) to a corresponding keystream bit and a cipherbit is generated. This cipher bit
stream is transmitted through the communication channel. The receiver side possesses the
same key as the sender. Hence at the receiver side same keystream bit sequence is generated.
Each bit of the cipher stream is XOR-ed with the corresponding keystream bit and thus the

message is recovered.

Linear Feedback Shift Registers {LEF'SR) are used as running key subgenerators in stream
ciphers. See Figure 2.1b for one step evolution of an LFSR. Note that & € {0,1}. The
LEFSR in the Figure 2.1b is of length 6, It implements a recurrence relation of the form
In = Tp-g ® Zp_s ® Tp.g where z; € {0,1} and @ represents the GF(2) sum (addition
mod 2). The initial condition of the LFSR is bgbsbabobiby. The state after one ciock is
Dgbsb4b3baby where by = by b by ® by and the output is by. The recurrence relation may also
be represented by the connection polynomial [76, Page 196|, which is 1+ 22 + 2° + 2° for the
LFSR in Figure 2.1b. The LFSRs are used as pseudorandom bit generators in cryptographic

hardware.

14



The n subgenerators S;,¢ = 1,2,...,n are usually realized by LESRs, where the feedback
connection polynomials are taken to be primitive {31, 96] over GIF(2). The initial conditions
of the subgenerators (LI'SRs) are ki, ko, . .., &, respectively, where each k; is a bit string of
length d;. Let X be a random variable (r.v.) having the distribution given by Prob(X =
0) = Prob(X = 1) = 2. Each subgenerator S; produces an independent and identically
distributed (i.i.d.) sequence X}, X?, X3,.. ., where X} € {0,1} ¥Vt and 1 < ¢ < n, follows the
same distribution as X. A Boolean function f is used as a nonlinear combining function
on n inputs X1, Xo,... X, with Z = f(X1,Xs,..., X,) (see Figure 2.1a). The keystream
sequence Z', 7% Z%,... is determined by 7 = f(X,,Xs,...,Xa). The plaintext message
sequence 1%, I1%, 113, ... is obtained from r.v. II. This message sequence is bitwise XOR-ed
with Z', Z2, Z3,. .. to produce the ciphertext sequence ¥!, &% ¥® .. (r.v. ¥). Deciphering
is done by performing a bitwise XOR. of ciphertext sequence with the keystream sequence
produced by the same f and same initial conditions k1, ko, . . ., k, of the LFSRs 51, 59, ..., Sn.
The LF'SRs are basically pseudorandom bit generators. The initial condition of an LESR is
the seed. Thus, the key for this private key system is the initial conditions of the n LFFSRs

ki ko, ..., kn.

Thus, the encryption 1s ¥ = [I@ 2 and the decryption is Il = ¥$H 2. In a known plaintext
attack the cryptanalyst is considered to have the plaintext and corresponding ciphertext.
Thus, he has full access of some part of the running key as 7 = II & ¥. Whatever be
the length of the keystream obtained by the adversary, the subsequent keystream must be
unpredictable to him. Since the LEFSRs are basically finite state machines, for a specific
subgenerator S;, there always exists some positive integer ¢; > 0 such that XF = X/, for
all 4 > 0. The value ¢; is called the period of the keystream produced by the LFSR S5;. A
necessary requirement for randomness of such a keystream is a long periodicity. Note that
when we combine several keystreams using a Boolean function, then the resuiting keystream
may have better unpredictability than the individual streams. This depends on the algebraic
degree of the Boolean function. In this direction we need to explain the linear complezity.
The linear complexity of a binary keystream is the length of the shortest LIFSR which is
able to generate the keystream.” For secure stream cipher systems large linear complexity is

NeCessary.

Now we provide a simple example (see [96]) for more details). Let us consider a function
f(Xl,Xg,Xg, X4) = X]_XZ &, X3X4. If the linear COIleBXitiGS of four LESRs 5'1_1 Sg, 83, S4
are 5, 6, 7, 8 respectively, then the linear complexity of the output sequence Z will be
O X 647 X 8 = 86. This clearly underlines the need for high algebraic degree of a Boolean
function. Also, Jakobsen and Knudsen [48] showed that the functions used in the S-boxes

need to possess high algebraic degree.
The maximum algebraic degree achievable for an n-variable Boolean function is n. How-

ever, such a function is not balanced. The maximum algebraic degree of a balanced function
is n— 1. Moreover, it a Boolean function possesses the property correlation immunity, then
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the upper bound on algebraic degree reduces further. In this dissertation we provide Boolean
functions with maximum possible algebraic degree alongwith other important cryptographic

criteria.

2.2 Nonlinearity

Another important cryptographic property for a Boolean function is high nonlinearity. A
function with low nonlinearity is prone to Best Affine Approzimation (BAA) (31, Chapter 3]
attack. It is a known plaintext attack and the attack needs the knowledge of the combining
function. Best Affine Approximation means approximating the combining function by an
affine function. Thus for cryptographic applications we need functions with high nonlinearity
so that they can not be approximated using the affine ones. Apart from its importance in
cryptography, highly nonlinear Boolean functions are important combinatorial objects by
themselves and have very close relationship with coding theory [61].

Definition 2.2.1 A Boolean function f of n variables is said to be linear if [ can be ez-
nressed as f = a1 X1 @ asXo® ... Da,X,, where a; € {0 1}. A Boolean function f of n vari-

ables is said to be affine iof f can be expressed as f = @ a; X; Db, where b e {0,1} for all 1.

We denote the set of all n-variable affine functions by L( ). A Boolean function f of n vari-
ables is said to be nonlinear if f is not affine. The measure of nonlinearity of an n variable
function f is nl(f) = mingermy(d(f, 9)), i.e. the distance from the set of all n-variable affine

functions.

Rothaus [95] has shown that for even n, the maximum nonlinearity achievable by a Boolean
function on n variables is nl(f) = 2" - 22~1, Such functions are called bent functions and

their combinatorial properties have been studied [95, 61, 31, 15, 17]. A simple construction
method for bent functions on n = 2p variables from [95] is h(Xl, oy X, Yy, Y) =

@X Y @ g(Yy,...,Y,) where g € (), is arbitrary. The bent functions are known to be

unbalanced Moreover, for n > 4 the algebraic degree for a bent function is at most %

The question of maximum possible nonlinearity for balanced functions on even number of
variables is open. For example it is not yet known whether there exists a balanced Boolean
function with 8 variables having nonlmea,rlty 118 (balanced functions with nonlmearlty 116

are known).

For odd n, the class of functions with maximum nonlinearity has not been characterized
(see [4, 83, 88] for important results in this area) For odd n < 7, the maximum possible

nonlinearity is known and the value is on—1 . Mykkeltveit [83] has proved that the
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maximum nonlinearity of 7-variable Boolean function is 56. Later a simpler version of the
proof was provided by Hou [45]. In one of the pioneering papers in this direction, Patterson
and Wiedemann (88, 89] provided construction of functions with nonlinearity strictly greater

than 27~1 — 2% for odd n > 14.

Finding the maximum nonlinearity of a Boolean function on n variables is the equivalent
problem of finding the covering radius of first order Reed-Muller code. R(1,m} [61]. This field
is extremely well studied and some of the important papers in this area are {10, 9, 59, 60, 46).

We investigate the Boolean functions with maximum nonlinearity having the balanced-
ness property. The functions provided in [89] are not balanced. Balanced functions with non-
linearity greater than 9n-1 2% has been constructed for odd n > 29 [104, 32]. Construction
of highly nonlinear balanced functions has also been considered in [18, 77, 78, 79, 86].

We use a randomized heuristic to construct for the first time balanced functions with
nonlinearity greater than 27! — 2" forn = 15, 17,19, 21, 23, 25, 27. We use the functions
provided in [89] as the basic input to our algorithm. Earlier these functions [89] were used to
obtain balanced functions with nonlinearity greater than 27~! — 25, for odd n > 29 [104)].
Construction of highly nonlinear balanced functions modifying a general class of bent func-
tions has been considered by Dobbertin [32]. We provide an interlinked recursive algorithm

for obtaining currently best known nonlinearity for balanced Boolean functions.

The algebraic degree of highly nonlinear balanced functions for » < 9 has been considered
in [33, 34]. In [33], balanced functions of 7 variables with nonlinearity 56, algebraic degree
6 and balanced functions of 9 variables with nonlinearity 240, algebraic degree 7 has been
reported. The method needs an exhaustive search over a subclass of Boolean functions called
the idempotents and the search method is infeasible for more number of variables. Our result
generalizes the results of [33]. We show that it is possible to construct balanced n (odd)
variable function with nonlinearity 2%~! — 2°7 and algebraic degree n — 1. Moreover, we
provide construction of balanced n (odd n > 15) variable function with nonlinearity greater

than 2! — 2%% and algebraic degree n — 1.

We use the existing highly nonlinear functions (bent functions for even number of input
variables and bent concatenation and Patterson-Wiedemann functions for odd number of

variables) and modify them to obtain highly nonlinear functions possessing other important
cryptographic properties.

2.3 Correlation Immunity

It is not sufficient to use functions with high algebraic degree, balancedness and high non-
linearity, since certain types of functions (even with such properties) are susceptible to other
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kinds of attacks. An important divide-and-conguer attack on such systems was proposed by
Siegenthaler [110]. Let us provide a brief description of it.

If the function f and connection polynomials of the LFSRs are known beforehand (see
Figure 2.1), ciphertext only attacks need to identify the initial conditions ki, kg, .. ., ks for
the n LFSRs 51,9,...,5,. Let M; be the number of different initial conditions %; for
the LFSR. S5;. So the total number of different initial conditions for the generator is M =

" 1 M;. We assume that the LFSR polynomials are known. This assumption is realistic
since knowledge of hardware circuit in application may be leaked which in turn identify

the connection polynomial of the LFSRs. If the connection polynomial is not known, all
primitive polynomials of degree d; for each subgenerator S; need to be checked. The size of
the sth LFSR being d;, M; = 2% —1 (all zero condition need not be considered). This implies
that it is almost impossible to check all the keys by a brute force ciphertext only attack.

Siegenthaler [110| proposed a divide and conquer attack in this kind of scenario. If

the function f is not properly chosen, a cryptanalysis scheme imay separately attack each
subgenerator S; individually to find the initial condition k;. So in this case the number of
trials is M’ = > ., M;. We here outline the strategy of such an attack [110]. The target

=1

is to find the initial condition of an LFSR using the ciphertext only. We assume that the
connection polynomial of the LFSR. is known.

Outline of the Statistical Attack:

1. N cipher bits ¥', 2 ..., ¥ are available.

2. Let Prob(Z = X;) = ¢; # % for some input variable X; corresponding to the function
f. If Prob(Il = 0) # %1, which is true in almost all practical coding schemes, then
Prob(¥ = X;) = 6 = Prob(Z = X;)Prob(Il =0) 4 Prob(Z # X;)Prob(Il = 1) # 3.

3. We test the following hypothesis

Hg:9=%ﬂ3H1:9=5(57é%).

where 8 is the probability of success of the Bernoulli random variable ¥ with

Yi=1, if X!= @
Y =0, otherwise. (2.1)

4. The actual test is carried out in the following manner. For each nonzero initial condition
of S;, we generate N bits X}, X2,..., X}V,

(a) Set, count = ¥, Y7 =#(W =X]},1<j < N.

(b) An estimate of # is 2, which we use to test the hypothesis.
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(c) If 6 is away from £, the initial condition will be considered as a feasible one.

5. The feasible initial conditions constitute the set of feasible keys for .5;.

It should be noted here that what we check is the value of Prob(¥ = X;). If it is away
from % >, then we suspect that the corresponding initial condition may be a feasible key.
If Prob(¥ = X;} = z, then the r.v. ¥ and X; are independent and the corresponding

initial condition will not be considered feasible. Siegenthaler [110, Equation 3] considered
the measure of correlation between ¥ and X; as N — 2 x #(I7 # X7),1 < § < N. Note

that N — 2 X #(@3 £ XN = #(W = X)) — #(W # X7). Thus, if we consider the
expression B = +(#(¥ = X7y — #(W £ XN)),1 < § £ N, then it works similar to

the correlation coefficient. If lIf X,,then F =1 If v =16 X;, then £ = —1. If
(07 = X7) = #( # X)) = & then E = 0. Basically what we need to consider is the

dependence between ¥ and X;. We need to clarify two important points at this stage.

e In step 3 the hypothesis is Hy : € = —21— vs Hy : 0 =6 {6 # 3). We have Prob(¥ =
X;) = 6 = Prob(Z = X;)Prob(Il = 0) + Prob(Z # X;)Prob(Il = 1). Thus, given the
value of Prob(Z = X;) and Prob(Il = 0), it is possible to calculate § and hence either
Hy:0 < %or H :8> % can be used. Thus, it is possible to design sharper one sided

test.

o If Prob(Z = X;) = 1Vi, then this method fails. The reason is Prob(¥ = X;) = 3 Vi
and hence 8 is not away from % even if for the feasible solutions. That is the method
fails due to the independence of the keystream X; and the ciphertext 0.

Siegenthaler [109] himself introduced a class of Boolean functions, the set of correlation
immune functions, which can resist such attacks.

Definition 2.3.1 We consider that the set {X1, Xa,..., X} of n random binary variables
assumes values from GF{2™) with independent equiprobable distributions.

A function Z = f(X1,Xs,...,Xn) s mith order correlation immune [109] if the mutual

information (48]
I(XiI:Xizz-' X; Z)“_O

Im}

Jor all possible choices of m distinct variables X;,, Xy, ..., X, € { X1, Xs,..., Xn}, with
I <m< n-1.

From [48], this is equivalent to
Prob(Z =1|X;, =Cy, Xy =G,y o, X, = Ci,)) = Prob(Z = 1)
for each of the combmations Ci,, Cipy. .-, Ci,. € {0,1}.

Moreover, if [ is balanced then f is called m-resilient.
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This Definition 2.3.1 is based on the statistical independence of Z and X;, Xi, .. ., X, -
However, the definition does not itself provide a clear idea about how such a function is
resistant against divide and conquer attack. The divide and conquer attack depends on how
the output of a function is related to its inputs. Thus, we provide an equivalent definition of
correlation immune Boolean function which helps in formulating the modified attack. The
crucial issue is the correlation immunity of a function f agamst such divide and conquer

attacks, which naturally leads to the following definition.

Definition 2.3.2 A EBoolean function f of n variables Xy, Xo, ..., X,, with
Z = f(X1,Xa,...Xn), is defined as mith order (1 < m < n ~ 1) correlation immune if

L
Prgb(Z —_— im ‘ X’il v Gil"Xiz — C’f.g}' -*jX‘im—l — Cim,—l) —= 5

for all possible choices of m distinct variables X;,, Xi,,. .., X;,, € {X1,Xo,..., Xn} and each
of the combinations C;,Ci,, ..., C;,,_, € {0,1}.

From simple calculations of conditional probability, it is clear that Definition 2.3.1 and
Definition 2.3.2 are equivalent.

Ifm =1, Prob(Z = X;) = %-,1 < 1 < n. A tunction is correlation immune if it is
correlation immune of order 1 or more and it is non correlation immune if it is not correlation

immune. That is, a function is non correlation immune if there exists some 7, 1 < 7 < n, such

that Prob(Z = X;) # 3. The attack proposed by Siegenthaler [110] works on non correlation
immune functions only. However, the method can be easily extended for cryptanalysis of

correlation immune functions. The modified attack is as follows.

Let us consider Prob(Z = X;) = ; for all i. However, for nonlinear functions, we swill
always get a conditional probability which is away from half. Suppose, P?‘ob(Z = Xipir |

Xﬁl = Uiy ..-’Y-jjz = Oig, Ce !Xfm—»l = t'm-uXim = Oim) 3é %’ for some indices ?:1, *.ig, » Em, Ern+l
with 1 <4y <is < ... < iy € Iy < 1, and some combination
CiyCigy oo, Ciy, Cs,, € {0,1}. Then it is possible to attack the subgenerator S; ,, in a
method similar to the above.

Let, A = {t : = Cy, X}, = Ciyy.. , XE | = Ci_, X} = C;.}. Here, 8 is the
probability of success of the Bernoulli random variable Y, for t € A, with

Yi=1, ifX! =t
’ tm ot (2.2)

Yt =10, otherwise.

The test is then carried out analogous to step 4 and 5 of the previous test. In this case the
number of combinations checked to find the correct initial condition for the subgenerator
Simss COITESpONding to the input X ., is My My, ... M, M, . This is less than [[, M; if
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m + 1 < n. Thus the immunity of a particular input szﬂ of f may not be the maximum
possible in the sense that one need not check all the [Ti_; M; initial conditions.

Correlation immune and resilient functions f : S* — 5" (where S is a set with s ele-
ments and » > 7 > 1) have extensively discussed by Gopalakrishnan in his doctoral dis-
sertation [39). The application of resilient Boolean functions with one or more outputs in
stream cipher systems has been discussed in [39]. Moreover, it has been shown that the
resiliency property is also important in design of S-boxes in block cipher systems (see [39
Page 41-42]). The study [39] contains results on orthogonal arrays and their applications in
construction of binary and non-binary resilient functions. Important results in this area can
also be found in [21, 36, 112, 5, 114, 41, 120]|. However, in this dlssertatlon we concentrate

on single output Boolean functions only

An important tool for the analysis of a Boolean function is its Walsh transform, which
we define next.

Definition 2.3.3 Let X = (X1,...,Xn) and @ = (wy,...,ws) both belong to {0,1}" and
X0 = Xiw&... 0 Xpw, Let f(jf) be a Boolean function on n wvariables. Then the
Walsh transform F of f(X) is a real valued function over {0,1}* that can be defined as
F@)= Y (-1)/%e%s

Xe{0,1}n

Xiao and Massey [42] has provided a spectral characterization of correlation immune func-
tions using Walsh transform. A function f(Xi,...,X,) is mth order correlation immune
iff its Walsh transform F' satisfies F'(0) = 0, for 1 < wi(w) < m . Note that balanced mth
order correlation immune functions are called m-resilient functions and if f is balanced then
F(0) = 0. Thus, a function f(Xy,...,X,) is m-resilient iff its Walsh transform F' satisfies

F@) =0, for 0 < wt@) < m

2.3.1 Construction

First we concentrate on the construction of balanced Boolean functions with high order
of correlation immunity, high algebraic degree and high nonlinearity. Siegenthaler in [109]
proved a fundamental inequality relating the number of variables n, order of correlation
immunity m and algebraic degree d of a Boolean function: m + d < n. Moreover, if the
function is balanced then m +d < n — 1. Since it is natural to use balanced functions in
stream cipher systems we concentrate only on resilient functions. A resilient Boolean function
is said to be optimized with respect to Siegenthaler’s inequality (or in short optimized) if
m+d = n — 1. We provide construction methods for optimized functions having high
nonlinearities. The functions are built using a small set of recursive operations and hence
functions on large number of variables are easy to implement using nominal hardware.
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Construction procedures for correlation immune (CI) functions were first described by
Siegenthaler in {109]. The methods described in [109] are recursive, where a function of (n+1)
variables is built from two functions of n variables. Siegenthaler considered two different
kinds of constructions, one where the order of correlation immunity remains constant and
the other where the order of correlation immunity increases by one at each step.

Further attempts at construction was made by Camion et al in [12], where construction
procedure for a certain subset of correlation immune functions were described. Seberry et
al [105], also provided a method of constructing the same subset as in [12] of correlation
immune functions. Importantly, they also considered the algebraic degree, nonlinearity and
propagation characteristics of their construction method [105]. The functions constructed
in [105] has good nonlinearity for non optimized functions. However, for optimized functions
the lower bound on nonlinearity of [105] decreases. We interpret the direct construction
method proposed in [105] in a simpler manner as a concatenation of linear functions. This
interpretation simplifies the proofs related to correlation immunity and nonlinearity.

Evolutionary techniques are applied in [78] to design first order correlation immune bal-
anced functions with high nonlinearity. The technique considers the output column of the
function as a string and applies genetic algorithm to manipulate this string. Therefore this
technique is difficult to apply to construct functions on n variables for even moderate values
of n. Moreover, it is not clear whether these functions optimize the Siegenthaler’s inequality.
More importantly, without relaxing the optimization criterion of the Siegenthaler’s inequal-
ity, we can achieve better nonlinearity than in [78]|. Favourable results than [78] can also be

found using construction procedure in -[105].

In another approach to the problem, Filiol and Fontaine [33, Section 5] describe a method
to construct functions which achieve a good trade-off between nonlinearity, balancedness,
degree and correlation immunity. They identify a 7 variable function f with nonlinearity
56 and degree 6. Using f, in [33, Section 5], they construct a balanced 9 variable function
g with nonlinearity 224, correlation immunity of order 2 and degree 6, where they use
a technique which was first introduced in [109, Section VI], and later in [12, Corollary
4.1]. The function g is optimized with respect to Siegenthaler’s inequality. The key of this
construction is the existence of f which was obtained by exhaustive search over a particular
subset (the idempotents) of Boolean functions. However, it seems infeasible to carry out
such an exhaustive search for functions with larger number of input variables. Construction

methods of resilient functions have also been considered in [19, 86].

We use concatenation techniques and introduce generic construction functions which
recursively build a correlation immune function of (n -+ 1) variables from two correlation
immune functions of n variables. We initially start with bent functions which are modified
a little to get optimized algebraic degree. A sequence of such constructors is applied to
build correlation immune functions of desired orders from non correlation immune balanced
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Boolean functions with high nonlinearity. The degree of the resulting function is'same as
that of the initial function. The method can easily be extended to design functions with
moderate to large number of input variables using a special representation of the constructed
Boolean functions. The actual trade-off between nonlinearity and correlation immunity
of this construction is explicit. Moreover, we use linear algebraic techniques to provide
construction of n (odd) variable optimized 1-resilient functions (i.e. algebraic degree n — 2)
with nonlinearity 27! — 9™5 . When these functions are used &s the initial functions in our

recursive technique, we get improved nonlinearity than our basic method.

Current stream cipher systems use a nonlinear Boolean function to combine the output
of a small number (8 to 10) of LFSRs to produce a keystream which is used to encrypt the
data. With the present speed of computers, using Boolean functions of a small number of
input variables (and hence a small number of LFSRs) is sufficient. However, considering the
extreme pace in which the present day hardware is advancing, within a few years the known
attacks [110, 73, 31, 75, 20, 22, 90, 37, 52, 51, 49, 50, 13, 84, 62] may perform significantly well
against the stream cipher systems which use functions on a small number of input variables.
More importantly, the recent attacks (52, 51] have shown how the weight restriction on
the polynomials can be lifted using coding theory based techniques. Thus, it is important
to implement cryptographically strong functions on large number of input variables at a
nominal hardware cost. We use a pipelined architecture for this.

We exploit the pipelining technique for increasing speed which also provide a low cost
cascadable architecture. Using the special representation a Boolean function f of n (=
m + k 4+ 1) variables is built from a Boolean function A of &k variables. The value of & is low
enough so that A can be easily implemented (either as a lookup table or by a combinational
circuit). Given the value of h( Xy, ..., X1) we present two algorithms to compute the value of
(X, ooy Xiegr, Xk, -, X1) in (m+ 1) steps. A direct hardware implementation of any one
of the algorithms would require (m+ 1) clocks to compute f(X,, ..., X;). However, using a
simple and eflicient store and forward pipelined architecture having (m - 1) stages, the value
of f(Xy,...,X1) is available at each clock after an initial latency period of (m + 1) clocks.
Another significant advantage of our implementation is that the hardware for one function
can be easily reconfigured dynamically to compute another function of this large class.

2.3.2 Weight Distribution & Some Small Subsets

Enumeration of combinatorial objects has always been an interesting exercise. In particular,
the set of Boolean functions is one of the extremely rich combinatorial structures. The
history of research on Boolean functions begins as early as in 1938 when Murnaghan [82]
noted that the number of n variable Boolean functions is 22", In [111], Slepian pointed out
that operations of permuting and/or complementing one or more of the n input variables
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of a Boolean function constitute a finite group and he considered the enumeration ‘problem
of such distinct groups. More recently, Denev and Tonchev [27] provided an asymptotic
estimate for the number of equivalence classes under transformation of the form f(X) —
F(AX + B) +1(X), X = (X1,...,Xy,), where f is a Boolean function on n variables, A
an n X n nonsingular matrix, B is a vector and / a linear function. The interest of such
enumeration is still alive as evident from a very recent paper [91], where Pippenger used
information theoretic techniques in presenting enumeration results on monotone Boolean

functions.

Enumeration problems for cryptographically significant Boolean functions including cor-
relation immunity have got a lot of attention as evident from (80, 107, 28, 118, 81]. The
currently best known estimate of the cardinality of correlation immune Boolean functions is

provided by Denisov [28].

We provide results on weight distribution of correlation immune functions. It is easy
to see that for a < 2" !, the number of n-variable functions of weight a is less than the
number of n-variable functions of weight a + 1. This follows from simple properties of
binomial coefficients. It 1s then intuitive to expect same kind of results for correlation
immune functions as well. However, this seemingly intuitive result turns out to be quite
difficult to be proved. We show that the number of n variable CI functions of Hamming
weight 2a+ 2 is strictly greater than the number of such functions of weight 2a for 2a < 2%1,
The combinatorial structure of CI functions revealed here relates the enumeration problem
of CI functions to the enumeration problem of balanced CI functions. Moreover, we provide
interesting results on the CI functions relating the Hamming distance between the function
(interpreted as a binary string of length 27) and its reverse binary string. Qur results provide
a different direction in comparison with the existing results for enumeration of correlation

immune functions.

From the results of weight distribution of CI functions it is clear that though closed form
expressions for the number of correlation immune functions can be achieved, calculating those
expressions are extremely time consuming and gebting exact enumeration is a nontrivial task.
An asymptotic estimate of the cardinality of correlation immune functions has been provided
in [28]. Currently known results regarding the lower and upper bounds on correlation immune
functions appear in [80, 118, 81]. Let A, be the set of CI Boolean functions. Then the lower
bound is provided by the recursive relation | A, | > | An- ]2 and the upper bound is given

n— = 4 . 1 *
by | Ay | < Z?z; (2 ; 2) . In [102, 26], exhaustive search techniques for all the correlation

immune(CI) functions have been proposed. However, use of these methods are practically
infeasible for n > 7. At this point it needs to be mentioned that the best known enumeration
result is the one proposed by Denisov [28], though it is not constructive. The result is as

2
follows [28], A, ~ - .
2 exp{(In \/—-;E + (5 —1)In2)n}
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We also identify some interesting subclasses of correlation immune functions and esti-
mate the cardinality of those subclasses. These results are not as good as the result by
Denisov [28] from enumeration point of view, but they provide some in depth understanding
about constructive methods of correlation immune functions. Our motivation here is to find
out some interesting subclasses of correlation immune functions and their interrelationship.
These techniques are consecutively used in Chapter 7 for constructmg cryptographically

significant resilient Boolean functions.

2.4 Symmetric Functions

A particularly interesting subclass of Boolean functions is the set of symmetric functions,
where the output of the function depends only on the number of ones in the input variables.
Cryptographic and combinatorial properties of symmetric functions have been studied in [11,

21, 80, 31, 40, 118].

Definition 2.4.1 A function f(Xi,...,X,) is symmetric if the output of [ is same for all
the vectors {Xy,..., X} of same Hamming weight.

One important advantage of symmetric functions is that an n-variable function can be rep-
resented using only (n + 1)-bits, storing the values corresponding to the inputs of different

weights 0, 1,...,n. We denote the reduced form of a symmetric Boolean function f by re(f),
a binary strmg of length (n+1), defined as follows. For 0 < 1 < n, re(f)fi] = f(X1, ..., X,),

where wi(Xy, ..., X,) = 1.

First we discuss the results related to symmetric Boolean functions. In [31], elementary
symmetric Boolean functions were defined and the expression of Walsh transform for such
elementary symmetric functions and also for strict majority logic functions were derived.
However, closed form expression for the Walsh transform of arbitrary symmetric Boolean
functions is not known, which we present here. For a general Boolean function on n variables,
the best known algorithm to compute the Walsh transform requires O(n2") time [2]. From
the closed form expression of the Walsh transform we show that for symmetric functions this

can be done in O(n?®) time.

Next we study the symmetric functions with maximum nonlinearity. Ding, Xiao and
Shan [31] have described a construction of (elementary) symmetric bent functions, We
characterize the class of symmetric bent functions by showing that all the possible symmetric
bent functions can be represented by contiguous odd length binary substring of (1100)*. That
is given any symmetric bent function f, re(f) is a contiguous odd length binary substrings
of (1100)*. This class includes the constructions of [31].
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Maximum nonlinearity of Boolean functions on odd number of variables is an irhportant
theoretical question and this is related to the covering radius of the Reed-Muller code [61,
23, 46]. In [89] it has been shown that there exists functions on n (n > 15, odd) variables
with nonlinearity greater than 27! — 2"7". We show that this does not hold for the set

of symmetric Boolean functions and the maximum nonlinearity that can be achieved in the

class is 2"~ — 277", In fact, for odd n the characterization of maximum nonlinear functions is

similar to that of the symmetric bent functions. These can also be represented by contiguous
(n + 1) length binary substrings of (1100)*. For n > 2, we show that the algebraic degree
of symmetric functions with maximum nonlinearity is 2 irrespective of the number of input

variables,

The study of balanced correlation immune symmetric functions was initiated by Chor,
Goldreich, Hastad, Friedman, Rudich and Smolensky {21] and later work on this set was car-
ried out by Gopalakrishnan, Hoffman and Stinson [40]. However, these works considered the
properties of balancedness and correlation immunity together. Here we separately consider
symmetric balanced and symmetric correlation immune functions. The analysis of these sets
leads to interesting equations on binomial coeflicients. We provide suflicient conditions for
the solutions of these equations and hence obtain new constructions of such functions. The
enumerative implications of these constructions improve upon the lower bounds of these sets

provided earlier by Mitchell [80] and Yang and Guo [118].

2.5 Propagation Characteristics & Strict Avalanche
Criteria

The security of DES type of block ciphers are analysed by viewing the S-boxes as a set
of Boolean functions. In addition to balancedness, nonlinearity and high algebraic degree,
propagation characteristics (PC) and strict avalanche criteria(SAC) are important properties

of Boolean functions to be used in S-boxes,

Definition 2.5.1 Let X be an n tuple X1,... X, and @ € {0,1}*. A function f € Q, is
said to salisfy

1. SACif f(X)® f(X @ @) is balanced for any @ such that wt(a@) = 1.

2. SAC(k) if any function obtained from [ by keeping any k input bits constant satisfies
SAC.

8. PC(l) if f(X) & f(X @ @) is balanced for any @ such that 1 < wi(@&) < 1.
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4. PC() of order k if any function obtained from f by keeping any k input bits constant
satisfies PC(I).

Preneel et al [93, 92] provided basic construction techniques for Boolean functions with these
properties. In [93], it has been shown that for balanced SAC(k) functions on n variables,
deg(f) < n—k — 1. Recently in [58], balanced SAC(k) functions on n variables with
deg(f) = n — k — 1 has been identified for n — k — 1 = odd. However, construction of
such functions for n — k — 1 = even has been left as an open problem. In [58] balanced
SAC(k) functions with high algebraic degree and in [103] highly nonlinear balanced SAC
functions have been proposed. However, balanced SAC(k) functions with both high algebraic
degree and high nonlinearity have not been studied. PC(!) of order £ functions with good
nonlinearity and algebraic degree have been reported in [58]. These properties have also
been considered in {35, 105, 104, 24, 106, 57, 119, 44].

We use a linear transformation on the input variables of the functions provided in [89]

to obtain PC(1) functions on n variables (for odd n > 15) with nonlinearity 2"+ — 255
20 x 2"% . This establishes the existence of PC(1) functions with nonlinearity greater than

on-1 . 9% for odd n > 15.

We improve the algebraic degree and nonlinearity results of the PC(!) of order & functions
reported in [58). Motivated by the construction methods of SAC(k) functions in [58], we
introduce a new cryptographic criterion called the restricted balancedness of Boolean func-
tions and show that certain types of bent functions satisfy this property. Also we modify the
functions provided by Patterson and Wiedemann (88, 89] to obtain restricted balancedness
while keeping the nonlinearity unchanged. This requires an in-depth study of the internal

structure of the functions provided in [89].

For the first time we consider the properties of balancedness, SAC(k), algebraic degree
and nonlinearity together. We construct balanced (using the functions with restricted bal-
ancedness) SAC(k) functions in 2, with maximum possible algebraic degree » — £ — 1 and
very high nonlinearity for & < 2 — 1. This also shows that there exists balanced SAC(k)
functions on n variables with deg(f) = n—k —1 = even, which was posed as an open question
in [58]. We also present an interesting result on l-resilient functions satisfying PC(k).
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Chapter 3

- Symmetric Boolean Functions

In this chapter first we discuss the nonlinearity issues of symmetric Boolean functions. We
obtain a closed form expression for the Walsh Transform of an n-variable Symmetric Boolean
function and characterize the set of symmetric Boolean functions (on both odd and even
number of input variables) having maximum possible nonlinearity. We show that for an
even integer n, any n-variable symmetric bent function can be represented by a contiguous
(n + 1) length substring of (1100)*. We also show that for an odd integer n, any n-variable
symmetric Boolean function can achieve maximum nonlinearity 2"~ — 2"2 and can be
represented similarly by a contiguous (n + 1) length substring of (1100)*. This completely
settles the problem of maximum nonlinearity for the set of symmetric Boolean functions.

Next new subsets of symmetric balanced and symmetric correlation immune functions are
identified. The method involves interesting identities on binomial coeflicients and highlights
the combinatorial richness of these classes. As a consequence of our constructive techniques,
we improve upon the existing lower bounds on the cardinality of these sets.

3.1 Introduction

A particularly interesting subclass of Boolean functions is the set of symmetric functions,
where the output of the function depends only on the weight of the input vector. Combina-
torial properties of symmetric functions have been studied in {21, 31, 40]. Here we obtain
a closed form expression for the Walsh transform of a symmetric function and characterize
the set of symmetric functions achieving the maximum possible nonlinearity.

In {31}, elementary symmetric Boolean functions were defined as

f(.’c)(Xl;---:Xn) — GB Xilxiz*-'xim

1<ip < <L <n
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which denotes the GF'(2) sum of all distinct k-th order products of n binary variables. The
expression of Walsh transform for such elementary symmetric functions and also for strict
majority logic functions were derived in [31]. However, closed form expression for the Walsh
transform of arbitrary symmetric Boolean functions is not known, which we provide here.
For a general Boolean function on n variables, the best known algorithm to compute the
Walsh transform requires O(n2") time [2]. From the closed form expression of the Walsh
transform we show that for symmetric functions this can be done in polynomial time. The
Walsh transform for the 0 vector can be computed in O(n) time. The Walsh transform for
the nonzero vectors of n distinct weights can be viewed as multiplication of an n x (n + 1)
matrix D, by an (n + 1) vector. The construction of the matrix D, takes O(n?) time.

One of the most important classes of Boolean functions is the set of bent functions [95, 17].
Bent functions achieve the maximum nonlinearity and exist only if the number of input
variables is even. For even n, the maximum nonlinearity of an n-variable {bent) function
s nl(f) = 2771 - 2271 Rothaus [95] has shown that the maximum algebraic degree of n-
variable (for even n > 4) bent functions can be at most 5. Ding, Xiao and Shan [31] describe
the following construction of (elementary) symmetric bent functions: fi)(X;,..., X,) =

D1<izj<n XiX;.

Here we characterize the class of symmetric bent functions by showing that all the possible
symmetric bent functions can be represented by contiguous odd length binary substrings of
(1100)*. This class includes the constructions of [31]. In a recent survey by Carlet [16],
enumeration of bent functions and identifying their algebraic normal forms were posed as
important questions. Our work provides complete answer to these questions for the class of

symmetric Boolean functions.

Maximum nonlinearity of Boolean functions on odd number of variables is an important
theoretical question and this is related to the covering radius of the Reed-Muller code {61,
23, 46]. In [89] it has been shown that thele exists functions on n (n > 15, odd) variables
with nonlinearity greater than 2"} — 257 7. We show that this does not hold for the set of
symmetric Boolean functions and the maximum nonlinearity that can be achieved in this
classis 271 — . In fact, for odd n the characterization of maximum nonlinear functions is
similar to that of tlle symmetric bent functions. These can also be represented by contiguous
(n + 1) length binary substrings of (1100)*. For n > 2, we show that the algebraic degree
of symmetric functions with maximum nonlinearity is 2 irrespective of the number of input

variables.

The study of balanced correlation immune symmetric functions was initiated by Chor,
Goldreich, Hastad, Friedman, Rudich and Smolensky [21] and later work on this set was car-
ried out by Gopalakrishnan, Hoffman and Stinson [40]. However, these works considered the
properties of balancedness and correlation immunity together. Here we separately consider
symmetric balanced and symmetric correlation immune functions. The analysis of these sets
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leads to interesting equations on binomial coefficients. We provide sufficient conditions for
the solutions of these equations and hence obtain new constructions of such functions. The
enumerative implications of these constructions improve upon the lower bounds of these sets
provided earlier by Mitchell [80] and Yang and Guo [118]. We need the following definition
and notation provided by Mitchell [80] for comparing our results with [80, 118].

Definition 3.1.1 Let f(X,,...,Xy) be a Boolean function.
C1. Balancedness. The function f is balanced if the number of ones in its output column 1s

equal to the numober of zeros. |
C2. Nonaffinity. The function f is linear/affine if it can be written as f(X1,...,Xn) =

1=n

D a; X, ® b, where a;,b € {0,1}. The function f is nonaffine if it is not Zinedr/aﬁine.

~ |
ES. Nondegeneracy. The function f is degenerate if there ezists at least one wariable

X;e{Xy, ..., Xn}, such that, ]

f(Xh S T, 0, DA EE I ,Xn) = f(Xl, Ch ,in_l, 1,X§+1, Chay Xﬂ,) The fﬂﬂCtiOﬂ f 18 Non-
degenerate if it 18 not degenerate.

C4. Correlation Immunity. The function f is correlation immune (CI) if Prob(f = Xi) = 3

Gie. #(f=X;)=2"1), Vi, 1 <i<n

C5. Symmetry. The function f is symmetric if f(X1,...,X,) is same for all the vectors
{X1,..., Xn} of same Hamming weight.
By £, we denote the set of all n-variable Boolean functions. Also An(t1,...,%:) is the

set of all n-variable Boolean functions having the properties Ciy,...,C%. Noie that A,(b)
denotes the sel of all symmetric Boolean functions on n variables.

Chor et al [21] had raised the question of whether A,(1,2,4,5) is empty. This question was
settled by Gopalakrishnan, Hoffman and Stinson in [40], where they provided constructions
of functions in the set A,(1,2,4, 5}. Since the only degenerate symmetric functions are the
identity 0 and 1 functions, this also shows that A,(1,2, 3,4,5) % 0, which solves the open

question posed by Mitchell in {80].

Here we provide construction of new functions in the sets A,(1,2,3,5) and A4,(2, 3, 4, 5).
These can be used to provide improved lower bounds on the sizes of the corresponding
sets. Our constructions characterize the ”sporadic” examples in 4,(1,2,3,5) reported by
Briier {11] and Mitchell [80]. We clearly identify the richness of the sets A,(1,2,3,5) and
An(2,3,4,5) which were not explored earlier.

Before proceeding further we introduce a few notations. A function f € {3, can be
represented by a binary string of length 2%, the output column of its truth table. By f = f, fo,
we mean the n-variable function f constructed by concatenating the output columns of f,
and fo, which are (n - 1) variable functions. The reverse of a binary string s is denoted by s"
and the bifwise complement of s is denoted by s¢. It is also clear that an n-variable symmetric
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Boolean function can be represented by an {n+1) length binary string where the ¢-th location
contains the output corresponding to the input vector of Hamming weight ¢. For a binary

string s of length k, s[i] denotes the i-th bit for 0 <¢ < k—1. Let f € A,(5) be represented
by a binary string of length 2*. We denote the reduced form of f by re(f), a binary string

of length (n + 1), defined as follows. For 0 < 2 < n, re(f)[i] = f(Xy,...,Xn), where
wt(Xy, ..., X,) = 1. Similarly, given a binary string g of length (n + 1), we define extension
of g, ex(g), to be a symmetric function f of length 2" as f( X1, ..., X,,) = glwt(Xy, ..., X4))].
The maps re(f) and ex(g) are one-to-one correspondences between n-variable symmetric
Boolean functions and binary strings of length (n -+ 1).

3.2 Walsh Transform

Walsh transform provides a frequency domain analysis of Boolean functions. In 31}, expres-
sions for Walsh transform of elementary symmetric Boolean functions and strict majority
logic functions were obtained. However, we here provide an expression for Walsh transform
of arbitrary symmetric Boolean function, We use the (n-+1) length bit string re{f) to obtain

the formula.

First let us recapitulate that given two binary strings S; and 5, of same length A, the

Walsh distance between 5y, 57 is defined as wd(Sy, So) = #(51 = 93) — #(51 # Sz). Note
that, wd(S1,S3) = A — 2d(S},.S2), where d(51,52) is the Hamming distance between )
and 53. The following result provides the relationship between Walsh distance and Walsh

Transform.

=Tt
Proposition 3.2.1 F(@) = wd(f, D wiX;), where F' is the Walsh transform of f.
i=1

Proof : . o
F@) = Y (-1)/®exa
Xefo3»
=#{ (X)=f W}~ #{f(X) # X @}
1=n i=n
= #{f(X) = QuwiXi} - #{f(X) # P wiXi}
=1 =1
i=rn
= ’HJd(f, 69 wiX,;). |
i=1
Thus finding the Walsh transform values is equivalent to finding the Walsh distance
between the function f and all linear functions. Given an n-bit vector @ = (&, ..., an) we

define the linear function Iz(Xj,. .., X,), represented by @ as follows,

ZE(Xh.. ‘e ,Xn) — Of.’l..Xl D...E Cl*an_.
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Any n-variable linear function can be written as lz for some n-bit vector @. By the weight
of an n-variable linear function we mean the weight of the corresponding @

Proposition 3.2.2 Let f(X1,...,X,) € An(5). Letly and Iy be two n-variable linear func-
tions of the same weight. Then wd(f,1)) = wd(f, ). Consequently, F(w) = F(@') if
wt(w) = wi(w'), where F is the Walsh transform of f.

This shows that it is sufficient to compute Walsh transform for (n + 1) distinct @, having
weights 0 to n. We now show how this can be done. Let us consider the truth table of a
Boolean function. In the truth table the column corresponding to X is at the left hand side

of X;if 7 > 1.
Proposition 3.2.3 Let [, = Xn ® ... ® Xnoxs1 € On. Then #{l, = 1 | wt(X) = i} =

k A
> (5) (i) and#{l = 0w =iy= 3 (5)(15)
j odd 7 even
Proof : Note that, #{ly = 1 | wi(X) = i} = #{X = Xu.. Xpsr1Xnp... X1 |
wt(Xp. . Xnogs1) = jodd ,wt(X,... X)) =i} and #{4k = 0 | wt(X) = i} = #{X =
Xooo Xp—pr Xpep .. X1 | wt(X,.. .X,.,__Hl) = § even ,wt(X, ... X1) = i}. In the truth
table of an n variable function, there are (’:) input rows, where ¢ variables out of the n vari-

ables have the value 1 and the other (n — %) variables have the value 0. Choose 7 variables
from k variables {X,,..., Xu_rc1} and © — j variables from n — k variables {X,_g, - .. , X1}
If 7is odd, l; is 1 and if 5 is even, {; is 0. -

Using this we get the following formula for Walsh transform of a symmetric function.
[t is interesting to note that the expression for the Walsh transform resembles closely the

expression for Krawtchouk polynomial [55].
Theorem 3.2.1 Let f e A (B) and WTS(f)={i|re(f)[i]=1}. Forl<k=wtw) £<n,

Fo=2 Y SR () miF@ =22 X (1)

i€eWTS(f) §=0 iEWTS(f)

Proof : We have, d(0, f) = wi(f)= > (:") Thus, FO)=2"~2 ) (":)

ie{WTS8(f)) i€ WTS(f)
Now we prove the result for the case where 1 < wt(w) < n. Note that F(&) =
1==7
wd(f, P w;X;). Thus we get, F(w) =
1=1
= 3 [Z ()(H) > G0N > 1y (G- 2 G
€WTS(f) j odd i even igWTS(f) 7 CUETL i odd
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= > 12 (?)(?:;-“) - 2 (- 2 12 ()5 2GS
i€WTS(f) ; odd j even i¢WTS(f) 4 odd j CUEN
Also we have, wd(1,[) = 0 for any linear function [ € },. Thus,

: Gdd( ) (5 f) > (5)(5)1= 0. Hence
> (G ) (?)(2:;'?)1:.— > LY G- 2 G

iew'rsm i odd j e'uen i¢WTS(S) ; odd j even

S0 we get,

F@=2 3 12 (G)05)- 2 G)5)=2 2 Z pGGs)-
ieWTS(f) j odd j eVven iEWTS(f) 2

Given a function f € Q,, calculating F'(@) for a specific @ € {0, 1}" takes O(2%) time.
Fast Walsh Transform takes O(n2") time for calculating F(@) for all @ € {0, 1}".

Our analysis shows that for f € A,(5), we do not need to calculate the Walsh transform
for all 2" possible @ € {0,1}". It is sufficient to calculate the Walsh transform for only
(n + 1) distinet @ with different Hamming weights 0,1,2,...,n — 1,n. Given f, calculating
FO)=2"-2 > (T) takes O(n) time. However, the algorithm for calculating Walsh

ieWTS(f)
transform for the n nonzero @ of distinct weights can be seen as the multiplication of an

n X (n+ 1) matrix D, by an (n- 1) x T matrix, which is the (n -+ 1) lenth bit vector re(f),

j+1 kY fn—k
written as a column. The (k,)-th location of the matrix D, contains Z{} (3) ( i ),
j—-..

for 1 < k <nand0 < i< n. Construction of the matrix D,, takes O(n®) preprocessing time
and then calculation of Walsh transform for the n nonzero @ of distinct weights takes O(n?)

time. Thus, once the matrix D, is ready, the algorithm needs O(n?) time.

3.3 Bent Functions

In this section we provide complete characterization of symmetric bent functions of n vari-

ables for even n, We prove that f € A,(5) is bent iff re{f) is a contiguous (n -+ 1) length
substring of (1100)*. Before proceeding we require the following well known property of bent

functions [95].

Theorem 3.3.1 A functwn [ € £, is bent for even n iff all its Walsh transform values are
427

If f is bent, then f¢, f™ and f™ = (f")° = (f°)" are all bent. Let f € A,(5). We have,
re(f7) = (’re(f)) , ?”E(fc) (*re( Ne and re(f™) = (re(f))™. If f € A.(5) is bent and
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g = re(f), then ex(g™), ez(g°) and ex(g"™®) are also symmetric bent functions. Also we will
require the following result. The result uses the concept of dual [95, 16] of a bent function,

Definition 3.3.1 For even n, let f € §,, be a bent function. Let f e be such that
2~ F(@) = (-1)/@  where F is the Walsh transform of f. Then f is called the dual of f.

Proposition 3.3.1 For even n, let fi, fo € 1, be two bent functions such that
wd( f1,1) = ~wd(f2,1) for each | € L(n). Then f| =

Proof : The proof follows from the following two facts.
(i) The dual of a dual of a bent function is the function itself.
(ii) The dual of a bent function is also a bent function. -

The following result plays a crucial role in characterizing symmetric bent functions.

Lemma 3.3.1 Let m be even and F' € §,,10 be bent such that F' = fof1fof3, where,
fﬂ:flafﬂif?: = Qm and fl = f?- Then {1) f{];fh fg,fg are bent and (2) f{] —

Proof : For F, Consider that the input variables are {Xy,..., Xmyo} and for fo, f1, f2, fa,
the input variables are {X1,...,Xn}. In the truth table, the column corresponding to X4

is at the left hand side of the column corresponding to X;.
Now consider [, a linear function of k variables, 0 < k < m, and the variables are selected

from {Xy,... m} Since F' is bent, all of its Walsh tlansform values are +2"7°. From
Proposition 3.2.1, Theorem 3.3.1 and considering the other two variables X119, Xmyo we
have

wd( F, ml) +z, wd(F, ) = tx, wd(F, 1) =
r = 2% . Let, wd(fo,l) = ay, wd(f1,1) = wd(fs, )
the foﬂowmg three equations.

+z and wd(F,ll¢°) = 4z, where
b and wd(fs,{) = ¢. Hence we get

{

ap +20, 4¢ = <z ( 1)
& - = =z (2)
ay -‘*gbg +C = I (3)

Here we have to select the + or — sign for . Thus, we have total 8 options. Let us
consider the solutions taking all the combinations of + and — for z in the three equations.

The possible values of b are £%,0. The value of & is 0 iff the sign of = in equation(1)
and equation(3) are samme. We claim that 0; cannot be 0. In contradiction if & = 0, for some

L, then )" (wd( fl,Ea w; X;))* < 2°™. However, this is not possible, as from Parseval’s
we{0,1}m 1=1

Theorem [31, Page 15] we get, for any function f € Q,, Y (wdlf, E} w; X ))2 = 22,
| | we{0,1}m
Hence, for each [, the sign of z in equation(1) and equation(3) must he Opposﬂse.
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For opposite signs of z in equation(l) and equation(3), the possible values of a;, b, ¢
are =% = +2% for every [. Thus, from Theorem 3.3.1, fo, f1, fo, fs € An(5) are all bent.
Also, it is important to note that the signs of a; and ¢; are opposite for every [. Thus, from

Proposition 3.3.1, we get that fo = f§. u

Proposition 3.3.2 Let F' € A,y9(5) and F = fofifafs, where fo, f1, fo, f3 € {lm. Then
(1) fo, f1, fo, fa € An(8), (2) fi = fo, (3) re(fo) is the initial (m + 1) bits of re(F'), whereas
re(fs) is the last (m + 1) bits. The middle (m-+1) bits of re(F), leaving the initial and final

bits constitute re(f1) = re( fa).

From Lemma 3.3.1 and Proposition 3.3.2, we get the following result regarding symmetric
bent functions.

Lemma 3.3.2 Let m be even and F' € Apma2(B) be bent. Let F' = fy f1 fofs, where,
f{},f},fg}fg & Qm Then (1) fg,fl,fg,fg are (LJ-S{J symmetric bent_, (2) f[] = f:fj (3) f1 — fg.

In [1], it has been observed that if f;, f;, fx, fn ave bent functions then f;f; frfr is a bent
function, provided one of f;, f;, fx, fr is the complement of another, and the other two are
same, e.g. fr = f£, and f; = f;. They use it to provide a recursive lower bound on the

number of bent functions.

What we prove in Lemma 3.3.2 is the other direction. We only take F' as a bent function
and consider it as a concatenation (sequence) of fo, f1, fa, f3. Here we do not even consider
that fo, fi, fz, f3 are bent. We only use the condition f; = fo. Then we prove the properties

Offﬂ:-fljfEJfS-

We are now ready to present the characterization of symmetric bent functions.

Theorem 3.3.2 For even n, F' € A,(5) is bent iff re(F) is a contiguous (n + 1) length
substring of (1100)*. Consequently, there are only four bent functions in A,(5).

Proof : First suppose F is bent and let re(F) = sps1...5,-18,, where s; € {0,1}, 0 <
i < n. Consider F' to be a concatenation of fy, f1, f2, fa in An_o(B), ie. F = fof1fafs.
Using Proposition 3.3.2, we get, go = re(fo) = 5¢51...5n-36n-2, ;1 = 1e(f1) = re(fa) =
81589 ... 8281 and Jg = ?"B(fg) = 85983 ...85p-18;-

Using Lemma 3.3.1, we get fy = f5, which implies g0 = ¢5. Hence, s;p9 = 7 for
0 <4< n-—2 Thus, if F is symmetric bent then re(F') is a contiguous (n + 1} length
substring of (1100)*. | | |

We prove the other direction by induction on the number of variables. Assume the

result is true for all m-variable functions and let ' be an m + 2-variable function such
that ¢ = re(F') is a m + 3 length contiguous substring of (1100)*. Then we can write
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g = 5081 ... Sm—1SmSm+19m+2, Where each s; € {0,1}. Since ¢ is a contiguous substring of
(1100)* it can be verified that sy,41 = s, _; and spp9 = 55,. We define gg = 8951 ... Sm—15m,
g1 = gy = 81...Sm-15mSm+1 20d g3 = S9...Sm+15m+2. Again since g is a contiguous ™m + 3
length substring of (1100)*, go, g1, 92, 93 are m + 1 length substrings of (1100)* and also
go = g5. Define f; = ex(g;) for 0 < 7 < 3. Then F' is concatenation of fy, f1, fo and fs. By
induction hypothesis f;’s are all bent. Now the linear functions {; of m + 2 variables are of
the forms [, [1¢1i¢, [[I€]¢, [I°{°], where [ is a linear function of m variables. It now follows

that wd(F, l;) is either 2wd(fy, 1) or £2wd(fy,!). This shows that F' has a two valued spectra
and hence 1s bent.

There are exactly four distinct contiguous substrings of (1100)* of length m—+1 and hence
there are exactly 4 distinct n-variable symmetric bent function. n

From Theorem 3.3.2 we get a complete characterization of the class of symmetric bent
functions. Next we discuss a few results related to the algebraic normal form of any symmet-
ric Boolean function and then use these to identify the algebraic normal form of symmetric

bent functions.

It is well known [31] that in a symmetric Boolean function either all the k-th order
terms are present or all are absent at the same time. Thus, the algebraic normal form of a
symmetric Boolean function f can also be represented by an n + 1 length bit vector ra(f)
(the reduced algebraic normal form of f), where ra(f)[k] € {0, 1} and ra(f)[k] = O(resp. 1)
means that all the k-th order terms are absent (resp. present). For f € A,(5), the following
result relates the vectors re(f) and ra(f).

Theorem 3.3.3 For f € A,(5), let us consider, g = re(f) and ¢ = ra(f). Then, g[i] =

(2 q[k](;,)) mod 2, where 0 <1< n and 0 < k <1
k=0

Proof : Since all vectors of the same weight have the same output value it is sufficient to
consider an arbitrary input vector of weight 4, for 0 < 7 <n. We now compute the output
value corresponding to such a vector. All terms in the ANF having terms of length greater
than ¢ must necessarily evaluate to 0. Now consider terms of length & with 0 < k < 4, and

*

glk] = 1. Then exactly (;;) number of k length terms (out of the total (f) number of k
length terms in the ANF) will evaluate to 1. From this the proof follows. _

This expression provides an algorithm to generate either ¢ from ¢ or ¢ from ¢g. If g
is known, we get g from direct calculation. However, if ¢ is known, then ¢ need to be
generated recursively. That is for calculating ¢[k|, all the values of ¢[0],...,¢[k — 1] need
to be calculated. As example, if g is known, then g[0] = ¢[0]. For the next step, g[1] =

I
> q[k](}c) mod 2 = ¢[0] + ¢[1] mod 2 and since g[1], ¢[0] are known, ¢[1] can be calculated.
k=0 |
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In this manner all the bits of g can be calculated. Now we provide the algebraic normal form
of the symmetric bent functions. In [95], it has been shown that for n > 4, the maximum
possible algebraic degree for the bent functions is 7. We show that the algebraic degree of
symmetric bent functions is 2 irrespective of the number of input variables.

Theorem 3.3.4 Let F' € A,(5) be bent Jor evenn. Then F can be represented as
F(X1,..,.X)=( @ XX, @b@X @ ¢, where, b,c € {0,1}.

1<i<ji<n

Proof : We first consider the bent function F' with re(F) = 0011... = g. Let ¢ = ra(F').
Using Theorem 3.3.3, we get ¢[0] = ¢[1] = ¢[3} = 0 and ¢[2] = 1. We now show that for
j > 1, ql47] = qldj + 1] = ¢4 + 2] = q[4j + 3] = 0. We have g[di] = g[di + 1] = 0
and g[4z +2] = g[4i+3] =1 for ¢ > 1. Using Theorem 3.3.3 we have, g[4j] = 0 =

43 ‘ _
(> qlk)(¥)) mod 2 = ((*¥)q[2] + ¢[4]) mod 2. Since (%) mod 2 = 0 and g[4j] = 0, we
k=0

have ¢l47] = 0. Similarly it can be shown that g[4j+1] = 0. The proofs that g[45+2], g[47 + 3]

are zero are similar and we only show g[4j+ 2| = 0. Using Theorem 3.3.3 we have, g45+2] =
4442

Z qlk} (45+2)) mod 2 = (({iﬂz)q[Q] + q[47 + 2]) mod 2. Since (45’;;2) mod 2= 1 and

q(2] = g[4j + 2] = 1, we have ¢l47 + 2] = 0. Thus, we get that ¢[¢| =0 for 0 <i < m, 7 5% 2
and ¢[2] = 1. Thus F is of the form (D <icjcn XiX;)-

Given F' and g, the other three n-variable bent functions are
F©' = ezx(g"), F° = ex(g°), F™¢ = ex(g"). So it is sufficient to show that F" has the form

given in the theorem. To see this it is enough to observe that F7(X,...,X,) = F(X1 &
L, Xn @ 1). »

3.4 Maximum nonlinearity for odd =

One standard way to achieve highly nonlinear functions on odd number variables is to con-
catenate two bent functions. The nonlinearity obtained by this process is 27%! — 285
However, the concatenation of two symmetric functions need not be symmetric, so this
method will in general not work for symmetric functions. Here we extend the construction

of symmetric bent functions and show how to obtain highly nonlinear symmetric functions
for odd number of input variables.

First we present the following result on nonlinearity.

Proposition 3.4.1 Let F1,F, € Quy and F = [F. Ifnl(F) =21 — 2, 0 < £ < 2777,
then both nl(Fy), nl(Fy) > 2" —x. Moreover, if [y = Fy, then ni(F1) = nl(Fy) =272 - 2,
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Proof : We prove, 20 %—z < d(F,,1) < 2" %4z forany] € L{n—1). Since nl(F) = 2" —xg,
we have 2" 1 — 2z < d(F\ F, ) <214 g, (1)

Let d(Fi, 1) =2"2 -2 -1t < 22—, ¢ >0, Then from (1) we get 2" 2+t < d(F3,!) <
272 4+ 2z+t. Now, d(Fy,1¢) = 2" 2+ 24-¢. So, 2" 12+ 2t < d(FLF, 1) < 2" 14 3z + 2,
which is a contradiction to nl(F) = 2"~! — z. Thus, d(F,1) > 2"% — z.

Let d(Fi, 1) = 2" %42+t > 2* 242, ¢t > 0. Then from (1) we get 27?2z —1t < d(F5,1) <
27=% —t. Now, d(F,l°) =272 ~ g — . So, 2" — 3z — 2t < d(Fy By, I°l) < 2" 71— o — 24,
which is a contradiction to nl(F) = 2" — z. Thus, d(F,l) < 2"7% + z.

Hence we get nl(F}) > 2" 2 — z. To see the last statement, note that if Fy = Fp, then
nl(F') = 2nl(Fy). u

Corollary 3.4.1 Let fo, fi, fo, 3 € Quep and F'= fofi fofs. Ifnl(F) =21 —2, 0 <z <
272, then for the function f;fe € Quoy, nl(fifr) > 272 —2,0<j# k < 3.

Proof : First note that any function in L{n), can be written as {[I[, [{i°°¢, [I°{{° or {{°]] where
! € L(n — 2). The proof goes in the similar way as the Proposition 3.4.1. We consider only
the case ftor {{°l°], the others being similar.

Let d(flfg, l“lﬂ) = 271“2 — & —§ < 2“'-_2"*- o, L > 0. Then we gF}t 211—-2 +1< d(fgfa, H) <
2% 4 2z + ¢t Now, d{fifs,il) =224z ++¢ So, 20 + 2+ 2t < d(fofifafs, €l <
97—t 4 3z + 2t, which is a contradiction to ni(F) = 2! — g. Thus, d(f1fs,1) > 2" 2 — 1.
Similarly it can be shown that d{fi fo,1) < 272 + 2. Thus nl(f1 f;) > 2°% — 1.

Now we consider the following subset of Boolean functions.

Definition 3.4.1 Consider a function £ €8, and F = fofrifofs, where f; € {201 <3
and there exists at least two integers 1,k, 0 £ j # k < 3 such that f; = f. We call F a
matched function. The set of matched functions of n variables is denoted by 1\,.

Note that A, is a superset of the set of symmeiric Boolean functions.
Proposition 3.4.2 | A, | = 6.21%" —11.22"7" +6.2*" ",

Proof : Let F = fofifofa, where F' € €, and fq, fi, fo, f3s € §8,_2. We subtract the
functions where fg, f1, fo, fa are all distinct from the set of all functions of n variables. The

r n—1 . .
result is then equal to 22" ~2°  P,, where ™P, denotes number of permutations of n objects
taken r at a time. I

The following result relates the nﬁin_linearity attainable for A, to that attainablie for A, _,.

n—1

Lemma 3.4.1 Let F' € A, where nl(F) > 2*~! - 277 .
nl(f) > 273 — 2% | |

Then there exists f € Q),,_o with
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Proof : Let F = fofifafs, where f; € 0,5 0 < 7 < 3. Since F € A,, without loss of
generality we can consider f; = f;. Then from Corollary 3.4.1 we get nl(fif2) > (2”" —

2" ) — 272 = 272 _ 9" Since f; = f, = f, say, we get Q'mi(f) 2" ~2 _ 2" . Since
onl(f) is even, 2nl(f) > 272 — 25 + 2 and hence ni(f) > 2*=% — 2" +1. '
We will use Lemma 3.4.1 negatively in the following corollary which will in turn be used

in the proof of Theorem 3.4.2. The contrapositive of the above result is going to be more
useful for our application and hence we state it as the following corollary.

n—23

Corollary 3.4.2 If there does not exist any f € Q,_o with nl(f) > 2"° — 275, then there

n—1

does not ezist any F' € A, where nl(F) > 2" - 277"

Let ' € Ag. For any f € Y, it is I{nown that nl(f) < 56 [83]. Let n = 9. Thus,
nl(f) can not be greater than 273 — 2°7°. Then there does not exist any F € A,, where

nl(F) > 271 — 2%, Thus, nl(F) < 240. Note that this result can not be extended for
the class A,, for odd n > 9 as the maximum nonlinearity of 9 variable Boolean functions is
still not known. However, this provides an important upper bound on the nonlinearity of
symmetric Boolean functions with odd number of input variables,

The following upper bound on the nonlinearity of symmetric functions (on odd number
of variables) is an immediate application of Corollary 3.4.2.

n—1

Theorem 3.4.1 Let F € A,(5) forn odd end n > 3. Then nl(F) < 2*' - 277,

Proof : We find that for the base case n = 3 the assertion is true. Then the induction
follows from Corollary 3.4.2 as all n-variable symmetric functions are of the form F' = fof f fa

and hence in A,,. N

For odd number of variables, the characterization of functions achieving maximum non-
linearity is described in the following result.

Theorem 3.4.2 Let F € A,(5) for n odd. Then nl(F) = 2! - 2% iff re(F') is a con-
tiguous n + 1 length substring of (1100)*.

Proof : It is not difficult to see that if re(F) is a contiguous (n + 1) length substring
of (1100)*, then F is a concatenation of two bent functions and hence achieves the stated

nonlinearity.

Conversely, suppose nl(F) = 2" — 2", Since F is symmetric, we can write F' as

F = fyf f f2, where fo, f, f3 are symmetric functions of n—2 variables. We show by induction
on odd n, that F' is a contiguous 7 + { length substring of (1100)* and also the Walsh

Transform of F is three valued, 0, +9%F
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We first prove ni(f) = 2*~3 — 2°%. Since nl(F) = 27! — 2"F", using Corollary 3.4.1,
we have ni(ff) > 22 - 2"7, However, nl(ff) = 2nl(f) and so nl(f) > 2" - 2%, Also
using Theorem 3.4.1 the maximum possible nonlinearity for a (n — 2) variable symmetric
function is 2"~ — 2% and so ni(f) = 273 — 27",

By induction hypothesis we can assume that re(f) is a contiguous n— 1 length substring
of (1100)* and the Walsh Transform values of f are 0, +£2%. Thus the possible forms of
re( f) are
1} g1 = 001100.. ..

9) g, = 110011 . ...

4) g4 — 10011.. ..

Let G = re(F) = xgy, for some z,y € {0,1}. Also g must be one of g, g2, g3, g4. We now
show that the following must hold.

AYIf g= g, then z =1 and y = .

BYIfg=g,, thenzc=0and y=1 - b.

C) If g = g3, then z =0 and y = b.

D)Ifg=gs, thenz=1land y=1—b.

where b = {#=llmod?

Note that it is sufficient to show (A) and (C). This is because g, = gf and g4 = g3 and
ex(zhy) and ex(x°h®y®) have the same nonlinearity for any n—1 length bit string h. Here we
prove only (A), the proof of (C) being similar. We have to prove that the other combinations
of z and ¥ result in lower nonlinearities. If 2 and y have the values given in the conditions
then G is an (n + 1) length contiguous substring of (1100)* and hence achieve the required

nonlinearity.

Now we turn to the proof of (A). We only prove for the condition n—1 = 0 mod 4, the case
n—1 = 2 mod 4 being similar. Since n—1 = 0 mod 4, we have re(F) = £00110011...0011y.

Let sg = re(fy), s3 = re(fs) and ¢ = re(f). Therefore

t = 00110011 ...0011,

s = x00110011...11001 and

53 = 011001100 ..0011y.

Let s = 100110011 ...11001 and ! be a linear function such that wd(ex(s),!) = a. We now
rule out the three possible options except the case z = 1,y = 0.

Case 1: xz=y=0~0

Let #(ex(s) = 1) = a; and #(ex(s) # 1) = ay. Then a = a; — a3. Now #(ex(sy) =
) = a; + 1 and #(ex(se) # [) = ag — 1 and so wd(f1,l) = wd(ex(s),!) = a + 2. Also
wd(fa, 1) = wd(ex(s3),l) = —a, since s3 = s° when y = 0. By induction hypothesis the
Walsh Transform values of f are 0, +2%*. Let | be such that wd(f,]) = 2"7". Then

-1

wd(F, 1) = wd(fi, 1)+ 2wd(f, 1) +wd(fs,1) = 2+2"%, Hence d(F,llll) =21 - 2% —1 <
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n

on=1 — 2%7 | which contradicts ni(F) = 21 — 275"

Case 2: z=0,y=1.

In this case s3 = (s9)"® Let [ be a nondegenerate linear function on odd numher of variables
and hence I" = [°. Then wd(fs,!) = wd(f]%,1) = wd(f1,1") = wd(f,1) = b (say). Since there
are exactly 2"° linear functions such that [ = ¢, it cannot be the case that wd(f,!) = 0
for all such functions as othermse this would violate Parseval’s theorem. So we can choose
| such that wd( f, [} = +2"7. Now two cases arise

(i) wd(f,1) = 2“_‘“ If b > 0, then consider wd(F, llll) = 2% +2b and if b < 0, then consider
wd(F, 161l1¢) = 2" -+ 2b.

(ii) wd(f,1) = —2"5. If b > 0, then consider wd(F, [°ll]¢) = ~2%% — 2b and if b < 0, then
consider wd(F, llll) = -2 — 2b.

Therefore either d(F, ) < 2! — 2°F
on—1 . 2“'%, which is a contradiction.
Case 3: z=y=1,

In this case wd(f;,!) = a and wd(f{,]) = —a. Let | be such that the last bit of [ is 0, i.e.

or d(F,l€lle) < 271 — 2% and so nl(F) <

nondegenerate on even number of variables and hence I" = . Then wd(fs, 1) = —a — 2. Now
combining the techniques of the above two cases we can show that nl(F) < 2*~1 — 2%,
which is a contradiction. _

From Theorem 3.4.2 we get a complete characterization of the class of symmetric func-
tions with maximum nonlinearity for odd number of input variables. Similar to Theo-
rem 3.3.4 we obtain the algebraic normal forms for such functions. The algebraic degree of
symmetric functions with odd number of input variables and the algebraic degree is also 2
irrespective of the number of input variables. It should be noted that these are partially
bent functions. In the following theorem we show that these functions are quadratic and it

is known that any quadratic function is partially bent [14].

Theorem 3.4.3 Let ' € A,(5 ) for odd n with mammum nonlinearity. Then F can be
represented as F(X1,...,X,) =( D XX ®b EBX ) @ ¢, where, b,c € {0,1}.

1<t<j<n

An important property of Boolean functions is its propagation characteristics defined as
follows. A n-variable Boolean function f is said to satisfy PC(k) if f(X) & f(X @ @) is
balanced for all 1 < wit(a@) < k.

n—1

Theorem 3 4.4 For n odd, there exists balanced F e A.(5) with nonlmearzty 2n—l 27
satisfying PC'(n — 1).

Proof : For n = 4m+1 consider the 4m+ 2 length string g = 0(1100)™1 and let F' = ex(g).
Then F' is of the form ff™ where f is a symmetric bent function on 4m variables. Thus F
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is balanced. Similarly, for n = 4m + 3 consider the 4m + 4 length string ¢ = 00(1100)™11
and let F' = ex(g). Then also F is of the form ff where f is a symmetric bent function on
4m -2 variables. Thus F is balanced. The nonlinearity is equal to the nonlinearity achieved
by the concatenation of two bent functions.

The function f is a symmetric bent function. It is well known [61] that bent functions
of (n — 1) variables satisfy PC{n — 1). Since F' is of the form ff", it satisfies propagation
characteristics with respect to all the n-bit vectors except the all one vector. "

3.5 Balancedness

In [11, 80], the problem of enumerating A,(1,5) is discussed, and a lower bound on the

number of balanced symmetric functions is obtained. A simple way to obtain balanced

symmetric functions is provided in [80]. From the properties of binomial coefficients we

know, > (T) = Y (":‘) = 2"~!, This immediately gives rise to the two nondegenerate
i even : odd

affine functions in A,(5), which are clearly balanced. If n is odd, one can form *}= pairs of

binomial coefficients of the form {(1.), ( " )}, where two elements of the pair have the same

T 1

value. Then choosing one element from each pair will give rise to a function in A,(1,5).
This way of partitioning immediately gives rise to the following bound on | A,(1, 5) |.

y 41

2% ifn is odd,
2 if nn is even.

|.An(1&5) | = s

)

The inequality is strict when some nontrivial partitioning is found. Briier [11] tabulates
| A,(1,5) | for odd n < 17 and obtains | A,(1,5) | = 2% except | A13(1,5) | = 144.
Mitchell [80] has also shown that | As(1,5) | > 2 and termed these as "sporadic” exam-
ples. We here show that these are not "sporadic” and there exist infinitely many integer
values of n for which we get the strict inequality. We start with the following simple result.

Proposition 3.5.1 A symmetric function f is palindromic iff re(f) is palindromic, 1.e., iff
re(f)[i] = re(f)[n—1] i.e., iff for all input vectors of weight i andn—1, 0 <1 < n, [ outpuls
the same value. |

The balanced functions constructed here are all non constant functions and hence are non-

degenerate (as all nonconstant symmetric functions are nondegenerate). Thus A,(1,5) =

An(1,3,5). Apart from the two affine functions, all the other functions in A,(1,3 5) are
nonaffine. Hence | 4,(1,2,3,5) | = | An(1,3,5) | = 2. The constructions of balanced sym-

metric functions in the followmg two results provide two new subsets of symmetric balanced
functions. | | |
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Theorem 3.5.1 Let n = 2 mod 6. Then it is possible to construct f € A,(1,2,3,5). Con-
sequently, | An(1,5) | > 2.

Proof : If n = 2 mod 6, there exists 7 such that n + 1 = 3r. Note that the condition
n -+ 1 = 3r holds iff (:_1) + (n__"':ﬂ) = ("‘)

r

Consider the representation of two nondegenerate affine functions /; and lp = 1 @ {; in
An(8), when n is even. The (n + 1) bit representation of these two functions are re(l;) =
010101...01010 and re(ly) = 101010...10101. Given the value of n, if r is odd, choose
[ = [y, else choose | = I3, That is we choose the nondegenerate symmetric affine function
| € A, (5) where the output is 1 corresponding to any input of Hamming weight r. Note that
the linear functions are balanced.

Since n is even it follows that r —1=n ~r+1 # r mod 2. Thus, in re(l), r-th location
contains 1 and the (r — 1)-th and (n — r + 1)-th locations contain 0. Now we construct a
nonlinear balanced symmetric function f. Note that all the balanced symmetric functions

are nondegenerate,

The bit string re(f) is the same as re(l) except three places, r — 1,r,n —r + 1. Thus,
in re(f), r-th location contains 0 and the (r — 1)-th and (n — r 4+ 1)-th locations contain 1.
That is we replace the weight » by weights » — 1 and n — r + 1. This replacement will not
change the balancedness condition as ( 1) +- (n_f +1) = (’:) and will give rise to nonaffine

balanced functions f, f¢in A, (5). -

Theorem 3.5.1 justifies why Mitchell [80] got nontrivial bipartitioning for n = 8. This
will follow for n = 14, 20,... and so on.

Theorem 3.5.2 Let n > 13 be odd and (n + 3) a perfect square. Then | A,(1,2,3,5) | >
(2% — 2) + 275 -3, .

Proof : The term (2&:%'_JL ~ 2) comes from trivial partitioning except the two affine functions.
Next we explain the second term,

Here we have to consider the condition ( ) ( _T_ ) ( ) ( . +1) It can be checked

using simplification that (r 1) -+ (riﬁ) ( ) (r+1) iff (n — 2r — 1)® = n + 3. Note that
forn > 13, (n — 2r — 1) = n+ 3 implies r + 2 < 25+

Let f € A,(5). Now consider the pairs

{(rfl)’(n—1:+1)}’ {( )’( —-r)} {(r-i-l) (n-—-r 1)} {(riﬂ) (n —r— 2)} Apart‘ from these four

pairs we have ™% — 4 pairs, where we choose one term from each pair providing 9~
options. Note that an assignment {re(f)[r — 1] =1,re(f){n —r +1] =0}, {re(fHlr + 2| =

L velf)fn— 7~ 2] = 0}, o
{re(f)lr] = 0,re(f)[n—7] = 1}, {re(f)[r+1] = 0,re(f)[n—r—1] = 1} will provide a function
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which is balanced and has already counted in the first term (2°3 —2). However, we will use a
new assignment {re(f){r—1] =0,re(f)[n~r+1] = 0} {re(f)[r+2] = 0,re(f)[n—r—2] = 0},
{re(f)lr] = Lire(f)[n—r] =1}, {re(fllr+1] = 1,re(f)[n—r —1] = 1} which again provides

a balanced function as ( 1) - ( ; +2) = (f) + (T, +1) Note that this function is not counted

in the first term as it selects both the terms from {(T)} (ﬂmr)}, {(T +1) (ﬂ__ _1)} and does
not select any term from {(rfl), (n_’;ﬂ)}, {(riﬁ),( " )} For such a function f, the

n--r—2
function f€ is also balanced a,nd is not counted in the first term for the same reason. Thus

we get the contribution 2 x 2"F ¢ = 2" m

‘The functions constructed in this theorem are apart from the 2% functions reported
in [11, 80}]. Theorem 3.5.2 justifies why Briler [11] got an exception for n = 13. This will
follow for n = 33,61, ... and so on. Note that, there exists some other classes of nontrivial
examples which are not covered by Theorem 3.5.1, 3.5.2. As example for n = 24 we find
| An(1,5) | =50 and for n = 31, | A,(1,5) | = 66176. However, the patterns do not provide
simple relations as in Theorem 3.5.1, 3.5.2.

3.6 Correlation Immunity

Here we consider the characterization and construction problems for the set of symmetric
correlation immune functions. We first provide an tmportant characterization of symmetric
correlation immune functions and then translate this characterization into a condition on
binomial coefficients. From this we provide new classes of correlation immune {functions.

Symmetric functions. with both balancedness and correlation immunity properties have
been considered in [40]. We here consider only the correlation immunity property for the sym-
metric Boolean functions. Let us now briefly describe the results on symmetric correlation
immune functions provided in [118]. Theorem 8 of [118] provides a formula for | A,(4,5) |.
Note that, the reported equality of Theorem [118, Theorem 8] is only a lower bound. The re-
sult in [118, Theorem 8] says If n > 1, then | A, (4,5) | = 2L31%! where | x| denotes the integer
part of . The proof of this theorem in [118] uses the idea that all functions with the condi-
tions Cf and C5 satisfy f(X1, Xa,.. ., Xn) = f(1® X1,1® Xy,...,1® X5}, i.e., the output
column of f will be palindromic. However, this is not always true and the stated condition is
only a sufficient condition. As a counterexample, consider f (X1, X0, X3) = X1 XD X, €
As(4,5), where £(0,0,0) # f(1,1,1). In general for odd n, the two nondegenerate afline func-
tions are nonpalindmmic and in A,{4,5). So the exact statement of the theorem should be,
| An(4,5) | > 2l8l+1, Also it should be noted that the result | A,(2,4,5) | = | A,(4,5) | — 2
in {118, Theorem 9(vi)] should be modified to | Ax(2,4,5) | = | An(4,5) | — 4, as there are

exactly 4 affine functions in A,(4,5).
First we prove an important characterization of A,(4,5), the set of symmetric correlation
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immune Boolean functions. For the purpose of construction it is convenient to translate this
into a condition on binomial coefficients. Let WTS(f) = {¢ | re(f)[i] = 1}.

Theorem 3.6.1 Let f € An(5) with WTS(f) = (ir,...,i,}. Then f is CIiff ("7') +...+
(") = () ++ (50),

Proof : Let f = fifs, with f1, fo € An_1(5). We first show f is CI iff wt(f1) = wi(fs). If
f is CI then the condition is clearly necessary. Conversely suppose that wt(fi) = wi(fa),
and let X; be any variable. Apply a permutation to the variables Xi,..., X such that X;
becomes the variable at the Ieftmost column in the truth table. Since f is symmetric, the
output column in the truth table of f remains the same irrespective of such a permutation
and hence the resulting function is again f = fifa. Thus, Prob(f = X;) = % This proves
that f is CI. The condition in the theorem is equivalent to wt(fy) = wi(f2). -

As example, we have (;) + (g) = (;) + (g) If we consider f € Ag(5), with WT'S(f) =
{3,6}, then f is correlation immune. If n is even, then all the functions, we construct next,
are in the set A,(2,3,4,5), and if n is odd then all the functions, except the two afline ones,

are in the set 4,(2,3,4,5). First we describe a sufficient condition for a function to be in
A,(4,5).

r—1

Theorem 3.6.2 Consider integers n,r, 1 such that 2(”;1) (”"?) ("’”1) fori > 1. Then

one can construct a nonpalindromic function f € A,(4,5).

Proof : Let us consider 2("7*) = ("7} + (7;) for i > 1. This implies

(7 () = (1) + (2m)- Now weadd
- ( )) to both sides. This gives

i(ﬂql) Tt (rﬂ:il)) - (nerZ) ot (0

r—1 n—r—t

() # (o) o (P () + () o () = () + () +
- (';’::)) -+ ((ni;_l..g) - (ﬂiis) T (n—?-—-:-l))'

Now let us consider a function f € A, such that WI'S(f)={r,r—1,...,7 —t+1,n—
r—1n—r—2,...,n—r—1%} Thus, from Theorem 3.6.1, f is CI. For each of the input

vectors of weights r,7 ~1,...,r—i+ln—r~ln—-7r—-2,...,n -7 — ¢, the output of
function f is 1. This proves that the function is nonpalindromic. N

Rased on the sufficient condition of Theorem 3.6.1, we provide a generic construction
method for functions in A, (4, 5).

Proposition 3.6.1 (1) Let f € A,(4,5) with re(f)[k] = re(f)in — k) =0. Let f' € A,(D)
be such that re(f)[i] = re(f)[i] for all i, i # k,n—k and re(f)[k] =re(f')[n—k] =1. Then

e A,(4,5).
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(2) Let . be even and [ € A,(4,5) with re(f)[2] = 0. Let f' € An(5) be such that re(f)[i] =
re(f)[d] for all i, i # 2 and re(f)[2] = 1. Then f' € A,(4,5).

Proof : (1) Consider the pair of positions {(’f)} (ﬂfk)}- in re(f). If re(f)[k] = re(f)[n —
k] = ;), they do not contribute in the top half or the bottom half of the function. Now
re(f) k] = re(f')[n — k] = 1. Since (:’::) + ( i ) = (";1) + (”"D, they contribute the

n—-k-1 L —

same number of 1’s in the top and bottom half of the function f'. Thus if f is CI, then f
is CI too.

(2) We now consider the special case with even n. Here re(f)|5] = 0. Also, (“;1) =

(E:ll). Thus we get the result. -
2

Next we use the generic construction method to provide lower bounds. N ote that for the
following we use the notation u(n), which takes the value 2 for odd n and the value 4 for

evell 7T,

Len'llma 3.6.1 Let n+ 1 be a perfect square and n > 8. Then | A,(2,3,4,5) | > 2lzl+! 4
2551 — p(n). '

Proof : The first term provides the number of palindromic functions. We show that there
are at least 2/"7 ] nondegenerate, nonaffine, nonpalindromic functions. When n is even, all
the 4 symmetric affine functions are palindromic. When n is odd, only the degenerate affine
functions are palindromic. This explains the subtraction of pu(n). |

As given in Theorem 3.6.2, if we take 7 = 1, then 2(”:1) = (-.::11) + (fﬂ) From this
condition we get, (n — 2r — 1) = n+ 1. The condition can also be written as, (”:]’) +-
( n—1 ) = (“"‘1) + (’”“1). We construct a function f € A,(5), where re(f){r + 1] = 1 and

—r—1 1 n—r
*r:(f)[n—-—*r] ;+1. We also fix re(f)[n—r—1] = 0 and re(f)[r] = 0. Thus f is nonpalindromic.
Apart from these, consider the pair of positions { (":‘), ( 2 t)} If re( HlZ] = re(f)n — 1] =0,
they do not contribute in top half or bottom half of the function. If re(f)[i] = re(f)[n—i] = 1,
then similar to Proposition 3.6.1(1), since (T_";“) + (n’:_ll) = (”;."1) + (:;j), they contribute
the same number of 1's in the top and bottom half of the function. Moreover, similar to

Proposition 3.6.1(2), for even n, (”‘;1) = (Ej)

Z

Hence for each of the | '”'2—‘3} different pair of positions, there exists 2 options (either

both 0 or both 1) for constructing a nonpalindromic CI function /. Thus we get 203"
different functions. Also we have f is ClLiff f¢is CL Thus we get 2 x 225 = 2[*7*1 distinct

nonpalindromic functions. u

We get such functions for (n =8,r =2),(n = 15,r =5§),... etc.
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Lemma 3.6.2 Let n+3 be a perfect square and n 2 13. Then | An(2,3,4,5) | 2 2137%" +
ol *7-1 — p(n).

1

Proof : Taking ¢ = 2 in Theorem 3.6.2, we get g(ﬂ;l)lz ('::;) 1 (f;;) From this

condition we have, (n—2r — 1)2 =n + 3. We also get, (”‘1) 4- (”“1) + (“‘1) + (nj:J —

r-1 r n—7

(":’;%) + (fﬁ ) + ( ni:il) + (Ej) "Thus we initially choose 4 positions and correspondingly

fix the four palindromic positions to make re(f) nonpalindromic. Similar to Lemma 3.6.1
- n—23a
we get 2 x 217771 = 21%571 distinet nonpalindromic functions. |

We get such functions for (n = 13,7 = 4),(n = 22,7 = 8),... etc. There may also be
some other types of constructions in the same line,

Lemma 3.6.3 Let n+2 be a perfect square and n > 14. Then | An(2,3,4,5) | > 212+ 4

Proof : We take f € A,(5) such that WT'S(f) = {r + 2,n — r} with the condition

\&;;éﬁ) + (Ei,l,) = (fﬂ) + (n’iﬂl) Simplifying this condition, we get, (n—2r —2)* = n+2.

e fix two pairs of position;s to consltruct the nonpalindromic function. Now similar to
Lemma 3.6.1 we get 2 X ol*5°1 = 21"7°1 distinct nonpalindromic functions. n

Thus, we get such functions for (n = 14,7 = 4),(n = 23,7 = 8§),... etc. From
Lemma 3.6.1, Lemma 3.6.2 and Lemma 3.6.3, we get an improved lower bound on
| An(2,3,4,5) | for n = 7 — 4, where ¢ = 1,2,3 and 7 a perfect square, with 7 2> 16.

Theorem 3.6.3 Let m be a perfect square, with w > 16. Then it is possible to construct
nonpalindromic f € An(2,3,4,5) for n =« — 1, where 1 =1,2,3.

We can also consider the following theorem which can be proved in the same line of Theo-
rem 3.6.2.

Theorem 3.6.4 Consider integers n,r,t such that 2(“;1) = (TE:J + (’;’_:) fori > 1.
Then there exists nonpalindromic f € An{4,5).

Taking ¢ = 1, we get the following corollary.

Corollary 3.6.1 Consider integers n,r such that 2("‘:1) = (’::é ) + (':jr'll) Then one con
construct nonpalindromic f € Ay(4,5).

Note that, the condition 2(”;1) = (”_1) -+ (::}) does not provide any simple Diophantine

r—2
equation as in Lemma 3.6.1. However, running Mathematica [117] software, we could obtain
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n 3[4]5]6[7[8[ot0[it[ 12 ] 13 | 14
| An(4,5) [[6]8]10[ 2026|4842 64|66 | 144 | 178 | 452

15 1617 18 [ 19 F 20 [ 21 ] 22 1 23 | 24 | 25 | 26
428 | 576 | 514 | 1072 | 1442 [ 2864 | 2534 | 4608 | 6402 | 12448 | 9350 | 16648
o7 28 29 30 31 | 32 33
16522 | 32768 | 36866 | 82496 | 77186 | 132352 | 148170

Table 3.1: Enumeration of A,(4,5)

two solutions (n = 8,r =5) and (n = 20,7 = 6). This will provide better lower bounds on
‘ AB(Q, 3, 4, 5) ‘ and ‘ Agg(g, 3, 4, 5) |

‘Next we provide exact enumeration of A,(4,5) up to n = 33 which is listed in the
Table 3.1. The values are obtained by running a computer program. Note that the bounds
described in Lemma 3.6.1, Lemma 3.6.2 and Lemma 3.6.3 provide very close bounds with
respect to what mentioned in the table for m = 25 and n = 22,23,24. In fact, for n = 22
(Lemma 3.6.2), we get the value 4604, which added with the four symmetric afiine functions
provides the exact count 4608 (in the table). For n = 23 (Lemma 3.6.3), the value is
6142 + 2 compared to 6402 (in the table) and for n = 24 (Lemma 3.6.1), the value is
12284 + 4 compared to 12448 (in the table). It is interesting to note that | A,(4,5) | ==
olz1+1 o 2(n mod 2) for n = 4,5,10,11,17,28. However, n does not follow any obvious

pattern for the exact equality condition.
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Chapter 4

Balanced Boolean Functions

Three basic properties of Boolean functions to be useful for symmetric key cryptosystems
are balancedness, high algebraic degree and high nonlinearity. In addition, strict avalanche
criteria and propagation characteristics are required for design of S-boxes while correlation
immunity is required for design of stream cipher systems. In this chapter a variety of new
techniques are introduced to construct Boolean functions possessing one or more of the above
properties. The techniques are powerful enough to solve several open problems and to im-
prove significantly upon previous research. An important aspect of this work is to show new
ways of using bent functions and the functions provided by Patterson and Wiedemann [88, 89]
to construct previously unknown cryptographically important Boolean functions.

4.1 Introduction

Balancedness, high nonlinearity, and high algebraic degree are essential properties of Boolean
functions for use in both stream and block ciphers. An S-box in a block cipher is a sef of
Boolean functions. Each of the constituent Boolean functions must satisfy strict avalanche.
criteria and propagation characteristics to resist cryptanalytic attacks, On the other hand,
in stream cipher systems a Boolean function is used to combine the outputs of several inde-
pendent sequences produced by Linear Feedback Shift Registers (LFSRs). Such a Boolean
function must be correlation immune to resist certain types of divide and conquer attacks.

Here we consider Boolean functions possessing one or more of the above properties. We
provide new construction methods for such functions, solve several open problems and sig-
nificantly improve upon existing results. Patterson and Wiedemann [88, 85| have provided
an important class of highly nonlinear functions. We investigate the structure of these func-
tions and provide new ways to use these functions for the construction of highly nonlinear
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balanced functions (Section 4.2) and highly nonlinear balanced functions satisfying SAC(k)
with maximum algebraic degree (Section 4.4). Also we show new ways of applying bent func-
tions for the construction of highly nonlinear functions satisfying important cryptographic

properties.

It is known [95] that for even n, the maximum nonlinearity achievable by a Boolean
function is nl(f) = 2%~! —2%~1. Such functions are called bent functions and their combina-
torial properties have been studied [95, 93, 31, 32, 17, 16]. These functions are not balanced.
Moreover, for n > 4 the algebraic degree of a bent function is at most % 95]. Construc-
tion of highly nonlinear balanced Boolean functions on even number of variables has been
proposed in [104, 32| by modifying the bent functions. For odd n, the corresponding class
of functions with maximum nonlinearity has not been chara.cterlzed For odd n < 7, the
maximum possible nonlinearity is known [83] and the value is 27! — 2% 7. Forn=9,11,13
functions with nonlinearity 27! — 2% can be constructed, though it is not known whether
this is the maximum possible nonlinearity. For odd n > 15, it is known [88, 89] that there

n—1 1

exists functions with nonlinearity greater than 2"~! — 272", However, these functions are
not balanced. Balanced functions with nonlinearity greater than 2%! — 277 7 has been con-
structed for odd n > 29 [104]. Construction of highly nonlinear balanced functions has also
been considered in [18, 77, 78, 79, 86]. The algebraic degree of highly nonlinear balanced

functions for n < 9 has been considered in [33, 34].

We use a randomized heuristic to construct for the first time balanced functions with
nonlinearity greater than 2"~! — 2% for n = 15,17,19,21,23,25,27. We use the func-
tions provided in {89] as the basic input to our algorlthm Ea,rller these functlons [89] were

used to obtain balanced functions with nonlinearity greater than on—1_ 95 only for odd
n > 29 [104]. We also provide a recursive algorithm for obtaining currently best known non-
linearity for balanced Boolean functions. Further, for odd n > 3, we provide construction
methods for balanced functions with nonlinearity 27! — 2% T havmg algebraic degree both
(n—2) and (n —1). In [33], balanced functions of 7 variables with nonlinearity 56, algebraic
degree 6 and balanced functions of 9 variables with nonlinearity 240, algebraic degree 7 has
been reported. The method needs an exhaustive search over a subclass of Boolean functions.
called the idempotents and the search method is infeasible for more number of variables.

Our result generalizes the results of [33].
Walsh Transform is a powerful tool in the analysis of Boolean functions. It is important
to note that (see Chapter 3) F(@) = wd(f, BT wiX;), where F is the Walsh transform of

f. Correlation immune functions were introduced by Siegenthaler [109, 110]. Later Xiao
and Massey provided another ch&ractenzatmn of such functions in [42]. Here we use this

characterlzatlon as a definition,

Definition 4.1.1 A function f({X1,Xs,...,Xs) 4s mth order correlation immune iff its
Walsh transform F satisfies F(w) = 0, for 1 Swt(@) < m . A balanced m-th order cor-
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relation immune function is called m-resilient.

Siegenthaler [109] proved that an n-input, m-resilient function with algebraic degree d sat-
isfies the inequality m 4+ d < n — 1. Functions for which m+d=n — 1 is called optimized
with respect to Siegenthaler’s inequality (in short optimized). In this chapter we will mainly
consider the optimized 1-resilient functions. The discussion on construction of m-resilient
functions will be elaborated in Chapter 7.

In [86], it was conjectured that the maximum nonlinearity of 1-resilient functions on even
number of variables n can be at most 277! — 2%, We disprove this conjecture for all even
n > 16 by showing that one can construct 1-resilient functions with nonlinearity greater than
on—1 _ 2%, We provide construction methods for n-variable, 1-resilient optimized functions
having nonlinearity 27! — 2l21, The method uses linear algebraic techniques. As example,
using this one can construct a 9-variable optimized 1-resilient function with nonlinearity 240,
which was not known earlier. Such functions can be efficiently used to construct m-resilient

functions (see Chapter 7).

S-boxes can be viewed as a set of Boolean functions [93, 92, 58]. Propagation Characteris-
tic(PC) and Strict Avalanche Criteria(SAC) are important properties of Boolean functions to
be used in S-boxes. Preneel et al [93, 92] provided basic construction techniques for Boolean
functions with these properties. In [93], it has been shown that for balanced SAC(k) func-
tions on n variables, deg(f) < n — k — 1. Recently in [68], balanced SAC(k) functions on
n variables with deg(f) = n — k — 1 has been identified for n — ¥ — 1 = odd. However,
construction of such functions for n -k —1 = even has been left as an open problem. In [58]
balanced SAC(k) functions with high algebraic degree and in [103] highly nonlinear balanced
SAC functions have been proposed. However, balanced SAC(k) functions with both high
algebraic degree and high nonlinearity have not been studied. PC(I) of order &£ functions
with good nonlinearity and algebraic degree have been reported in [58]. These properties
have also been considered in [35, 105, 104, 106, 57, 119, 44.

We use a linear transformation on the input variables of the functions provided in [89]

to obtain PC(1) functions on n variables (for odd n > 15) with nonlinearity 2"~ — 2" T +

90 x 27, This establishes the existence of PC(1) functions with nonlinearity greater than

on—1 _ 927 for odd n > 15, which was not known earlier. We improve the algebraic degree
and nonlinearity results of the PC({) of order k functions reported in [58]. Motivated by
the construction methods of SAC(k) functions in [58], we introduce a new cryptographic
criterion called the restricted balancedness of Boolean functions and show that certain types
of bent functions satisfy this property. Also we modify the functions provided by Patterson
and Wiedemann (88, 89] to obtain restricted balancedness while keeping the nonlinearity
unchanged. This requires an in-depth study of the internal structure of the functions provided
in [89]. For the first time we consider the properties of balancedness, SAC(k), algebraic
degree and nonlinearity together. We construct balanced (using the functions with restricted
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balancedness) SAC(k) functions in €2, with maximum possible algebraic degree n — k — 1
and very high nonlinearity for £ < % — 1. This also shows that there exists balanced SAC(k)
functions on n variables with deg( f} = n—k—1 = even, which was posed as an open question
in [58). We also present an interesting result on resilient functions satisfying PC(k). In an
previous work [105), it was shown that resilient functions satisfy propagation characteristics
with respect to a set of input vectors, but not PC(k) for some £.

Before proceeding we state a few simple results which will be useful later.

Proposition 4.1.1 Given [y, la € L(n), d(l;,l) = 0,21, 2" (wd(ly, L) = 2",0,~2") ac-
cording as Iy = la,ly # 1y or 15,1, =1§.

Proposition 4.1.2 Let f € Q, and f = fifs, where fi, fo € Qu_1. If wi(f) is odd then
algebraic degree of f is n. Moreover, if both wi(fi) and wi(fy) are odd then the algebraic
degree of f isn — 1, |

Proposition 4.1.3 Given a balanced function f € Q, with nl(f) = x, one can construct
balanced f' € Qp with nl(f) > 2 — 2 and deg(f') =n - 1.

Proof : Let f = fifo where fi,fo € Qp-1. If wi(fi) and wi(fy) are both odd, then
deg(f) = n—1 and take f' = f. If we have both wi(f,) and wi( fo) even, toggle one bit, of fi
from 0 to 1 (get fi) and one bit of f; from 1 to 0 (get f;). Thus we get a balanced function
fr= fifs € Q,, with both wi(f{) and wt{fi) odd, i.e. with algebraic degree (n — 1). The
nonlinearity can fall by at most two for toggling two bits. E

4.2 Nonlinearity of Balanced Functions

In this section we discuss the nonlinearity and algebraic degree for balanced functions.
Patterson and Wiedemann [89] constructed 15-variable functions with nonlinearity 16276
and weight 16492. Seberry, Zhang and Zheng [104] used such functions to construct bal-

anced functions with nonlinearity greater than 2"~! — 2% for odd n > 29. More recently,
Fontaine [34] studied the functions of [88, 89]. However, currently existing works do not
balanced 15-variable functions with nonlinearify greater than 16256.

We identify an important result which is the first step towards constructing a balanced
15-variable function with nonlinearity greater than 16256.

Proposition 4.2.1 It is possible to construct f € 5 with nonlinearity 16276 and weight
16364.
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Proof : Consider a function f; € Q5 with nl(f;) = 16276 and wi(f1) = 16492. From [89],
we know that there are 3255 linear functions in L(15) at a distance 16364 from f;. Let [ be one
of these 3255 linear functions. Define f = f, @ 1. Then f € Q5 and nl(f) = nl(fi) = 16276
and wt(f) = wit(fi &) = d(f1,!) = 16364. -

Here we consider the function fi € 5, with nl{f;) = 16276. The existence of the
function f; has been shown by Patterson and Wiedemann 88, 89| by experiment, where they
have reduced the search space using mathematical techniques. We have also run the same
experiment to get such a function. Once one can construct such a function, the existence of

the function 1s settled.

Next we have the following randomized heuristic for constructing highly nonlinear bal-
anced functions for odd n > 15.

Algorithm 1 : RandBal(n)

1. Let f be a function constructed using Proposition 4.2.1. Let n = 2k + 15, &k > 0
and let F' € {2, be defined as follows. For £ = 0, take F = f, and for £ > 0, take
F= f(Xy,..., X5 ®9(X,...,X,), where g € Qy is a bent function. Note that

nl(F) =271 — 2" + 920 x 2% and wt(F) = 271 — 20 x 2*

2. Divide the string F' in €, into 20 x 2% equal contiguous substrings, with the last
substring longer than the rest.

3. In each substring choose a position with 0 value uniformly at random and change that
to 1. This generates a balanced function F; € §,.

Lt ==

4. If nl(Fy) > 2nt ~ 9%~ then report. Go to step 1 and continue.

We have run this experiment number of times and succeeded in obtaining plenty of balanced
functions with nonlinearities 214 — 27 + 6, 216 — 28 4 18 218 — 2% 4 46 and 220 — 210 4 104
respectively for 15, 17, 19 and 21 variables. It is possible to distribute the 0’s and 1’s in
the function in a manner (changing step 2, 3 in Algorithm 1) such that weight of the upper
and lower half of the function are odd. This provides balanced functions with maximum
algebraic degree (n —1) and the same nonlinearity as before. Note that, running Algorithm
1 for large n is time consuming. However, we can extend the experimental results in a way
similar to that in [88]. Consider a bent function g(N, ..., Yo) € Qg and f(Xy,..., Xo1)
with nonlinearity 220 — 219 + 104 as obtained from Algorithm RandBal(). Let h € (o1 0
such that k= g @ f. Then we get nl{h) = 2202 — 9104k 1 104 x 2*. These functions can be
modified to get algebraic degree (n — 1) as in Proposition 4.1.3. Thus we get the following

result.
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Theorem 4.2.1 One cen construct balanced Boolean functions on n = 15 + 2k (k > 0)
variables with nonlinearity greater than 27! — 2T Moreover, such functions can have
algebraic degree (n — 1).

Dobbertin [32] provided a recursive procedure for modifying a general class of bent functions
to obtain highly nonlinear balanced Boolean functions on even number of variables. A
special case of this procedure which modifies Maiorana-McFarland class of bent functions
was provided in [104]. For even n, it is conjectured in [32] that the maximum value of
nonlinearity of balanced functions, which we denote by nibmaz(), satisfies the recurrence:
nlbmaz(n) = 21 — 2% + nibmaz(2).

We next provide a combined interlinked recursive algorithm to construct highly nonlin-
ear balanced functions for both odd and even n. Note that for even number of variables,
Algorithm 2 uses a special case of the recursive construction in [32]. Further we show how
to obtain maximum algebraic degree. The input to this algorithm is n and the output is

balanced f € {}, with currently best known nonlinearity.
Algorithm 2 : BalConstruct(n)

1. If n is odd
(a) if 3 < n < 13 construct f with algebraic degree (n—1) and nonlinearity 2"+ — 5=
(see Theorem 4.2.3). |
(b) if 15 < n < 21 return f to be the best function constructed by RandBal(n).
(c) if n > 23

1, Let h;y € (2,91 be bent and g; € {1y be the best nonlinear function con-
structed by RandBal(n). Let f; € Q, be such that f; = h1 @ q1.

ii. Let Ay = BalConstruct(n — 15) and g € {15 as in Proposition 4.2.1. Let
fy € §2, be such that fo = ho @ ¢s.

i, If nl{f1) > nl(fa) return f; else return fo.

9. If n 1s even

Let h = Ba[Construct(?-‘j). Let f be the concatenation of A followed by 27 — 1
distinct nonconstant linear functions on ¥ variables. Return f.

To obtain maximum algebraic degree in the above algorithm we need the following modifi-
cations.

e For odd n < 13, the functions available from Proposition 4.1.1 guarantees degree
(n — 1).
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e For odd n, 15 < n < 21, modification of algorithm RandBal() guarantees algebraic
degree (n — 1) without dropping nonlinearity.

e For odd n > 23, using Proposition 4.1.3, degree (n — 1) can be achieved sacrificing
nonlinearity by at most 2.

e For even n, recursively ensure that algebraic degree of h (in Step 2 of BalConstruct())
18 5 — 1.

Let nlb(n) be the nonlinearity of an n~variable balanced function constructed by
BalConstruct(n). Similarly let nla(n) be the nonlinearity of an n-variable balanced func-
tion with degree n — 1, constructed by Algorithm BalConstruet(n). We have the following

performance guarantee on nlb(n) and nla(n).

Theorem 4.2.2 Algorithm BalConstruct(n) constructs a balanced n-variable function hav-
ing nonlinearity nlb(n), given by,

nlb(n) = or1- 2% foroddn,3<n<13, (1}
= o5+ 6, o7+ 18, 019 + 46, 09y + 104 forn =15,17,19, 21, (2)
= max(A, B) for odd n > 23, (3)
= 271 2% 4 1*1Zb(—"’2—1-)]L for even n (4)
where k = 2218 o, = 2071 - 277,

A=2""1— 2% — 88 x 2% + 216 x nib(k) and B =21 - 2% +13x 2k,
For cases (1) and (2), nla{n) = nlb(n). For case (3), nla(n) > nlb(n) — 2 and for case (4)
nla(n) = 2! — 23 + nla(%).

It should be noted fhat., from Theorem 4.2.2, the nonlinearity measures nla() and nib()

satisfy the same recurrence of nlbmaz() as proposed by Dobbertin [32]. Algorithm
BalConstruct(n) provides currently best known nonlinear balanced functions for all n. In

particular, we summarize the following points to highlight the performance of the algorithm.

1. Our method provides balanced functions with nonlinearity greater than 27! — 2%
for odd n, 15 < n < 27 which were not known earlier.

2. For even n, the nonlinearity obtained by our method is strictly greater than that
mentioned in [104, Theorem 13] for all n =2°(2t +1), s> 1,£ > 7

3. For odd n the nonlinearity obtained by our method is strictly greater than that men-
tioned in {104] for all n = 2%(2¢ +1) + 15, s > 1,1 > 7. |

4. Apart from points 2 and 3 above, we also obtain strictly better nonlinearities for
other values of n. For comparison consider pairs of the form, <no of variables, our
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nonlinearity - nonlinearity of [104]>. Then we get < 29,832 >, < 31,800 > as
examples of better performance.

In this section we have shown how to heuristically modify the Patterson-Wiedemann
functions to obtain balancedness while retaining nonlinearity higher than the bent concate-
nation bound. However, the question of mathematically constructing such functions remains
open. Also settling the conjecture in [32] is an important unsolved question.

4.2.1 Algebraic Degree

Here we present two results on the construction of n-variable (n odd) balanced functions
with nonlinearity 2°~! — 2*7 and algebraic degree (n—1) and (n —2). For odd n < 7,
this provides the best possible nonlinearity [83] and for n =9, 11, 13, this provides the best
known nonlinearity. For odd n > 15, the constructions of Theorem 4.2.2 yield better nonlin-
earities for balanced functions with degree (n — 1). However, the results obtained here are
required in the construction of optimized resilient functions with best known nonlinearities

(see Section 4.3 later).

Using exhaustive search over idempotents, IFiliol and Fontaine [33] reported 7-variable
balanced functions with nonlinearity 56, algebraic degrees 5, 6 and 9-variable balanced func-
tions with nonlinearity 240, algebraic degree 7. However, it is infeasible to perform such a
search for large n. Moreover, 9-variable balanced function with nonlinearity 240 and alge-
braic degree 8 was not obtained in [33]. Theorem 4.2.3 provides a general solution to this

problem.

Theorem 4.2.3 [t 1s possible to corlastmct balanced f € {1, n > 3 odd, with algebraic degree
(n — 1) and nonlinearity 2! — 275

Proof : Forn = 3, f = X3 @& X1X, satisfies the condition. Now we consider the case
for n > 5. We take bent1 functions hq, hy € {1,_1 of the following form. The function A,
is a concatenation of 2°% distinct linear functions of ﬂ-g—-l- varliables where the first linear
function is the all zero function. The function A, is same as h; except the first function is

the all one function in place of the all zero function. Thus, the binary strings are of the

n—1 r~1

form h;y = 02 % A and hy = 12T )\, where A is a binary string of length 27! — 2" the
concatenation of 2°7 — 1 distinct nonconstant linear functions of 1‘-—5‘-1- variables. Note that
0° (resp. 1*) denotes the all zero (resp. all one) string of length z. Next we construct

L — n—1
= 102"?1'—1,\ and h, = 012 2 ~1) by toggling the first bit of both hy, hy. We define

f=(1&X,)h & X, h, ie. f=~HhH,, the concatenation of strings A} and hj.

Note that wt(f) = wt(h) + wi(hy) = 2"~". Thus f is balanced.
Since, both wt(h)), wt(h}) are odd, f is of algebraic degree (n — 1). Next we calculate the

1
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nonlinearity of f.
CASE 1: We first consider affine functlons Il € L(n), where | € L(n — 1), We write { = [,1,,

where I, is a binary string of length 2°7 and l, is a binary string of length 2™~ 2'2_.

n-—1 n—1

Now, d(f 1) = d(10* * ~L 1) + d(\ 1) + d(o1** ~t g )—l— d(A1,). Since, 1027 1 and

0127 1 are bitwise complements, d(lOgT 1 1) + d(OlZT ~L ;) = 2"7". Now consider
d(\1,). We represent A = MAq... Npand I, =lily... L, p=2"7 7 —1and A\, l; € L(%1).
Three conditions may arise.

(1) & = A; for some ¢, 1 < ¢ < p. Then l; 52 Aj,l; # Adforall j # 4,1 < 7 < p.
So, d(\, L) = (2°T —2) x 2771, fe. 2d(\ 1) = 21 — 2 x 2°T. Thus, d(f,)
2" 42l — 2 x 2% =207l L 9%

(2) l; = Af for some 4, 1 <1< p. Again [; # A, l; # Af forall j #14, 1 <j<p

Then d(\, 1) = (2"F —2) x 2°F ~14+2°7 ,ie. 2d(\,0,) =271 = 2% 2T +2x 2% z . Thus,
d(f, 1) =271 4 2%

(3) I £ Azl #£ Xiforall 1 <7 <p.

Then d(), 1) = (2" ~ 1) x 2" 71, Le. 2d(\, 1) = 2*~' — 2°%", Thus, d(f, 1) = 2" L.
CASE 2 Next we consider aﬂine functlon ll° € L(n), where [ € L{(n —1). Now, d(f, ll”) =
d(lOzT L lg)+d(A, )-l—d(()l?T -1 F")-I—d(/\ [7). Note thatl € L(%5+). Since, 1072 *~1 and

in—1

OlET ~1 are bitwise complements, d(1 102°7 -1 N )+d(012“ﬁ——1 ©) = 2 x d(10** ~L 1) =
2 or 2°F — 2 or 2°F + 2. Also, d(), [, )—I—d(A,l;) =971 _ 9% Hence, d(f, ll°) = 2“ =l
2" +20r 2014 2% —20r 27142

Thus, 21 (f,1),d(f, 11°) < 2" +2"F  and hence nl(f) = 2*"1 - 2°T. m

|

Theorem 4.2.4 It is pbssiblc to construct balanced f € (,, n odd, with algebraic degree

n—1

(n - 2) and nonlinearity 2"~' — 277 .

Proof : We consider 2 bent function hy € ,,_1 where hy is of the form hg hyh., he is the all
zero string of length 2% 7 . hy is of length 271 — 2 X 2"%" which is concatenation of 2°% — 2
distinct linear functions of -l variables and h. in L(%:*) is the linear function which is
nondegenerate on -”—;-L vafiables. We toggle the first and last bits of &y, 1.e. the first bit of
h, and the last bit of h,. This gives a string h; in £},_; which is of the form zyz, where

z is transformed from h, by toggling the first blt Y is Iy a,nd z is transformed from h, by

toggling the last bit. We take f = zyzz®y2°.

Now, wt(f) = (wt(z) + wt(z®)) + (2 x wi(y)) + (wi(z) + wi(z7)) = 2°T) + (2~ -2 x
2T ) + (27 ) = 2L,

Note that wt(f;), wt(fo), wi(fs), wt(fs) are all odd and hence [ is of algebraic degree .
at least n — 2. The algebraic degree of f cannot be n, since wi(f) is even. Moreover, by

k
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expanding the algebraic normal form of f, it can be seen that all terms of degree n — 1
vanish.

n—1

The nonlinearity can be shown to be 2%~ — 277, The proof is similar to that of Theo-
rem 4.2.3. |

Example 4.2.1 First we give an example corresponding to Theorem 4.2.8. Take bent func-
tions hi,hy € (14, where hy = 0000010100110110 and hs = 1111010100110110. ~Now
ki = 1000010100110110 and A}, = 0111010100110110 and

f = hihy = 10000101001101100111010100110110. Algebraic degree of f i85 — 1 = 4 and

nonlinearity 2°7% — 2% = 12.
Next we give an example corresponding to Theorem 4.2.4. Take bent function hy € Q,
where hy = 0000010100110110.

Take z = 1000,y = 01010011, z = 0111, and b} = zyz i.e. we toggle first and last bit of hy
to get hi. Now, f = zyza®yz® = 10000101001101110111010100111000. Algebraic degree of

f i85 — 2 = 3 and nonlinearity 2°~! — 2% =12,

4.3 Resilient Functions

We use the results of the previous section to construct nonlinear optimized m-resilient func-
tions. First we disprove a conjecture which appeared in [86]. The conjecture states that the
maximum possible nonlinearity for 1-resilient function on n variables, n even, is 2°~1 — 27,

Theorem 4.3.1 For all even n > 16, it is possible to construct 1-resilient function on n
variables with nonlinearity greater than 271 — 27,

Proof : Since n > 16 and even, » — 1 is odd and is > 15. From Theorem 4.2.1 we
have balanced f € Q,_; with nonlinearity greater than 2"* — 2", Define F} = X, f
and Fy = (1@ X,,)f(X1,..., X)) @ Xnf(18 X,,...,1® X,). Then both F} and I are
1-resilient [12] with nonlinearity 2ni(f) which is greater than 2*~! — 23, _

A similar result holds for optimized functions (see Theorem 4.3.2). We now provide
constructions of n-variable, m-resilient nonlinear functions with degree n —m — 1. We first
show how to construct n-variable, 1-resilient functions with degree n — 2. The case for even

n is as follows.

Theorem 4.3.2 For evenn > 4, it is possible to construct n-variable, 1-resilient functions
with degree n — 2 and nonlinearity & = 2nla(n —1). The value of = is equal fo 2°~1 — 2% for
4 < n < 14 and is greater than 2"~ — 22 for n 2 16.
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Proof : Let f be an (n — 1)-variable function constructed by BalConstruct() modified to
ensure maximum degree nn~ 2. Then ff* is an n-variable, 1-resilient function having degree
n — 2 and nonlinearity 2nla(n —1). The value of nla() from Theorem 4.2.2 is.used to obtain
the expressions here. | u

For odd n, we use a different method. We first describe a technique which has been
used in (86]. Given a balanced function f € Q,, we define Sy = {w € {0,1}* | F(@) = 0},
where [ is the Walsh transform of f. If there exists n linearly independent vectors in S,
then we can construct a nonsingular n X n matrix B; whose rows are linearly independent
vectors from S;. Let, Cy = B;'. Now if we construct a function f(X) = f(C;X), then
/' is balanced, and both f', f have the same nonlinearity and algebraic degree. Moreover,
F'(@) = 0 for 0 < wt(w) < 1, where F' is the Walsh Transform of f/. This ensures that f

18 1-resilient.

Though the technique has been used in [86], they started with a random Boolean function

and hence could not obtain a nonlinearity of 2"~ — 2°5". Here we start with an n-variable
balanced function constructed by Theorem 4.2.4, having degree (n — 2) and nonlinearity
on-1 _ 2%7*. Since these parameters are preserved by the linear transformation on the
- variables, we obtain l-resilient, n-variable function with degree (n — 2) and nonlinearity

n—1

on-l — 2%

Let € be an n-bit vector with ith (1 < 4 < n) entry 1 and all other entries 0. For example
er =(1,0,...,0) and €} = (0,...,0,1).

For n = 3mod 4, define r; = €n-1 @ LB, =g 2 < i< Eland =

n T TH-l | ¢
tn @ @lﬁjﬁ-”%@-,j#n—bl—i €y 7 1 <2< n.

For n = 1mod4, define r; = e{® e Dey Dep, ri = €hyyyy 2 <4 < 2 and
=@, H+1<i<n

Let B, be a matrix whose rows are ri,...,"n.

Example 4.3.1 In this ezample we provide By and By.

et
1—1.
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The following result follows from the definition of B,,.

Proposition 4.3.1 The mairnz B, is nonsingular. Moreover, for n = 3 mod 4, B, s sym-
metric and 18 is own nverse,

Proposition 4.3.2 For odd n, let f be an n-variable function constructed by Theorem {.2.4.
Then for each row r; of By, F(r;) =0, where F' is Walsh transform of f.

Proof : Here we only show F(r,) = 0 for n = 3 mod 4, the other cases being similar.

In this case r; represents the linear function which is nondegenerate on all the variables
n+1

X1, .., Xaz1. Let this function be . Then we can write {=A* * (the string A concatenated
2% times) where A € L(%;*) and is nondegenerate on all the variables X, . oy Kozt

We show that wd(f,l) = 0. We write f = fifa.. . fp, p = 2% . For i # 1,5 5+ 1,p,
wd(f;, A) = 0, since f; is a linear function different from A or A°. Therefore, wd(f,!) =
wd( f1, A) +*wd(f5,, A) +wd(feq1,A) +wd(fp, A). Now, [ is of the form zyzz°y2® in the proof
of Theorem 4.2.4. Hence, fi = x, fg. = Zz, f%.H = 2% and f, = 2° and so wd(f,{) = 0. =

Using Proposition 4.3.1, Proposition 4.3.2 and Theorem 4.2.4, we get the following result.

Theorem 4.3.3 For oddn > 5, it is possible to construct 1-resilient, degree (n—2) functions
n—1

in ), with nonlinearity 2"~ — 277 .

These functions combined with the recursive methods of Chapter 7 provide optimized n-
variable, m-resilient functions with nonlinearities higher than all previous works [105, 33, 86].

The maximum nonlinearity obtained in [19] for 1-resilient functions was 2"~ — 2% for n
odd and 271 ~27 for n even, where the degrees of the functions were strictly less than n — 2.
Our method provides same nonlinearity with optimized algebraic degree n — 2. Moreover,
for even n > 16, it is possible to get 1-resilient optimized functions with nonlinearity greater
than 27~ — 23, This shows that it is possible to obtain higher nonlinearities for optimized
functions than the upper bound derived in [19] for a certain subset of resilient functions.

4.4 Propagation Characteristics and Strict Avalanche
Criteria

In this section we provide important results on propagation characteristics and strict
avalanche criteria. We first present a result on nonlinearity of PC(1) functions.
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Theorem 4.4.1 For oddn > 15, it is possible to construct n-variable, PC(1) functions with
nonlinearity 27t — Al n-15

Proof: Let X = (X,,...,X1)and @ € {0,1}". Let Sy = {@ | /(X))@ f(X®aT) is balanced}.
We have found 15-variable functions f provided by Patterson and Wiedemann {89] such that
there are 15 linearly independent vectors in Sy. Consider B; to be a 15 x 15 nonsingular
matrix whose rows are these 15 linearly independent vectors. Define g(X) = f(X Byf). Then
g has the same nonlinearity as f and satisfies PC(1).

For odd n > 15 we proceed 111duct1vely Let g be an (n — 2)-variable, PC(1) function

with nonlinearity 273 — 2%~ 7 +20 x 235, Let h be a bent function on 2 variables which
has the output column of the form 0001 and define G = A @ g. Thus G can also be seen
as the concatenation gggg®. Now take any n length binary vector @ = (o, 0h_y, ..., 1)
with wi(@) = 1. Also we have X = (Xp, Xp_1,...,X1), and X = (Xpn-g,...,X1). Now we
consider the following three cases.

Case 1. If @ = (o, = 0,01 = 0,..., 1), then consider &@ = (an_g,..., ;). Note that
wi(@) = 1. Thus, wt(G(X)@G(X @a)) = wi(g XN@g(X @a)+uwt(g(X ) ®g(X oT))+
wt(g(X) @ g(X @) +wt(g(X ) ® g°(X' @ &)) = 4 x 2"~2 (from induction hypothesis as
¢ is PC(1})) = 2»1,
Case 2. f @ = (ap, = 0,051 = 1,...,01 = 0), then wi(G(X)® G(X & @) = wt(g® g)
wit(g ® g) + wi(g ® ¢°) + wi(g® ® g) = 2",
Case 3. f @ = (o, = L,00_1 = 0,...,0; = 0), then wi(G(X)®G(X 0 &) = wi(g® g) +
wi(g @ ¢°) + wt(g @ g)+ wt(g & g) 271, Hence, G is PC(1) and since G = h @ g, we get
nl(G) =201 — n
The maximum possible nonhnearity of Boolean functions is equal to the covering radius
of first order Reed-Muller codes. Patterson and Wiedemann showed that for odd n > 15

the coverlng radlus and hence the maximum possible nonlinearity of an n-variable function
exceeds 27~ . Seberry et al [104] showed that for odd 7 > 29, it 1s possible to construct

balanced functlons with nonlinearity greater than 27! — 2°% = . Theorem 4.4.1 establishes a
similar result for PC(1) functions of odd number of variables n for n > 15.

The following is a general construction of Boolean functions introduced in [58]

f(Xl: Xsaj ) [XI: o ]Q[Yi: Yt] @g(Xli"' X ): (*)
where Q is an 8§ X t bmary matrix a,nd g(Xy,...,X,) is any function.
Under certain conditions on ¢, the function f satisﬁes PC(!) of order £ (see [58]). Moreover,

according to the proof of [58, Theorem 16], nl(f) = 2'ni(g) and deg(f) = deg(g). It is
possible to significantly improve the results of [58] by using functions constructed by the

methods of Section 4.2.

Theorem 4.4.2 For odd s, it is possible to construct PC(l) of order k function f such that
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(a) deg(f) =s—1 and nl(f) > 21 — 25 fpr3 <5< 13,
(b) deg(f) = s and ni(f) > 21+5~1 — 2°T for 5> 15.

Proof : For 3 < s < 13, s odd, we can consider g € (), as the function available from
Theorem 4.2.3 with algebraic degree s — 1 and nonlinearitgz 25—l . 25 For s > 15, one can
consider g € €, with nonlinearity 251 — 2%5 ++ 20 x 2%5" — 1 and algebraic degree s. This
can be obtained by considering a function on s variables with maximum known nonlinearity
and then making wit(g) odd by toggling one bit. This will provide the full algebraic degree

and decrease the nonlinearity by at most 1 only. _
5—1

For odd s, the corresponding result in [58] is deg(f) = 25+ and ni(f) > 2t+s~1 — 2M5
which is clearly improved in Theorem 4.4.2.

Now we show how to obtain maximum algebraic degree in this construction at the cost
of small fall in nonlinearity. For odd s between 3 and 13, deg(g) can be made s by changing
one bit of g. This decreases ni{g) by one. The corresponding parameters of f are deg(f) =
s and nl(f) > 20+~ — 9+*F _ 9t For even s, the result in [58] is deg(f) = 2 and
nl(f) > 2t+s~1 — 2t+3-1 As before by changing one bit of g we can ensure deg(f) = s and
ﬂl(f) > otts—1 _ gt+3—-1 _ ot

Next we turn to the study of SAC(k) combined with the properties of balancedness,
degree and nonlinearity. Thus is the first time that all these properties are being considered
together with SAC(k). The proofs for the next few results are quite involved. Hence we

present the constructions clearly and only sketch the proofs.

In (58], (*) has been used for the construction of SAC(k) function by setting s = n—k—1,
t=k+1and @ to be the (n — k — 1) x (k+ 1) matrix whose all elements are 1. Under
these conditions the function f takes the form f(X;,...,Xs) = (X1®... X p-1)(Xn—i &
B X)) ®9( Xy, ..., Xnog—1). Moreover, it was shown that f is balanced if | {X | g(X) =
0,XQ =0} |=[{X | g¢(X) = 1,XQ = 0} | where X = (X1,...,Xpn_g-1). It is important
to interpret this idea with respect to the truth table of g. This means that f is balanced
if #{X | g(X) = 0,wt(X) = even } = #{X | g(X) = 1,wt(X) = even }. Thus, in the
truth table we have to check for balancedness of g restricted to the rows where the weight
of the input string is even. In half of such places ¢ must be 0 and in the other half g must
be 1. Motivated by this discussion we make the following definition of brBven (restricted
balancedness with respect to inputs with even weight) and brOdd (restricted balancedness

with respect to inputs with odd weight).
Definition 4.4.1 Let g € Q, and X = (X1,...,Xp). Then g is called brEven (resp. brOdd)

if #{g(X) =0 | wt(X) = even } = #{g(X) =1|wt(X) = even } = 272
fresp. #{g(X) = 0| wi(X) = odd } = #{g(X) =1 | wi(¥) = odd } =2-%)
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The next result 1s important as it shows that certain types of bent functions can be brEven.
This allows us to obtain balanced SAC(%) functions with very high nonlinearity which could
not be obtained in [58|. '

Proposition 4.4.1 For p even, it is possible to construct bent functions g € §, which are
brEven.

Proof : First note that ¢ is brEven iff ¢° is brEven. Let ¢ = 25, For0< i <qg-—1
let I; € L(£) be the linear function azXe @ ... @ a1 Xy, where ag...a; 1s the £-bit binary
expansion of 1. We provide construction of bent functions g(X;,. Xp) which are brEven.
Let X (Xl, - Xp)

Case 1:

c=1mod2. Let g=1lofy... fg—alg—1, where f1,..., o € {l1,... ,lg—2, 15, ..., [{_5} and for
i # 3, Ji # f; and fi # ff. It is well known that such a g is bent 195]. We show that g is
brEven. First we have the following three results which we state without proofs.

(a) #{lo( X1, ..., X2) =0 wt(Xy,...,Xz) = even } = 22~ and

#{JU(Xl, s XE) =] l ‘lUt(Xl, - X.;_) = g€ven }-—- 0.

(b) Since the f;'s are degenerate affine functions in L(Z), it is possible to show that individ-
ually they are both brEven and brQOdd.

(c) Using the fact that g =% isoddand l,_; =X, @ ... 8 X p, it is possible to show,
#{lg—1(X1, ..., Xe) =0 |wi(Xy,...,Xe) = even } = U and

#{lg1(Xy,..., Xe) =1 |wt(Xy,...,Xp) = even } = 2571,

Then using wi(Xy,...,X,) = wt(Xl,.t.,Xg.) —I—wt(X.g_H,...,Xp) and the fact that ¢ is
concatenation of ly, f1,..., fo—2, {g—1 it I8 possible to show that g is brEven.

Case 2:
For £ = 0 mod 2, the result is true for bent functions of the form g = [§f; ... fo_als_1. N

In {58, Theorem 32] it has been stated that for n — k — 1 = even, there exists balanced
SAC(k) functions such that deg(f) = n — k — 2. The question whether such functions with
algebraic degree n — k — 1 exists has been left as an open question. The next result shows
the existence of such functions which proves that the bound on algebraic degree provided

in [93] is indeed tight for £ < & — 1.

Theorem 4.4.3 Let (n—k—1) 2 (k+1), de. k<% —1andn—k—1 = even. Then
it is possible to construct balanced SAC(k) function f € Q, such that deg(f) =n~k — 1.

Moreover nl(f) = 27t — 2™~ — 2k+1,

Proof : Use a bent function g € Qy__; which is brEven. Out of the 2*7%~! bit po-
sitions in g (in the output column of the truth table), there are 2"~*~% positions where
wt(Xy,...,Xn-k-1) = odd and the value of g at these positions can be toggled without
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disturbing the brEven property. Since g is bent, wt(g) = even. Thus we choose a row j 1n
the truth table where wi(Xy,..., X, 1) = odd and construct ¢’ by toggling the output
bit. Thus wi(g’') = wi{g) &1 = odd. Hence by Proposition 4.1.1, deg(g’) = n.— k — 1. Thus,
F(X1, o X)) = (XK@ ® X)) (Xt @...0 X)) ® g (X1,..., X_g—1) is balanced

SAC(k) with algebraic degree n — k — 1. Also nl(g’) = ni{g) — 1 = 2" %2 — 0%=r—-1 1
Now, nl(f) = 281 x nl(g) = 21 — 2%5= . gk+1, "

Example 4.4.1 We provide this ezample for illustration of Proposition 4.4.1 and Theo-
Tem 4.4.3.

Let n—k—1 = m = 4. From Proposition 4.4.1, we take ¢ as 1111010100110110, the output
column of the truth table. The underlined values correspond to the input variables with even
weight. Note that #{g(X1, ..., Xm) =1 | wt{Xy,..., Xm) = even } = #{g(X1,..., Xn) =
0| wi(X1,...,Xm) = even }. Thus g is brEBven. Also wi(g) = 10. Now we construct
¢' = 1011010100110110, by changing the 2nd bit of g from 1 to 0. Note that ¢’ is also brEven
and wt(g') = 9 = odd, which means deg(g’) = 4.

Next we provide similar results for odd n—k —1, The result is extremely important in the
sense that the functions constructed in [88, 89] can be modified to get restricted balancedness
and hence can be used in the construction of highly nonlinear, balanced SAC(%) functions.
We know of no other place where the functions provided by Patterson and Wiedemann [88, 89/

have been used in the construction of SAC(k) functions.

Proposition 4.4.2 Forp odd, it is posstble to construct g € §1, with nonlinearity (i) op—1 _
2% for p < 13 and (i) 2271 — 2" +20 x 2%% for p > 15 which is brEven.

Proof: First note that if any function f(X1,...,X,) is brEven, then f(X®a;, ..., X,Sa,)
is brOdd when wt(oy,...,0y) is odd and vice versa. Also ni(f(X1,...,X5)) = nl(f(X1 &
(Il,...,.XﬂEBCHH)). |

For odd p < 13, choose f3 € 1,1, & brESven bent function, as given in Proposi-

tion 4.4.1. Then construct f; € 2,4, such that, fo = f; (X1 ®ao,..., X1 & ap_q) where
wt(e, ..., qp-y) is odd. Thus, f; is a brOdd function. Now construct a function F* € {1,

where F' is concatenation of f3 and fo, i.e. F'=(1® X,)fs ® X,fa. Then F' is brEven and
nl(F) = 27-1 — 2%

For p > 15 the construction is different. Let f; € {l;5 be one of the functions constructed
in [89]. Note that ni(f1) = 2'* —27+20. Now consider the 32768 functions of the form f; ®/,
where [ € L(15). We have found functions among these which are brOdd (but none of which

are brEven). Let f(Xi,...,X15) be such a brOdd function. Then f3(Xj,..., X1s) = fo( X1®
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iy e v 1X15EBCE15) is brlven when Wt(ﬂl} Vo ,{1.’15) is odd. Note that ﬂl(fg) = ﬂ,l(fg) = ﬂg(fl)
This settles the base case.

Now we consider that for all odd p, 15 < p < m, (m odd), there exists a brEven function
' —1 —
f e, withnl(f) =21 - 0% 120x 257, Let us take f3 € £l be a brEven function with

m—15 )

nl(fs) = 2™~ - 2™ +20x 2™5 . Then we can construct brOdd function f, (X1,-- 1 &Xm
f3(X1 @ oy, ..., Xp ® o) where wi(oy, ..., ) is odd. Construct F' € {1,490 where F can
be seen as the concatenation fzfafofS. Then F' is also brEven. Now, any linear function on
(m + 2) variables can be seen as any of the four functions {l, {¢1I¢, L{¢l°, 1I°l°l, where [ €

L{(m). Thus, considering the values of d(fsfafofs, ll1), d(f3 fafofS, LY, d(fafafaf5, licle),

d( fs fofof$, UCIED), we get, nl(F) = 2m+2-1 _92™5 4 90 x 0™ | This proves the inductive
step. n

The construction in the above theorem can also be seen in the following way. Consider
a brOdd function f, and a brEven function f3 on 15 variables with ni(fy) = ni(fs) =
o1 _ 27 420 x 20, Now we show the construction of a brEven function on 15 + 2k variables.
Let g(Y1,...,Ys) be a bent function on 2k variables. Define F' € (1549, as follows. F' =
(Vid.. ©Vu)(gd fr)®(1OY1®... 0 Ya)(¢® f3). Then F is brEven and ni(F) =
214+2k i 2?-1-& 1920 % 2!:*

Theorem 4.4.4 Let (n—k—1) > (k+1), te. k<2 —-1andn —k—1= odd Then
it is possible to construct balanced SAC(k) function f € Q, such thal deg(f)=n—k — 1.
Moreover, for 3 < n—k—1 <13, nl(f) = 2! - 9t _ 9kt gnd forn -k —1 > 15,
nl(f) = 271 — 2% 4 20 x 285 — kL, '

Proof : We start with the functions available in Proposition 4.4.2. Then the proof is similar
to the proof of Theorem 4.4.3. -

This shows that it is possible to construct highly nonlinear balanced functions satistying
SAC(k) with maximum possible algebraic degree n— &k — 1. Functions with all these criteria

at the same time has not been considered earlier.

Now we present an interesting result combining resiliency and propagation characteristics.
In {105, Theorem 15], propagation criterion of rn-resilient functions has been studied. Those
functions satisfy propagation criteria with a specific set of vectors. However, they do not
satisfy even PC(1) as propagation criteria is not satisfied for some vectors of weight 1. For n
even, we present a construction to provide resilient functions in 2, which satisfy PC(3 —1).

Theorem 4.4.5 It is possible to construct 1-resilient functions in {l,, n even, with nonlin-
earity 2" — 2% and elgebraic degree & — 1 which satisfy PC{% —1).

Proof : Let f € Q,_2 be a bent function, n even. Then F(X4,...,Xp-1) = (1 &
Xn-1)f( X1, ..., Xno2) ® Xpa(l & f(X1® o,...,Xn2 ® an_y)) is balanced and satis-

65



fies propagation criEerion with respect to all nonzero vectors except (a1,..., Qn—2,1). Also
nl(F) =2""%-27% .

Let G( Xy, ..., &) = (10 X)) F(Xq, ..., Xp ) B Xn (F(X1®8,. .., Xn1®Bn_1)). Then
(G is balanced and satisfies propagation criterion with respect to all nonzero vectors except
o= (.. -2, = La, =0),8=(B,...,00-1,0n = 1) and @& 8. Also G is
balanced and nl(G) = 2" - 27,

Take (ay, vgy ..., 0p—z) in the construction of F in &, from f € Q,_4 so that
wi{on, Qgy vy Opz) = 5—1. Also G(Xy, ..., X)) = (1@ X)) F(Xy, ..., Xp-1) B Xn(F(X1 D
1,..., Xn-1® 1) is correlation immune [12]. Since F' is balanced, G is also balanced which

—h

—t—

proves that G is 1-resilient. Now consider @ = (ey,...,0p_9,0n-1 = 1,0, = 0), B = (B =
Loy Ba1 = 1, Bnya = 1). Since wi(@) = % ~ 1+ 1 and wt(B) = n we get, wt(@d ) = 2.
Note that  satisfies propagation criterion with respect to all the nonzero vectors except
@, B, @@ B and hence @ satisfies PC(% — 1).

Since f € §),_, 1S bent; it is possible to construct f with algebraic degree 5 — 1 and
deg(G) = deg(f). n
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Chapter 5

Hamming Weights of Correlation
Immune Boolean Functions

The set of correlation immune (CI) Boolean functions can be partitioned into several disjoint.
subsets depending on the Hamming weight of their output column. We show that the number
of n variable CI functions of Hamming weight 2a + 2 is strictly greater than the number
of such functions of weight 2a for 2a < 2!, This seemingly intuitive result turns out to
be quite difficult to be proved, The combinatorial structure of CI functions revealed here
reduces the enumeration problem of CI functions to the enumeration problem of balanced
Cl functions. Moreover, we characterize the CI functions considering the Hamming distance
between the function (interpreted as a binary string of length 2*) and its reverse binary
string. Our results provide a different direction in comparison with the existing results for
enumeration of correlation immune functions.

5.1 Introduction

The concept of correlation immune Boolean functions was introduced by Siegenthaler [109].
Recently the enumeration of correlation immune Boolean functions has received a lot of
attention as evident from [80, 118, 81, 65]. The set of n-variable Boolean functions can
be partitioned into 2™ + 1 disjoint sets depending on the Hamming weights of their output
columns. In this context it is natural to consider the set of CI functions restricted to a
particular weight. One particularly interesting question that immediately arises is how does
- the number of CI functions of a certain weight compare to the number of CI functions of
a greater weight. We completely settle this question by showing that (a) the number of CI
functions of odd weight is 0, (b) the number of CI functions of weight 2a is equal to number
of CI functions of weight 2" — 2a and (c) the number of CI functions of weight 2a is strictly
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lesser than the number of CI functions of weight 2a 4 2 for 2a < 2*"!. Parts (a) and (b)
are easy and though (c) is intuitive proving it is a nontrivial task. Our proof technigue
throws new light on the inherent combinatorial nature of CI functions and also reduces the
enumeration problem for CI functions to the enumeration problem for balanced CI functions.
Also we characterize the correlation immune functions using the Hamming distance of a CI
function with its reverse. Qur results explain the hierarchical structure on the number of CI

Boolean functions.

We interpret a Boolean function f as a binary string of length 27, given by the output
column in the truth table and wi(f) means the number of 1’s (Hamming weight) in the string
f. By f*, we denote the upper half of f, whereas f' denotes the lower half (each half is of
length 2"~1). The string f" is the reverse of string f and f¢ is the bitwise complement of f. By
S[r} we mean the 7th bit in the binary string S. Also, #(¢) counts the number of outcomes
favourable to the event ¢. The notation (A | B) denotes the outcomes favorable to A given
that B has already occurred. By d(S1,S5:) we denote the Hamming distance between two
strings S1, Sy of same length (say A). Also, the number of places in which 51,59 matches is
denoted by ﬂ'{(Sl,Sg), i.E.} M(Sl,Sg) = A — d(31, Sg) Let Mg(fl, fg) = #(fll'b] - fg[?,] = O)
&H?fM}()fl;fz) = #(fi[f] = foff] = 1), 0 < ¢ < 2"~ 1. Thus, My(f1, fo) + M1(f1, f2) =
M{f1, f2)-

Next we define correlation immunity of a Boolean function 1109, 80].

Definition 5.1.1 Let f be a Boolean function of n input variables { X1, Xq,...,Xn}. Then
f is correlation immune §f Prob(f = X;) = 3,Vi, 1 <i<n. -

The set, of all Boolean functions of n variables is denoted by §,,, and the set of all correlation
immune Boolean functions of n variables is denoted by A,,. Further, CIW,(a) = {f € A, |
wt(f) = a} denotes all n-variable CI functions of weight a and Cr(a) = | CIW,(a) | denotes

the number of such functions.

We here show that, (a) Cn(2a + 1) = 0, (b) Cy(2a) = C,(2" — 2a) and (c) Crh(2a) <
Cn(2a + 2) for 2a < 271, The following simple result settles (a).

0) =#(f =1] X; = 1)

|

Proposition 5.1.1 Prob(f = X;) = 2 if #(f = 1 | X
Vi, 1 <i<n. Consequently, Cp(2a+ 1) =0, fora > 0.
5.2 Weight Distribution

It is easy to see that for ¢ < 27!, the number of n-variable functions of weight ¢ is less
than the number of n-variable functions of weight a + 1. This follows from simple properties
of binomial coefficients. It is then intuitive to expect same kind of results for correlation
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immune functions as well. In this section, we prove such a result. First we show the following
which is analogous to the identity (T) = ( m )

m—a

Proposition 5.2.1 C,(2a) = C,(2" — 2a).

Proof : The result follows on noting that f € A, iff f¢ € A4, |

Based on Proposition 5.2.1, in the rest of this section we will consider 2a < 2*71, i.e.
2a < 21 — 2 unless otherwise mentioned.

Proposition 5.2.2 Let f € CIW,(2a), n > 2. Then M(f,f") = 0 mod 4. Consequently,
d(f, f") is also congruent to 0 mod 4.

Proof : Let f*, f* be the top and bottom halves (of equal length) of f respectively. Since,
f € Ap, we have wi(f*%) = wi(f*) = a. Let there be k places out of the a I’s in f* part
where the corresponding positions in (f*)" do not match, i.e., My (f¥, (f1)7) = (a — k). Thus,
~ there are & places out of (2"! — a) 0's in (f*)" part where the corresponding positions in f*
~ do not match, which gives Mp(f%, (1)) = 2! —a — k. Hence, M(f, f7) = 2M(f*, (f*)") =
20(a—k)+ (2" —a —k)) = 2" — 4k = 0 mod 4. -

From the argument of the proof of Proposition 5.2.2, we get the following result.

Proposition 5.2.3 Let f € CIW,(2a) and M(f, f*) = 5. Then My(f, ") =2 —~2a + 3
and M (f, f7) = ~2*~1 4+ 2a + 2. Consequently, Mo(f, f7) — Mi(f, ") = 2" — 4a.

Now we provide a construction technique of g € CIW,(2a+2) from f € CIW,(2a) and vice
Versa.

Definition 5.2.1 Let f, g € Q, and there exists iy, 41 with i + 11 = 2" — 1, such that
(1) fliol = £lir] =0, (2) glio] = glin] = 1 and (3) FIj] = glj] f § # ..

Then we say that f, g are palindromically related.

Note that values of just a specific pair of positions are toggled and the positions are at the
same distances from top and bottom of the function string. It is important to note that two

functions f, g are palindromically related means that d(f, g) = 2, i.e., M(f, g) = 2" — 2.

Proposition 5.2.4 If f,g be palindromically related then M(f,f") = M(g,g9"). Equiva-
lently, d(f, f*) =d(g,9")- |

The following result shows the importance of Definition 5.2.1.

Theorem 5.2.1 Let f, ¢ be palindromically related. Then f € A, iff g € A,.
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Proof : Since f € CIW,(2a), we have #(f =1 | X;=0)=#(f =1| X; =1) = a for all
;. Also there exists 7 such that, f[7] = f[2® — 1 — 7] = 0. Consider the column of X; in the
truth table as a binary string. Note that, X;[7] = (X;[2" — 1 —7])¢. Thus, if we consider the
function g, then we have, #(g = 1 | X; =0) =#(g=1|X;=1) =a+ 1. Thus g € A,
The other direction can be proved similarly. m

Corollary 5.2.1 All palindromic functions are CI.

Proof : The identity function 0 is trivially correlation immune. The result then follows
from Theorem 5.2.1 by induction on the weight of a palindrome. n

This result has also been proved differently [80]. As an immediate consequence of Corol-
lary 5.2.1 we have C,,(2a) > (2:1 ) Interestingly, the exact proportion of C,(2a) among all
functions of weight 2a is an open question. However, we have the exact result for 2a = 2.
Since, the set CIW,(2) contains only the palindromes, we get C,(2) = 2",

If we take f € CIW,(2a), 2a < 2!, then from Proposition 5.2.3, we have My(f, f") > 0.
Thus there exists at least one position 7 such that f[r] = f[2" — 1 — 7| = 0. Then using
Definition 5.2.1, we can get some g € CIW, (2a + 2), by replacing the pair of 0’s by a pair
of 1’s. Moreover, if there exists more than one 7, such that flr] = f[2" —1 — 7] = 0, then
different functions of CIW,(2a + 2) can be constructed from f. Let us now consider the

other way around. Let g € CIW,(2a + 2). If My(g,g") > 0, then using the Definition 5.2.1,
some f € CIW,(2a) can be found. However, it is important to note that, there may exist
some g € CIW,(2a + 2) with M;(g,g") = 0. In that case it is not possible to get a function
f € CIW,(2a) by changing one pair of positions. Motivated by this discussion we make the

following definition.

Definition 5.2.2 Let G, be an undirected graph where the vertices are the elements of A,
and two vertices are connected if they are palindromically related. We call such a graph an

n-variable correlation tmmune graph.
The following theorem provides an important property of G,.

Theorem 5.2.2 If two vertices f, g of the CI graph G, belong to the same component of Gy,
then M(f, f7) = M(g,9");

Proof : The path u = ug, Uy, ..., U1, U = ¥ exists in Gy i us, U341, 0 <4 < k-1, are

palindromically related. The result then follows from Proposition 5.2.4. =
Next we define another graph which is basically a subgraph of the CI graph.

Definition 5.2.3 By G.(2qa,2a + 2), we define an undirected brpartite graph such that

Gn(2a,2a + 2) = (CIW,(2a) U CIW,(2a + 2), E), where there 1s an edge between f €
CIW,(2a) and g € CIW,(2a+ 2) if they are palindromically related.
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The following defines a special type of bipartite graph,

Definition 5.2.4 Let G = (Vy U V,, E) be a connected bipartite graph. Then G is called
homogeneous if all the vertices of Vi are of same degree di and all the vertices of Vi are of
same degree dy.

Homogeneous bipartite graphs have the following simple property which will prove to be
useful later.

Proposition 5.2.5 Let G = (V] UV,, E) be homogeneous graph. Let degree of each vertex
of V1 be di and degree of each vertex of Vo be dy. Then | Vi | xdy = |Va| xdy = | E .
Consequently, if dy > dg then | V1 | < | Vo |.

Our next task is to identify the disjoint bipartite subgraphs of G,(2a, 2a+2) which are homo-
geneous. We need the following additional notations. Let CIW, .(2a) = {f € CIW,(2a) |
M(f, f") = z} and C, ,(2a) = | CIW,.(2a) |. By Gr.(2a,2a + 2) we mean the subgraph
of Gn(2a,2a + 2) induced by the vertices of CIW, .(2a) U CIW, »(2a -+ 2). The following
relates G, »(2a, 2a + 2) to G, (2¢, 2a + 2).

Lemma 5.2.1 The subgraphs Gy, »(2a, 2a + 2) of the graph G,(2a,2a -+ 2) are homogeneous
for all possible values of .

Proof : This follows from Theorem 5.2.2 and Proposition 5.2.4. First consider f, f1 €
CIW, .(2a). Then, M(f, ") = M(f,f{) = =. Hence, from Proposition 5.2.3 degree of
f, degree(f) = Mﬂ(g,m _ Mu(J;hf{) = degree(f;). Similarly, for g,g1 € CIW,.(2a 4 2),

degree(g) = MHLL) Ml(g;’g{) = degree(g). Thus G, ;(2a,2a + 2) is homogeneous. =

Lemma 5.2.2 Let f, g be vertices of Gy, 2(2a,2a + 2} where, f € CIW, »(2a),

g € CIW, ,(2a + 2) and 20 < 2"~'. Then, the degree of f is degree(f) = M”(g'f) and
the degree of ¢ s degree(g) = i'“-‘r—‘%”—rl with degree(f) > degree(g) > 0. Consequently,
Cn,z(2a) < C2(2a + 2).

Proof : Note that, degree(f) = %‘ﬂ"fg(f, f7) and degree(g) = :Mi(g,¢"). Now we use
Proposition 5.2.3. We have, My(f, /") =2""' —2a+% and My(g,9") = —2""" +2a+2+£.
Consequently, Mo(f, f*) — My(g,g") = 2" — 4a — 2 which gives Mp(f, /") > M, (g, g") since
2a < 2"~1_2, This gives, degree(f) > degree(g). Note that, Mi(f, f*) = ”2”_1"“2&'}“% 2 0,
thus, My(g,g") = ~ 2=l 1 9q + 2 + z 2 2 and hence degree(g) > 0. The last statement

follows from Proposition 5.2.5. | |

It is important to note that there may be more than one components in Gz (2a, 2a - 2).
Since G, +(2a, 2a + 2) itself is homogeneous bipartite, the components are also of the same

structure,
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Theorem 5.2.3 Ch(2a) < C,(20+2) for 2a < 27! and C,(2a) > Cy(2a+2) for 2a > 2",

Proof : Using Proposition 5.2.1 it is sufficient to show C,(2a) < Cn(2a +2) for 2a < 21,
Let there be ¢ distinct values zy, 3, ..., 2, of M({, f7) for f € CTW,(2a). From Lemma 5.2.2,
we have, C‘n 2 (2a) < Cy m=(2ﬂ+2) Alsa CIWy g, (2)NCIW, ;. (2a) = O for z; # z;. Hence,

G, ZCW (2a) «:Z:C},,m1 (2a+2) < Cp(2a + 2).

=1

Thus, Cp(2a) < C, (2a+2) for 2a < 2™1, o

5.3 Balanced Functions

In this section we show that if the set of balanced correlation immune function CIW, (2" 1)
can be enumerated with the cardinality of each partition CIW,, ,(2"~!) separately, then the
exact enumeration of A, is possible. First we express the proportional cardinality of two
sets which follows from Proposition 5.2.3.

n—1_n¢: L __
Lemma 5.3.1 G"(‘«}’:f‘icgn_.f_(;)l)) = %12 ) far = ~20>0,:2>0,

Let MATCH, = {z | M(f, f") =z, for some f € CIW,(2a), 2a < 2" 1} and
BMATCH, = {z | M{f,f") = =z, forsome f € CIW,(2"')}. The next result shows
MATCH, = BMATCH,,.

Lemma 5.3.2 If f € CIW,.(2a), 2a < 2", then there ezists a function g such that
g € CIW, .(2"71).

Proof : Let f € CIW,.(2a). Then there is a path f = fy,fi,..., fr = g of length
k = 2% — g in the CI graph G,, where (a) wit(f;) = 2 + wi(fi—1) and (b) Mo(fi, fT) =
2" — (2a + 21) + £ fori > 1. Thus g € CIW,(2"" ). Using Proposition 5.2.4, we have
M(f, f") = Mg, g" ) and so g € CIW, ,(2*1). L

Let f € A, and M(f, f") = ;. Now the previous result shows that there exists such an
f with wi(f) = 2»°! (i.e. f balanced). Now what is the minimum weight of f such that
f €A, and M(f, f*) = x;. Since, M(f, f") = z;, we can fill all the z; places with 0’s. Now,
d(f, f') = 2" — z; and the number of 1's in upper half f* is equal to the number of 0’s in
lower half f¢. Thus wi(f) = 2*~t — 2. On the other hand, if wi(f) < o1 _ & then f
can not be a CI function with M(f, f"‘) = ;. It is clear that the number of ba,lanced CI
functions f with M(f, f7) = z; is larger than the number of such CI tunctions with other
weights. Lemma 5.3.1 provides one such ratio. The next result provides ancther such ratio.
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04‘[](2&) 04,3(2(};) 04116(265) 04(205) = row total
2a = () 0 0 1 1
2a = 2 0 0 8 3
20 =4 0 24 28 a2
20 = 6 |, 96 6 162
2a = 8 3 144 70 222

Table 5.1; Enumerating A4,

Z1y132
((4‘)) Cﬂ,iﬂj(zﬂhl)'

(4

Lemma 0.3.3 Cnlmj(Qﬂﬂl — %"—) —

. . _ , o=l 9k
Proof : Using Lemma 5.3.1 we get, for i > 0, Cp 5, (271 — 24) = Cpp,(2") ;::[_]i.] %li_ 5
Putting 2¢ = % the result follows. n

Let BMATOHH — {.’131,...,2?,;}. For 1 S j _<__ t, 0 < 2¢ S 211,--1} 0ji21 — 1 if %’l - 21 >0
and ¢;9; = 0, otherwise.

; : i _.
Theorem 5.3.1 C, (2! — 21) = Zaj,gi Gn,mj(Q""'l) , 'j_

1i—1 E‘%_gk

: . o p , -1 _ ) n—1
Proof : Using Lemma 5.3.1 we get, for ¢ > 0, Cp 4, (2" = 2i) = Crg,(2 )g Y

Since (a) CIW,(2"! — 2i) is a disjoint union of the sets CIW,, (277" — 2i) for z; €

BMATCH, and (b) CIW, 4, (2" — 2¢) = 0 iff 055 = 0, the result holds. N
£ l ‘m':i,' 1—1 EEJ_ 2
. — n—1 fn—
Theorem 5.3.2 | A, | = Cy(2 )+2j§0 ;{2 1.-.21;;:0 g

Proof : This follows from Theorem 5.3.1 and Proposition 5.2.1. The eXpression oj,g; 18
removed by summing ¢ from 1 to Ei |

Table 5.1 provides an example wlnch shows the result for 4 variable correlation immune
Boolean functions. This gives | A4 | =2 x (1 +8 + 52+ 152) +- 222 = 648.
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5.4 Values of d(f, f7)

In the Proposition 5.2.2 we have found that for any correlation immune function f, d(f, f)
is congruent to 0 mod 4. Now this is an interesting problem to identify exactly what values
can d(f, f7) take. The following series of results are important in that direction.

Proposition 5.4.1 Forn > 3 and f € A, d(f, f7) # 4.

Proof : Let, in contrary, d(f, f") = 4. Since, f € A,, using Proposition 5.2.4, we can
consider that all the matching places of f have the value zero. Thus, there are two places in
f* which are not matching with two placesin (f')". Also, f € A, gives, wt(f*) = wi(f') = 1.
For f € An, wt(f) =2 iff f is a palindrome (i.e. d(f, f*) = 0). Thus d(f, f7) # 4. -

Proposition 5.4.2 Forn > 3 and f € A,, d(f, f") # 2™ —

~Proof : Let, in contrary, d(f, f) = 2" — 4. So, M(f*, (f)") = 2. Since, f € A,, using
Proposition 5.2.4, we can consider that the 4 places where f, f™ match, have the value zero.
~ This selects 0 < y # 2 < 27! — 1, such that f*[y] = f*(z] = 0.

Let us consider the truth table of f. Except the leftmost input column, each of the input
columns are of the form ll, where { is of length 2”1, (The leftmost input column in the truth
table is 27! 0's followed by 2" 1's.) Note that, there exists at least one such I, so that
l[y] # l|z]. In particular, we can choose {[y] = 0,![z] = 1. (The proof using i[y] = 1,{[z] = O
is similar.) Another important point is [ = [,

First we show d(f%, 1) = 2™2% Since, f is correlation immune, wd(f,!l) = 0. Now,
wd(f, i) = wd(ff40) = wd(f* 1) + wd(f41) = wd(f* 1) + wd((f9), ). We have,
U = (f9], for 0 <4 < 271~ 1, 4 # y,1 5 2, and fUi] = (f)]i], for ¢ = y,2. Also,
Fuly) = ] and f4[2] £ U[2). Now, (F[y) = f[s] and F[y] # Uly] and (f)'[2) = f*[2] and
["[z] # i[z]. Thus, out of these 4 places (2 each for f*, f*) f and Il match at 2 places and do
not match at 2 places. Thus, Walsh distance contribution from these four places is 0. The
Walsh distance contribution from other 2 — 4 positions will also be 0. For 0 < ¢ <277t 1,
i #F Yt FE 2 f’“’[i] (fI*¢[i], and also we have, {[7] = I™[7]. Thus, either both the pair
F), U] and (f4Y¢[4], 1"¢[¢) match or both the pair do not match. Hence the Walsh distance
contribution is same from both the top half and bottom half and each should be individually
equal to zero. So we get, for 0 <7 <2071 — 1, i # y, 15 2, #(*]) = {[i]) = #(F¥[1] # I[4]),
which gives, #(f[] # [[¢]) = 2"~ — 1. Moreover, f*[y] = l[y] and f*[z] # l[z] Thus,
d(f* 1) = 22, Also, since f is correlation immune, wi{f*) = wi(f') = &4 "4 =22 .1,

LBt, Qg = #(fu = 0,5 — U), ) = #(fu — Oal = 1): thy = #(fu - ]'ll — 0): #(fu
1,0 =1). Since, d(f*,1) = 2"%, a;+ag = 2" 1. Also, ag+a; = #(f* =0) = 2“”1 —wi(f*)

|
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211*—2 -+ L. SII’HIIELI].}’, ap -+ (0 : #(ﬂ - 0) — 2?1-—1. HGHCE, Gy — Gy = 1 NOW, aq Qg = 211—-1
and a; — a2 = 1 can’t have any integer solution. Hence d(f, f7) # 2" — 4. "

Let DIST, = {d(f, f") | f € An}. Then we get the following result.
Proposition 5.4.3 {y1 + Yo ' U1, Yo € DISTH} C DIST, 1.

Proof : Consider f,g € A,. Then the n + 1 variable function F' = f¥g%¢'f' € Apy1. Also,
d(FFY = d(f, f7) + d(g, ¢"). Thus the proof. m

We have checked by running computer program that DIST; = {0,8,16}. Thus from
Proposition 5.4.3, {0, 8,16, 24,32} C DISTs;. However, there may very well be other values
for d(f, f") for f € As. Note that from Proposition 5.4.1 and Proposition 5.4.2, it is clear
that both 4 and 28 do not belong to DIST;. Also from Proposition 5.2.2, we know that
d(f, ") is congruent to 0 mod 4. Thus the other two values we need to check for membership
in DIS5Ts are 12 and 20. By running computer program we have found functions f € Ay such
that d(f, f7) = 12,20. That is, DIST; = {0, 8, 12, 16, 20, 24, 32}. Hence we get the following
result which exactly characterizes what values can d(f, f7) take when f is correlation immune.
~ The proof follows from Proposition 5.4.1, Proposition 5.4.2 and Proposition 5.4.3.

Theorem 5.4.1 Forn > 3, DIST, ={i]|0<i<2"4i=0mod4,iF#4,2" — 4},

Proof : For n < 5 the proof holds from the above discussion. Next we prove it by induction
for n > 5. Let us consider it is true for all n < m. Thus, DIST,, = {i |0 <7 < 2™, 4 =
0 mod 4,7 # 4,2™ — 4}, Also, we have {y1 +v2 | yi, 2 € DIST,} C DIST,,+1. Thus,
{10 <1< 2™ = 0mod4,i # 4,2™! —~ 4} C DIST,,4+,. From Proposition 5.4.1,
Proposition 5.4.2 we have 4 ¢ DISTyy; and 2™t —4 ¢ DIST,,.,. Hence, {i |0 <% <
2mtl ¢ = 0 mod 4,1 # 4,2 — 4} = DIST 4. N

Also we get the following formula on number of correlation immune Boolean tunctions.

2ﬁ—2

Theorem 5.4.2 | A, | = ) 2%Chu(2" — 24).

1=0

Proof : First we find out f € A, with minimum weight such that M(f, f*) = 4i. Using

Proposition 5.2.4 we can consider that all the matching places have value 0. Now d(f, f7) =
2" — 44, So, weight wi(f) = 2";‘” = 271 — 95, Thus, Ch4(2"~! — 2i) is the number of
functions where all the matching places are 0. Thus, for f € CIW, 4,(2™' — 21), there are

24 places in f*, where we can choose any pattern and use same values in the palindromic

positions in f!. Thus, corresponding to each f € CIW,4(2"" — 2i), we can construct 2*
distinct functions. It is also clear that all such 2%C;, 4(2"! — 2¢) functions are distinct.
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211-—-—2

Thus, | An | = D 2%Chs(2"! — 2). To be more specific, from Proposition 5.4.1 and

t=0
Proposition 5.4.2 we have C, 4;(2"™" — 2{) = 0 for 4¢ = 2" — 4,4. Hence, we get, | A, | =
211-—2
> 20w - 20) :

i=0,i#1,2" =21

Though Theorem 5.4.2 provides a closed form expression, it seems time consuming to
calculate that as C), 4;(2"* — 24) need to be calculated for different #'s. Similarly Theo-
rem 95.3.1 and Theorem 5.3.2 provide formulae for C,(2a) and | A, | respectively. To use
them, one has to determine the Cy, 5, (2*~')’s. These are open problems and can prove to be
nontrivial tasks. Also Theorem 5.3.2 shows that the enumeration problem of CI functions is
related to the enumeration problem of balanced CI functions and the enumeration problem
will be completely solved provided each partition of balanced CI functions can be calculated

separately.
The correlation immune functions with same values of M(f, f*) form an equivalence
class and In each equivalence class there is a hierarchy depending on wi(f). Also, each

set CIW,,(2a) can be partitioned depending on M(f, f7}. This gives a new direction to
" characterize and enumerate the correlation immune Boolean functions.
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Chapter 6

Construction of Some Correlation
Immune Functions

From the results of the previous chapter it is clear that though closed form expressions on
the number of correlation immune functions can be achieved, getting exact enumeration by
constructive methods is a nontrivial task. Here we concentrate on a different direction. We
introduce new ideas to identify small but interesting subsets of correlation immune functions
from construction point of view and find out the interrelationship among these subsets.
We also estimate the cardinality of these subsets. The idea of these constructions will be
used in the next chapter to find new classes of resilient Boolean functions with very good
cryptographic properties.

Our contribution in this chapter is not in the direction of enumerative results. Currently
best known enumerative result is provided in {28] which uses probabilistic techniques to
give an asymptotic estimate. However, there are other enumeration results [80, 107, 118,
81] which uses necessary and sufficient conditions in construction of correlation immune
functions. From enumeration point of view these results (and also our results) are not as good
as [28], though these results have interesting constructive consequences. We here sharpen
the necessary and sufficient conditions provided in [80, 107, 118, 81] to identify some small
subsets of correlation immune functions, ‘These results provide interesting combinatorial
insight in the study of correlation immune functions.

0.1 Introduction

Construction and enumeration problems for cryptographically significant Boolean functions
including correlation immunity was considered initially in [80, 107] and later in [28, 118, 81].
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Following Mitchell [80], we define several important cryptographic properties of Boolean
functions. The definitions are for a scalar valued Boolean function, since in most cases (except
balancedness) the problem for vector valued Boolean function can be trivially reduced to that
of the scalar valued one. In this chapter we follow the same notation as in Chapter 3. We
consider the properties (C1) Balancedness, (C2) Nonaffinity, (C3) Nondegeneracy and (C4)
Correlation Immunity. Also we denote the set of n variable Boolean functions which have
the properties C'%y, ..., Ciy by A4y, ..., %). The set of all correlation immune (CI) Boolean
functions of n variables is denoted by Ay, i.e., A, = Ap{4). The problems tackled in the
papers (80, 107, 118, 81} are that of first order correlation immune functions, which we also
continue here. That is, by correlation immunity we here mean correlation immunity of order
1. We also denote by B, = {,, — A,, the set of all n variable non correlation immune (NCI)
functions. Note that Denisov [28| has considered enumeration of higher order correlation
immune functions too.

Next we briefly review the works related to construction of some subsets of correlation
immune Boolean functions. A subset of A, with cardinality 22"~ was presented by Mitchell
in [80]. This is basically the set of palindromic correlation immune Boolean functions. The
other known subsets of A, have the following cardinalities.

1. A subset of cardinality 22"~ + 2" — 2n + 227" — 9273 was identified by Yang et
al, in [118].

2. Another subset of size | An_; |* was proposed by Park et al in [81]. This has been done
by recursive construction.

The recent results on the supersets of A, using necessary conditions are as follows.

2n-l ok

am2\2 fon—2 2
1. Yang and Guo [118] provided a superset of size » > (2 . 2) (i_:) .
k=0 r=0
o —2 o
2. A superset of size ) (2 ; ) was obtained by Park et al [81].
j=0

Related results are also presented in [102, 26].

It is important to mention the work of Denisov [28] at this point. In (28] the following
asymptotic formula for N(n, k), the number of n-variable, k-th order correlation immune

function has been obtained.

2%
N k)~ e (i i+ G -9m2)(7)}
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For first order correlation immune functions, Le for k=1,
2%
2 exp{(ln \/%-F (3 —1)In Nn}

The result in Denisov’s paper is a probabilistic estimate which provides an asymptotic for-
mula of N{n, k). This result, when considered as an upper bound, presents the best known
result in terms of enumeration.

Throughout this chapter C denotes subset and C denotes proper subset. Given the truth
table of a function f of n input variables, we denote the output column of f in the truth
table as f itself, i.e. we also interpret f as a binary string. We write f = f*f', where
f¥ (respectively f) is the upper half (respectively lower half) of f. The strings f" and f¢
are respectively the reverse and bitwise complement of f. Further, CIWy,(a) = {f € A, |
wi(f) = a} and NCIW,(a) = {f € B, | wi(f) = a}. These are required to denote the
functions of same weight. We write Cy(a) = | CIW,(a) | and N,(a) = | NCIW,(a)|. By
Ck(a) we mean (Cp(a))®. Note that CIW,(2" 1) = 4,(1,4). In the previous chapter, it has
been shown that C,(2a) < Cr(2a + 2) for 2a < 2"1.

An

6.2 Preliminary Results

In this section we start with a few important technical results.

Lemma 6.2.1
I PTOb(fZXi)x'% Eﬁ#(f :].IXEZO) :#(f:]. IXf,;Zl)..
2. fe A, iffd(f,X;)=2""1 Vi, 1<i<n.
8. feA, iffwd(f,X;)=0,Vi, 1 <i<n.

4. If f € A, then wi(f) is even.
5 If wi(f) is odd, then f 1is non correlation immune, i.e. CIW,(2a +1) = .

Item 3 of Lemma 6.2.1 is a simpler version of the Walsh transform characterization of first
order CI functions (see {42]).

Proposition 6.2.1 Consider hy, hy € Qn-1, with wi(hy) = wit(hs) and f € Q, with f =
hahy.
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1. If both hy, hy € A,_y then f € A,

2. Ifhy € A1 and hg € B,,_; then f € B,,.
3. If hy = hl then f € A,

4. If i € B,,..q and hy = hy then f € B,.

. If both hy, ho € By, with hy # hy and hy # R}, then f may or may not belong to A,
(see Remark 6.2.1).

6. If f € An then either both hy,hy € Ap_1 or both hy, hy € B, 1.

Remark 6.2.1 The main bottleneck in getting CI functions in constructive way is item & of
Proposition 6.2.1, i.e., it is possible to concatenate two NCI functions of same weight and
obtain both CI and NCI functions. We provide two such examples.

Let hy = 1000 and hy = 0100, where, hy, he € By and hy # hg, hy # hy. Let f € 3, where,
f = hlhg == 1000 0100. Then f c Bg, E:.@., f ¢ A;].

Let hy = 10000100 and hy = 00010010, where, hy,hy € By and hy # hy, h # h%. Let
- f €8y, where, f = hihy = 10000100 00010010. Then f € A4.

For a complete construction of all CI functions, it is necessary to identify when concatenation
of two NC{ functions of the same weight gives rise to a CI function. This, in general, is
difficult. Here we provide partial solution to the problem.

Lemma 6.2.2 Let f(X,,...,X}) be a Boolean function of n variables. Then f is CI iff for
any X;, 1 <1 < n, wi(f&X;) = wit(f&X§), where 5,&S, is the bitwise AND of S; and S,.

Lemma 6.2.2 is another characterization of CI functions (see also Lemma & of [118]). Based
on Lemma 6.2.2 we can use the principle of inclusion and exclusion to obtain an expression

for l An I Let a; = {f = Qn l Wt(f&.Xg) —',é ?.Uf(f&Xf)} and a; = Qﬂ'—ﬂi. Let N(ﬂ-i) — I a; ‘
and denote a; Na; by a;a;. Then we get the following.

Theorem 6.2.1 A, = diN...Ndy ond hence | Ay | = N(di...dz) = 2" — (1) N(a1) +
(5)N(a1az) = ... + (1" (2)N(ar .. .an).

Proof : The first statement follows from Lemma 6.2.2. The second statement follows from
the principle of inclusion and exclusion and noting that for any choice of %;,...,4. from
(1,...,n}, N .. .a;,) = N(ay ...a,). .

This expression seems difficult to handle, since it is complicated to evaluate
N{a;...a,) for arbitrary r. However, it can be checked that N{a;) = 22" ( 23:).
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We also explore use of generating functions to provide bounds for Cy(a). Let, gi(z) =
.,l:

z O;c .TE and O zgk(iﬂ ’y = Z 22 Ck(ﬂ)ﬂ?

a=0 k>0 k>0 a=0
ok
Also, hy(x E Ni{a)z® and N(z) = ) he(z)y* = > Z N (a)z"y* for NCI functions.
k>0 k>0 a=0

Proposition 6-2.2 (1) Ok(a)+Nk(ﬂ) — (2:)1 (2) Qk($)+hk($) — (1+$)2k and (3} C(ﬂ?)—l—
N(z) =S (1 +z)%y*

k>0

Let p(z) = ) _piz* and ¢(z) = ) giz’. Define p(x) < g(z) if p; < ¢; for all i > 0. Also define
i>0 i>0

p?(z) = Z(P z')"

120

Lemma 6.2.3 hy1(2)gn-1(2) < hp(z) < (1 4+ 2)* — gf.]_ (z).

i
Proof : From the Proposition 6.2.1 we get, » Np1(r)Choi(a — 7) < Npfa) < (2:) _
r=0

Cﬁﬁl(g—). Note that, if a is odd or = 2 mod 4 then C,-1(%) is zero.

The result then follows from the fact that generating function for the convolution of two
sequences is the product of the generating functions of the individual sequence. m

In {118], it was commented that | A, | can be represented as (22" ), with ¢, between
1 and 2. Since, | A, | > | Au_1 |, ¢ is strictly increasing. It is then interesting to find out

2?12
2n—2

- 4
whether this limit is strictly less than 2. Let (27 1)” = z ( ; ) , the upper bound on
j=0
| A, | provided in [81]. Then lim,_00 = 2. However, the expression of the form (22" }en
- is not very useful in providing a clear estimation of the proportion of | A, | in | 2, [. Let

(277 = T;ﬁ: . 7 constant, and f(n) a polynomial of n. Then even if lim, o0 = 2, we

An

get, 1My, e 3

n
functions is very few compared to the set of all Boolean functions. The result of (28] also
gives the same indication. Using the result of [28] we get,

= (0, giving the indication that the number of correlation immune Boolean

1
~ im = (J.

n=00 2 expd{(In \/_ + ( In2)n}

lim
TE— DO n

Ay |
|
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6.3 Some Constructions

In this section we discuss different techniques to construct functions in 4,. .

6.3.1 Basic Construction

Mitchell [80] has provided a subset of A4,, with cardinality 22" by showing that the set of
Boolean functions, with the property that inverting the input leaves the output unchanged,
is CI. We restate the same as follows. Both our interpretation and proof are simpler than

that of [80].
Lemma 6.3.1 D} = {F € Q, | F palindrome } C A,. Also, | DL | = 22"

Proof : Let f € D.. For any.column in the truth table corresponding to an input variable
X;and any 0 < 7 < 2"t ~1, X;[7] # X;[2" — 1 ~7|. This is due to the fact that if we look
at any column, the locations at equal distance from top and bottom are always unequal. Let
flr} = Xi[7]. Then f[r] # X;[2" — 1 —7]. Let there be exactly d choices of 7 in the first half
~ of the X; column where f[r] = X;[r]. Hence in the second half there are exactly d choices of
T where f[2" — 1 — 7] # X;[2" — 1 — 7]. Hence in the second half there are exactly 2" — d
choices of 7 where f[2" — 1 — 7] = X;[2® — 1 — 7], Thus, if we consider the complete column
X; then there are d + (2! — d) = 2"~! places where the column X; and f matches. So
Prob(f = X;) = z. Thus, f € A, proving D, C A,. The proof that D, is a proper subset
of A, is clear from Lemma 6.3.2.

gn—l

2*~! palindromes of length 2°. Hence, | D! | = 22", »

There are exactly 2

Next we show f may be CI even if f is not a palindrome. We define two sets in this di-
rection, D2 = {S5,57555, | wt(S1) = wt(S,), and Sy # S55,51,5 € Qpg}, D3 = {5555 |
wt(S) #2773, 5 € Q0,5 # S}

2n—1

Lemma 6.3.2 (1) D}, D D3 are disjoint proper subsets of A, (2)| D2 | = (2ﬂ_2) _ 922

n?

and (9) | D | =27 = (35) = (27" = (o)

Proof : First we prove that (1) holds. Since the elements of DZ and D? are nonpalindromic,
DN D2 =0 and DL N D2 = . Again in D], wt(S) # wi(S°) as wi(S) # 2%, and hence
S # (S¢). Thus, DZ N D3 =4.

Now we prove (2). We choose an ¢ such that 0 < ¢ < 2% So we can choose S; in

zn—ﬂ

(2:-2) ways. Depending on the choice of S;, we can choose Sy in (( ) ) — 1) ways leaving
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gﬂ—E

out ST, since 5y and S need to be distinct, Hence, | D2 | = Z (2nl—2)((2n'—2) —~1) =

2 3
=0
on-2 nn—2

z (2:—2)2 _ z (2:——2) _ (g::;) _ 22:1—-2'

1= p=
The proof of (3) is found by discarding the balanced functions and palindromic functions
from the set of £2,_5 for the choice of S. -

Let D} = D, UD?2U D2, Then the following theorem is immediate from Lemma. 6.3.1
and Lemma 6.3.2.

Theorem 6.3.1 | D! | =22"7" + (3::;) ~ @::z) — Q73 (g,,_:i)

6.3.2 Recursive Construction

In this subsection we provide construction methods for correlation immune functions which
improves the result of [81]. Let us consider the following construction where F' € ), and
f}g € Qn-—l-

F(X], -"’f2: A Xﬂ) - f(X1:X2: P :Xn-l)(]- 37 Xn—-l) (1 $Xn)

S g(xh Xﬂ: cer :-Xn-—l)Xn—-l(l $'Xﬂ) D g(xln XQ: rrt Xﬂ—-l)(l N7 Xﬂ*’"l)Xﬂ

® f(X1, X, ..., Xn1)Xn-1Xx. (1)
Park et al [81] had shown that if f and g are CI (f,g9 € A, —1), then F' given by (1) above is
also CI. From this they obtained the inequality | An | > | An—1 |°,7 > 3. We interpret the
function F' given in (1) as follows.

Proposition 6.3.1 Let f,g € Qu.—1 and let F € §, be a function given by F' = fig'gf!.
Then F 1s given by (1).

This interpretation is more intuitive and allows us to generalize the construction procedure.
The inequality | A, | > | An— |2 depends on generation of ' ¢ A, from f,g € A,_.
Take any 2 functions f and g (not necessarily distinct) from A,_;, and form a function F
as given in Proposition 6.3.1. Then F' € A, and the construction process is a bijection, so
there are at least, | A,_1 | X | An-1 | correlation immune functions in A4,. Here we consider
eeneralizations of the construction procedure given in Proposition 6.3.1. It has been proved
in [81] that the construction in Proposition 6.3.1 yields correlation immune functions if both
f and g are correlation immune, However, there are other possible ways of constructing
F e A, from correlation immune functions f,g € A,—;. The following two propositions
provide constructions which are similar to Proposition 6.3.1.

Proposition 6.8.2 Let f,g € A1 and F = figig'f'. Then F € A,
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Qn_(PnURﬂ) Rn_(PnUQn)

(Qnml%n)"Pn

Figure 6.1; Venn Diagram

Proof : We show that wd(F,X;) = 0 for all 4. Fori < n — 2, wd(F, X;) = 0 since f, g are
CI. Also, wd(f, X;) = 0, for § = n — 1,7, holds since wt(f*) = wt(f') and wi(g®) = wi(g’).
Thus the result, N

Proposition 6.3.3 Let f,g € A1 and wi(f) = wit(g). If F' = fg = ffig%g", then
FeA,.

Different possibilities similar to Propositions 6.3.1, 6.3.2, 6.3.3 are given in List 1.

List 1 : If f,g € Ay, then F' € A, subject to the condition wi(f) = wi{g), except
for items 4,6,10 and 12, where F' € A, without the weight condition. Thus we can choose
F from any of the following 12 constructions. However, Proposition 6.3.4 shows that all

constructions of List 1 do not provide distinct sets.

1) fuftgugi 2) fufigigu 3) fugufigt 4) fugugtfl 5) fugffi!gu 6) 'fugigufl
7) fﬁfug-ugi 8) fffugigu 9) ftgufugi 10) figugifu 11) fzg;:fugu 12) fig‘!g”'f“

Proposition 6.3.4 Let f be a correlation immune function and [ = f*f'. Let g be such

that g = g*g* = f*f%, i.e. the top and bottom halves of the oulput string are interchanged.
Then g 15 also correlation immaune.

Definition 6.3.1 (1) P, = {f*0“g'f' | f,g € Ana}- (2) Qn = {f*F'e"d" | f.g €
Ap-1, wi(f) = wi(g)}. (8) Ra = {f*9"f'9' | f,9 € An-1, wi(f) = wi(g)}.

According to Proposition 6.3.4, in the List 1, items 4, 6, 10, 12 represent the same set P,
items 1, 2, 7, 8 represent the same set (J,, and items 3, 5, 9, 11 represent the same set R,,.
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Consider F' € @y U Ry. Note that wt(F) = 0 mod 4. Now, if F' € P,, then wi(F) is
either '0 mod 4’ or '2 mod 4. For F' € P,, wt(F) = 2 mod 4 when exactly one of f, g is of
weight ’2 mod 4’ and another is of weight, '0 mod 4.

———

Next we present results towards the enumeration of the sets P,,Qn, R,. Let Al =
P, U@y U R,. We also show that A is a proper subset of A,,.

Proposition 6.3.5 P, C 4,, @Qn C Ap, R, C A, and (P,UQ,, UR,) C A,, forn>4.

Proof : That P,, J,, R, are proper subsets of A, will be clear from the remaining part of
the proof. Now we show that there are functions in A, which are not in A} = P, UQ, U R,.
Let S € Bp_2, and S is not balanced (such functions exist for n > 2). Since, 55,.55¢ € B,_1,
5555 ¢ (P, UQnUR,). However, S5¢5¢S is a function of the form X, @ g, where g € £2,_4
and ¢ is balanced. Thus, by Siegenthaler's construction [109, Section VI], §5¢5°S € A4,.
Note that there are at least 92" _ (3::2) — | Ap-2 | choices of unbalanced NCI functions
S, | -

In the following we obtain a lower bound on | A% | = | P, U @, U R, |. We can describe
P, U@, U R, as disjoint union of four sets (see Figure 6.1).

PnUQnURn:PnU((QnﬂRn) ”—Pn)U(Qn'“(PnURn))U(m"(PHUQH))*

Forn > 4, | A} | :iPnH' [(@nNRy) — Py [+ @n— (FBURR) |+ | By~ (PaU@n) |
Now, | P, | = | Ap—1 | (see also [118]). We find functions in the other three sets which were
not given in [118]. First we find functions which belong to (@, N R,) — F,. We define the

following sets for this purpose.
Definition 6.3.2 Let wt(S)) = wi(Sy) = wi(Ss) = wt(Sy).

1. U, = {51;925384 l S; € Bhoa,1 <14,
and 5182, 535;1, 5153, 3254 S Aﬂ_l, and 515'4, 525‘3 € Bn—l}-

9.V, ={5878"5 | S € By_g}).
Lemma 6-3«-3 Uﬂ, — (Qn n -Izu) T 'Pﬂ-*

Proof : Let F & UJ,. Then from Definition 6.3.2, F' € @, F' € E,, F ¢ P,. Thus
U, C (@n N R,) = P,. On the other hand, let F' € (@n N Ry) — F,. Now F can be written
as 81528384, where 51,32,53,84 - Qn_.g. Since 8152 - Aﬂ_l, either both Sl,Sg & An_g
or both Sy, Sy € B,_, (using Proposition 6.2.1). Similarly 5153 € A, forces either both
S1,85 € A,,_o or both Sy, Sy € Bpo. Since, 5253 € By, both 5 and Sz can’t be in A,_,.
So, both of them must be in B,—g and hence S is also in B,_5. Similarly it can be shown
that Sy too belongs to By_g. Thus F' € Uy, which implies (@n N R,) — P, CU,. 5
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‘Lemma 6.3.4 V, CU,. Also, |V, | =|By_g | = 22" = Aya |.

Proof : By Lemma 6.3.1, if f = 55, ¢ = 575 where S € B,_s, then f,g € A,_;. Thus
V., C Oy and also V,, C R,.

Let F' € V,, and if possible ' € P,. As F € P,, F is of the form f*¢g“¢’f* where
f.g € Ap_1. However, ' € V,, so F'is of the form F = §S87S7S, where S € B,_». Thus,
f = ff* = 8S. Then by Proposition 6.2.1(item 4), f ¢ A,_,, which is a contradiction.
Thus, we get V, NP, = 0. and hence, V, € (Q,.NR,) — P, = U,. To get | V;, | note that for
S we can choose any function from B,,_s. =

Next we clearly identify the relation between V, and U,.
Lemma 6.3.5 Vy=U, and V, C U,, n> 5.

Proof : FFirst we take n = 4. If we try to build F' € Uy, we have to start with 5; € B, 1 <
i < 4 of same weight. Ior 53, 55, 1 # j, we have, 5;5; € By unless $; = 57, Hence 51525354
must be of the form §575"S. So, V; = Uj.

To show that V,, C U, n > 5, we will construct functions in V,, — U,. Consider the case
for n = &. Let S = 10000100 and S; = 00010010, Note that, both 51, 55 € Bs. So, by item
(4) of Proposition 6.2,1, 5151, 525, € By. However, 515; € A4. So, 5199557 € Us. Also,
St 7/—' S& Thus, 51525995 ﬁf Vs. Hence, Vg C Us,.

Forn > 5,sayn = 54k, k> 0, take by = 5,51 ... 51, (2% times) and hy = 555;... 53, (2°
times). Thus, we have, Ay, he € Bayk, by 7 hi and hihy € Agyy and also hihy, hohg € Byyy.
Thus, hyhohohy & V. However, hyhohohy € Uy,. This completes the prootf. m

The above lemma provides that U, — V, # @ for n > 5. Next we define a few sets to find
functions of @, which do not belong to (P, U R,,).

Definition 6.3.3 Let ’lUt(Sl) = ’EUt(Sg) S ?.Ut(Sg) = wt(S4)

L. Q:i — {81523384 ‘ 51,82 c Bn—218182 S An-—hSE:Sd ~ An—ﬁ}
U{S51:525354 | S3,S4 € By2,535 € Ap_1,51,52 € An-a}

2. Q:{ — {81525334 ‘ Si ~ Bn_g, 1 S ? S 4, and 3152,5334 C An—l;
and 5183, 5154, 5953, 5254 € Bn_l}

5. Qn = QU
4. Q}z = {813{5‘354, 5354813{ I S1 € Bn—-—Z:SSJ 54 € Aﬂ—-ﬂ}
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Lemma 6.3.6 (1) QE,, =Qn— (PRURy), () Qi=0Q%, Q) C Q% forn 2> 5,

2n—3-]

(3)1QLI=2 >, Ca_y(2r)Ny-o(2r).

r=1

Proof : Statement (1) can be proved in the same way as Lemma 6.3.3 and (2) can be proved
similar to Lemma 6.3.5. Next we prove (3). Let us consider the form 5,57535;. Since any
correlation immune function is of even weight, we only consider the even weight functions
of Q,—o. Also, there is no function in B,_y of weight 0 or 22, Thus we only consider the
functions of Q.4 of weight 2r, where r varies from 1 to 2*=% — 1. Now S5 and S, can be any

two correlation immune function, and so can be chosen in C?_,(2r) ways, whereas 5) can
an-3_1
be chosen in Np-o(2r) ways. Thus we get the choice of Y Ci_,(2r) Np-o(2r) functmns

r=1
Now, the functions of the form 5575354 and 53545157 are distinct, since the first one starts

with a function from B,,_, whereas the second one starts with a function from A,_,. Thus,
we get the cardinality of Q. _

Lemma 6.3.7 QY # 0, n > 4.

Proof : Consider I' = 5,579,855, where 51,52 € Bps, wi(S1) = wt(S2), and both
5159, 5155 € By—y. Thus, F ¢ (P,UR,). Also F' ¢ Q%, since all 5;,.57, 52,55 € Ba—o. Now,
we have to show the existence of such S, S; € By—g. Consider, wit(S;) = wi(S2) =1, Sy is of
- the form 1000...0 and Sy is of the form 0100...0. Let 5152, 515] be functions of input vari-
ables X1,..., Xn-1. Then #(515; = 1| Xp—2 = 0) = 2 and #(55 =1 Xy = 1) =0.
Thus by Lemma 6.2.1, Prob($1S2 = Xp-a) # 3. Also, #(5:5; =1 | X1 = () = 2 and
#(5157 = 1] Xy = 1) =0. Thus by Lemma 621 Prob(Sng = X1} # 5. Hence, both
515255135 - Bﬂ 1- a

Enumeration of QY is easy, since if we take any two 51,52 € By of same weight with
Sy # S, and S # S5, we get both )9, 5155 € Bs. However, the characterization for n > 5

is complicated. Next we find functions of R, — (P, U @r).

Definition 6.3.4 Let wi(S)) = wt(Ss) = wi(Ss) = wi(S4).

. R® = {$,525354 | S1,53 € Bn-2,5153 € An—1,52,54 € An—2}
U{51525354 | Sy, S4 € Bn_g,5254 € Ap-1,51,53 € An—2}

9. RY = {51595535 | S; € Bn-2,1 <1< 4, and 5153, 5254 € Ap—y,
and 5152, 8354, 82831 SIS-& C Bn—l}

. R = R® U RY
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4 R-_}l = {S].SSS{S‘i! 8381848{ ‘ 51 € By_s, 53,94 € An_.g}
Remark 6.3.1 Lemma 6.3.6 and Lemma 6.5.7 proved for Q are also true for R.

Thus, from Lemma 6.3.5, Lemma 6.3.6, Lemma 6.3.7 and Remark 6.3.1 we get the following
- theorem.

Theorem 6.3.2 (1) PL,UQ,UR, =P, UU,UQ*UR? forn > 4.
(2) BEUQU Ry = UV, UR;UQYUR!URY, (3) Forn > 5,
[ An [ > [ PaU@uUER [ > | P [+ Un|+|Qu|+|Q4|+]| Ry |+ RY .

Proof : It is easy to see that (1) and (3) holds. The proof of (2) holds since @ = Q3 and
= R}, similar to Lemma 6.3.5. "

Remark 6.3.2 The above theorem suggests that exact enumeration of P, U Q, U R, for
n > 4, is difficult using this kind of technique. It is clear from Lemma 6.3.5, Lemma 6.5.0
and Lemma 6.8.7 that the difficulty arises due to the problem of two NCI functions guving
rise to a CI function (see Remark 6.2.1).

gn—3_1
Theorem 6.3.3 | AL | > | Apey 4277 = | Ana|+4 S C2,(2r) Na—a(2r), n > 4.

r==1

Proof : Using Lemma 6.3.6, Theorem 6.3.2 and Remark 6.3.1,
2r—3—1

| PLUQuUR, | > | At P4+207 = Apeg | +4 3 C2_,(27) No—a(2r). "
r=1
on=3__1 on-3&_q on—3 2 on=2 gn—3
Lemma 6.3.8 Y  CZ_,(2r) Npo(20) 2 ) ( . ) (( o )—( , )): n 2> 4.
r—=1 po=]

Proof : C,u_a(2r) + N,_o(2r) = (2;2), a constant for fixed 7, 1 <r <23 — 1, Now,

C?_,(27) Ny-o(2r) is increasing in 0 < Cpp(2r) < 3(2" 2) Also, (QTE) < Cha(2r) <
(2 2) So, C2_y(2r) Numa21) > (77 (%) = (%77 ))- Thus,

an~8-] 2781

Z 2 2? n 2(2?) > E (2’1—-3) (gn 2) __(2:—:-3)). .

on—3._1 | 22"’"1
Corollary 6.3.1 5 C2_,(2r) Naa(2r) >

r=1
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Proof : To get the proof, it should be noted that (3::2) (3:2 )2 > 8 23:;"1-, by using Stirling’s

27

approximation k! = v2rk (£)F. - -

 The closed form lower bound in Lemma 6.3.8 and Corollary 6.3.1 (though a very conser-

vative estimate) clearly indicates that though the proportion of correlation immune functions
in the total set of Boolean functions is negligible, in absolute sense, it is possible to find out
a lot of such functions using deterministic construction methods.

6.4 Some necessary Conditions

 The currently best known upper bound is the asymptotic formula provided by Denisov [28]
. 22“

2exp{(In,/F + (3 — 1) In2)n} |

Also there are some deterministic estimates which we mention below [118, 81}. The result

of [28] is much sharper than the results of [118, 81]. However, the results of [118, 81] are also
of interest since they provide some necessary conditions on the correlation immune Boolean

functions.
The upper bound on | A,, | was provided in [118] and it was later improved to | A, | <

2n~2

> (27}_2)4 in [81]. This was obtained by showing that

which is as follows. A, ~ . This is a probabilistic estimate.

3=0
2ﬂ—3
A, CK,= | {figapfo| where f = fifa, g = G192 and f € Yo; and g € Y 55},
| 7 =0
where,
Y;;v' - {f S Qn-ﬂl [ #(f = X —-1) - #(f % Xﬂ'—l)l #(f - Xn-—ﬂ) - #(f ?é Xn-—ﬁ) - 2.?'}:
|| <2m2

The above condition is necessary for a function to be correlation immune. It has been

shown in [81] that F' = fég'g*f' € Q, is CI, iff wd(fUft, Xn-1) = 0, wd(g*g", Xn-1) = 0 and
wd(feft X;) = —wd(g¥g", X;) for 1 < i < n— 2. However, the following characterization

holds,

Theorem 6.4.1 F = figtg'f € Qn, s CI, iff wd(f*f*, Xn-1) = 0, wd(g"g", Xn-1) = 0 and
for 1 <i<n—2 wd(ftft, X;) = —wd(g*g', X;) = 0 mod 4.
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The equivalence to '0 mod 4’ in the above theorem was proved for only ¢ = n — 2 in {81].
The upper bound in [81] considered only three leftmost variables X,, Xp—1, Xn_2 in the
truth table. One can get better necessary conditions by including variables X; for ¢ <n — 2.
However, if we consider the leftmost four variables then the conditions become complicated.
So here we take a difterent approach. We show that there are functions in X, which are not
correlation immune. IFirst we require the following two results.

Proposition 6.4.1 Let F' € Q, be of the form F = FoF\Fo Ry s Fo . If K (0 < k < 7)
of the F;’s are CI functions and the other 8 — k F;’s are equal to o NCI function, then I 18
NCI.

Proposition 6.4.2 Let f,g € Q,_1, with f = fifafafs, and g = g1g29394, where wi(fi) =
’U.Jt(g'g) = i, ’U.Jt(fg) — wt(gl) = bl, ‘?.Ut(fa) — ‘lﬂt(gg) — ag; ‘LUfF(f4) — ‘I.Uii(gg) = bg, &ﬂ-d
ay + by = ag + by, Then F' = f1fog3940192f3f4 € Ka.

The above two Propositions together constitute a sufficient condition for a function j to
belong to K, — A,. So the problem reduces to constructing functions satistying Proposi-

tion 6.4.1 and IProposition 6.4.2.

7 n—3
Theorem 6.4.2 | K, — A, | > > (2) N G _s(a)Np—s(a).
- k=0 a=0

Proof : We consider functions of €2,,_3 of same weight. The conditions of Proposition 6.4.1,
5.4.2 are satisfied if one chooses %k functions from CIW,_3(a) and 1 function from

NCIW,_s(a), where k is as in Proposition 6.4.1. -

Remark 6.4.1 We choose only one function from NCIW,_3{a) and repeat it in 8 — k
places instead of using 8 — k possibly different functions from NCIW, s(a). This s be-
cause concatenation of two different NCI functions may generate a CI function (see also

Remarks 6.2.1, 6.8.2).

Next we go for a more detailed analysis of the necessary conditions. Depending on the value

of k in Proposition 6.4.1 several cases arise. |
Cases Cy to Oy (corresponding to the k& = 0 to k=23 : Ifag = az = b = by, then
Fe K, -~ A,

For k > 4, the situation is more complicated. Let l; = {fi, gt lo={fo, 1} ls = {3, 94},
ls = {f4, 93} The k CI functions are to be chosen from the sets iy, I», [3, {4. Suppose we choose
k; functions from l;, with ki + kg + ka + ks = k. The next tables different possible values of
the k;’s and a corresponding condition on a;,az, b and by. If f and g are chosen such that
this condition is satisfied, then the corresponding £ is in K,, and is not in A,.
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Lase Oy (for k = 4) Case Cf (for k = 5)
ki ko ka Ky condition
0 ( 2 2 a1 2'61 = @, {12+62=2a ™
o0 1 1 2 a1 =b) =ay=0by = q _kl ke ks ky condition
0 1 % 1 G1251-$ﬂ2=bg=ﬂ, 0 1 2 2 ﬂ}:blzﬂ,ﬂg—l—bg:ml
0 2 0 2 al:aﬂ*‘:ﬂ:bl:bg:b 0 2 1 2 {11:{12=ﬂ,b1262:b
O 9 1 1 El1=b1;-"=agmbgma 0 2 2 1 &I:bg,biz‘ﬂg
0 ) 9 0 @]_:-bg,b]_:t‘lg % ? 2 2 G1=b1=ﬂ,{12+bg=2a
1 1 0 2| a=b=a=b=a ! 0 2 |a=a=qb=bh=
I 1 2 1 1 a1 =by=ay=byp = qa
1 1 1 1 alu—blﬁﬂgmbgzg ] 0 0 B b =
]. 1 2 0 a1=b1=32=b2:ﬂ- 0 a1 = 02, 0] = G3
. Co T 2 0 1 9 a1 = by, by = ag
1 2 0 1 &1—-b1-—-—-ﬂg——-bg=&
. | 2 0 2 1 b1=52=b,a1=ﬂ2=a
1 2 1 0 &1——012{12:%:{1
_ 2 1 0 2 alzbg,blzag
2 0 0 2 a1 = by, &) = ay
B 2 1 1 1 Ay =hh=a,=00,=aqa
2 0 1 1 {ll—bl"—"{lg:bg:a
. 2 1 2 0 blﬁbQZb,{h:ﬂQ:a
2 0 2 0 L =ar=a, 0] =0y =0
2 2 0 1 ﬂ.zzb;}:a,ﬂ1~-'bl=2ﬂ
2 I 0 1 {Llﬂb]_:ﬂ;{:bz:ﬂ 0 o 1 0 = by = by = 9
2 2 0 0 Gy = by = q, a; + b1 = 2a
Case Cs (for k=6) ] Case C7 (for k = 7)
ki ke ks kg | condition
0 2 2 2 a1+ b =ay + bo
L1 2 2 |a=b=aq,as+4 by =2a
1 2 1 2 a1 = ag, by = by ki ko ks Kk condition
I 2 2 1 a1 = by, by = a9 1 2 2 2 Ja+b=0a0+b
2 0 2 2 {11+bl={l2+b2 2 1 2 2 Gl-—blﬂﬂ-g--bg
2 1 1 2 a1=bg,b1:a2 2 2 1 y al—-bl :ag—-bz
pA 1 2 | b1 =b2, a] = a9 2 2 2 1 5] -—bl = {9 T b2
2 2 0 2 a1 + by = ag + by
2 2 1 ] as =by =a, a1 + b; = 2a
2 2 2 0 a1+blfa2+bg

Let S; be the number of functions satisfying condition Ck, for 0 < &£ < 7. Also we use two
notations for expressing the formulae in short. Let ¢(a) be the number of CI functions of (n — 3)
variables of weight ¢ and n{a) be the number of NCI functions of (n — 3) variables of weight a.

Then .
21‘1-'
So=Y nfa)=|Bp-a|=2"" —| Au-a .
a=()
S1= ko (})elan(a). 82 = L2y (3)A(@n(e). 83= 50 (3)c(@)nfa).
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Next we discuss the expressions for Sy, 55,5, 57, We discuss the result for Sy in detail, the
others being similar.

e Note the case Cj in the table, where we have 19 rows.
e Now there are 13 rows with the condition a; = b; = a9 = by = a.

— In 12 of those cases, the values are permutations of 0,1,1,2. The values 1,1 for two
different &;’s provide (f) X (f) = 4 ways to choose two CI functions from two different
{; sets.

— In the case with the values 1,1, 1,1 there are 4 options.

gn—ﬂ

These contribute 56 x Z ¢ (a)n(a).

a=0

e There are 4 cases where two values are equal such as ay = a9 = a,b; = by = b and these
211--3 ,

contribute 4 x Z 04(0.1)?1(&2).

a1 ,03=0

e There are two cases similar to a; = b1 = @, ay -+ by = 2a and these contribute

2!1-3
2 X Z c*(ag)e*(by)n{a).
a2, bz, a = U,
(19 b2 — 2&,
2“—3 211—3 21'1—3
Thus we get Sy = 56 X z c¢*(a)nfa) 44 X Z ct{ay)n(as) +2 X E c2(az)e? (by)n(a).
a=0 @),a3=0 ag, b, a =0,
as + by = 2a,
Similarly,
gn—3 o3 on—3

S5 = 8 X Z c(ag)c?(by)e(a)n(a) + 16 x Z ¢ta)n(b)e(b) + 32 X Z c*(a)n{a).

a, Gy, by = 0, a,0=0 a=0

as -+ o = 2a

on=3 on -3

S6 = 4 X > c?(a1)c* (ag)c*(as)n(as) 4 8 X > c*(a1)c? (ag)c® (a)n(a)

a1, a9,a3,04 = 0, a,a1,az =0,

a1 -+ ag = a3 + a4 a1 + ao = 2a

271-3
+16x ctay)c*(az2)n(as).
ay ,a9=0
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on—3
S7 =8 X Z c2(al)cz(ag)cz(ag)cz(a4)n(a4).
a, g, a3, aq = 0, |
ay -+ as = ag -+ a4
S0 we get the following result. Note that the sums involved are complicated and it seems
difficult to simplify them.

7
Theorem 6.4.3 | I(, — A, | > ) _S:
1={)

6.5 More than One Conditions

Here we provide functions in A,(1,2,3,4). First we consider the set A,(1,4). Note that
a large proportion of functions in A,(1, 4) are in A,4(1,2,3,4). Theorem 6.5.2 is important
in this direction. The result shows (using Theorem 6.5.1, Theorem 6.5.3) the proportion of
| An(1,2,38,4) | in | An(1,4) | is almost equal to 1 for large n.

Initially we consider the following sets similar to Subsection 6.3.1.

(1) DY = {F € Q, | wi(F) = 2!, F is a palindrome },

(2) Dﬁb = {SIS{SESQ ‘ ’lUt(Sl) = ?.Uf(Sg) = 211—31 and Sl 7& SE, Sl, Sg = Qﬂ._g},

and (3) D3b = {85°5°S | wi(S) # 27,5 € Qpa, S # S5},

Theorem 6.5.1 D D D3 are all proper subsets of Az(1,4). Also,
n—-1 n—" -2 n—2 n—23 n—3
| DEUDZUDY | = (2) 277+ (B)(h) =2 - 27 + (30).

Proof : Similar to the proof of Lemma 6.3.2, it can be checked that D}t D2 D3 are
n—1
mutually disjoint subsets of CIW,(2"'). Now it can be checked that | DI | = @n._z):

2n—3

D% = (Z2)(55) - 1), and | DF | =227 — (35) = (277 = (i) .
Theorem 6.5.2 | A,(1,2,3,4) | =| 4x(1,3,4) | -2 > | An{1,4) | - n | Ap-1(1,4) | — 2.

Proof : The equality comes from existence of only two affine functions in An(1,3,4). The
inequality comes from the fact that there are at most 7 | Ap—1(1,4) | degenerate functions

in A,(1,4). : n

Similar to Theorem 6.5.2, one can show | An(3,4) | 2 |An(4). (1 ?23_2) and so the
enumeration problem for An(3,4) is really that of An(4). It is also interesting to see that all
the functions of C'IW,(2a), where a is odd, are nondegenerate. Now we use the techniques

of Subsection 6.3.2 to provide recursive construction procedures.
Let us denote T% = {f*g*¢'f' | f € CIWn_1(2a),9 € CIW (2"t —2a), 0 £ a <
{ 75 211.--3} and PE == {f”gugtfi ‘ f:g € Aﬂ—1(114)}' o |

-2
2m,

93



Proposition 6.5.1 (1) T2 Fy are mutually disjoint subsets of An(1,4).
2n—3..1

(2) Py = Apa (L) |*. (8) | T =2 5 C2_(2%), for n > 4.
1=

Proof : Using Proposition 6.3.2, T, P% C A,(4). Also it can be checked that T8, P> C
An(1,4) and TX N P2 = §),

The proof of (2) is clear from the definition of P2, The proof of (3) is derived from
Clr—1(21) = G (271 — 24), since f € A, iff fec A, n
Next we construct a few sets in the same way as in Subsection 6.3.2.
Vi = {85"57S | S € Qg — Ap_5(1,4), wi(S) = 279} |
Q,}Iﬂ e {SISf3354, 3354313{ [ S1 € b0 — An_g(l, 4), Sq, 9 € Aﬂ_g(l,fi)}
and ’lUt(Sl) B ‘U.Jt(Sg) — ‘lﬂt(&;)} and R}f = {51535IS4,533154S{
' 31 & Qn_g - An_g(]., 4), 5'3, ;94 - An__g(l, 4), and ?.Ut(S]_) = ’Iﬂt(s;;) - wt(S4)}

Proposition 6._2.2 (1) T, Py, V&, Qr*, R are mutually disjoint subsets of A, (1,4),
(2) Vnﬂ ! — (gn—ﬂ) ~ ‘ Aﬂ—2(1:4) IJ
()| Q) | = R | =2 | Ans(1,4) P ((3nZa) — | Ana(1,4) |).

Let Y =TrUPSUV2U QU RL. Note that Y@ C A,(1,4).

on—3_1]

Theorem 6.5.3 Forn >4, | Yo | =| A,(1,4) |*+2 Y Cr(29)+
1==0)
((éu—ﬂ) - | Aﬂ"2(114) D (1 +4 I Aﬂ—2(114) IE)'

Proof : The proof follows from Proposition 6.5.1 and Proposition 6.5.2. |

Here we have discussed several sufficient and necessary conditions for constructing corre-
lation immune functions. We have also considered some other cryptographic criteria such as
balancedness, nonlinearity and nondegeneracy. The proof techniques used here are mostly
constructive and they provide correlation immune Boolean tunctions with other important
cryptographic properties. Our work clearly highlights that the combinatorial structure of

correlation immune Boolean functions is complicated.,

We once again mention that the motivation of this chapter is not to present enumerative
implications of correlation immune Boolean functins. An asymptotic expression on the car-
dinality of correlation immune Boolean functions has already been presented by Denisov [28]
and all other existing enumeration results are much less sharper with respect to [28]. How-
ever, the technique used in [28)] is probabilistic. Exact enumeration of correlation immune

functions using constructive methods seems to be a very hard problem.
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Chapter 7

Design & Implementation of Resilient
Boolean Functions

We here present a construction method for cryptographically significant Boolean functions
used in stream cipher systems. Siegenthaler proved that an n input 1 output, m-resilient
(balanced mth order correlation immune) Boolean function with algebraic degree d satisfies
the inequality m +d < n —~ 1. We provide a new construction method using a small set of
recursive operations for a large class of highly nonlinear, resilient Boolean functions optimiz-
ing Siegenthaler's inequality m + d = n — 1. Comparisons to previous constructions show
that better nonlinearity can be obtained by our method.

Also an efficient hardware implementation strategy for this class of Boolean functions on
large number of input variables is presented here. We provide a special representation for
such functions so that they can be implemented in VLSI with low cost pipelined architecture,
Moreover, the architecture is programmable and can be dynamically reconfigured to compute

different functions of the class.

7.1 Introduction

In stream cipher cryptography, the message is considered to be a stream of bits. The cipher
is obtained by bitwise XORing (addition over GF(2)) the message with a sequence of bits
called the key stream. In most common models of stream ciphers the key stream is produced
by using a Boolean function to combine the output sequences of several Linear Feedback
Shift Registers (LFSRs). If the combining Boolean function is not properly chosen, then the
system becomes susceptible to several kinds of cryptanalytic attacks. An important class of
divide-and-conquer attacks on such systems was proposed by Siegenthaler [110]. Moreover,
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Siegenthaler [109] himself introduced a class of Boolean functions, the set of correlation
immune functions, which can resist such attacks. However, it is not sufficient to use functions
with only correlation immunity, since certain types of correlation immune functions are
susceptible to other kinds of attacks. For example, it is well known that the linear functions
are correlation immune but not suitable for use in cryptography. Thus we consider two
important cryptographic properties for Boolean functions. The algebriic degree is the degree
of the algebraic normal form of a Boolean function. Having a high algebraic degree ensures
a high linear complexity of the produced key stream and hence better immunity against the
Berlekamp Massey shift register synthesis algorithm [69]. A second measure, nonlinearity, is
the distance from the set of affine functions. A high value of this parameter ensures that the
best affine approximation [31] attack will fail. Siegenthaler in {109] proved a fundamental
inequality relating the number of variables n, order of correlation immunity m and algebraic
degree d of a Boolean function: m+d < n. Moreover, if the function is balanced then m-d <
n — 1. Also, a balanced mth order correlation immune function is said to be m-resilient.
Since it is natural to use balanced functions in stream cipher systems we concentrate only
on resilient functions. A resilient Boolean function is said to be optimized if m+d =n — 1.
Here we provide construction methods for optimized functions having high nonlinearities.
The functions are built using a small set of recursive operations and hence functions on large
number of variables are easy to implement using nominal hardware.

We use concatenation techniques and introduce generic construction functions (see Defi-
nition 7.2.2), which recursively build a correlation immune function of (n 4 1) variables from
two correlation immune functions of n variables. We initially start with bent functions which
are modified a little to get optimized algebraic degree. A sequence of such constructors is
applied to build correlation immune functions of desired orders from non correlation immune
balanced Boolean functions with high nonlinearity. The degree of the resulting function is
same as that of the initial function. The method can easily be extended to design functions
with moderate to large number of input variables using a special representation of the con-
structed Boolean functions (see Definition 7.6.1). The actual trade-off between nonlinearity
and correlation immunity is explicit (see Theorem 7.6.2). Moreover, we use the functions
constructed in Chapter 4 to improve the nonlinearity. The results provide a lower bound on
the nonlinearity of a function optimized with respect to Siegenthaler’s inequality (109].

Both our technique as well as the technique of [105] can be used to construct highly
nonlinear, balanced, n variable, mth order correlation immune (m resilient) functions having
algebraic degree n —m — 1. We show that for all m such that m + 2logy(m + 3) + 3 < n,
the lower hound on nonlinearity obtained by our method for optimized functions is better
than that of [105). Thus as n increases, for almost all m, we obtain a better lower bound on
nonlinearity. Conversely, if we fix an m, then there exists an NV, such that for all n > N, the
lower bound on nonlinearity obtained by our method is better. Moreover, we can use the
1-resilient functions provided in Chapter 4 as initial functions to get improved nonlinearity.
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As examples, using our techniques one can construct

1. 10 variable balanced functions with degree 8, order of correlation immunity- 1 and
nonlinearity 480 and ' ‘

2. 50 variable balanced functions with degree 20, order of correlation immunity 29 and
nonlinearity 2% — 239 4 104 x 229,

Moreover, there are Widely different functions in the constructed class (see Example 7.8.1 in
Section 7.8).

Current stream cipher systems use a nonlinear Boolean function to combine the output
of a small number (8 to 10) of LFSRs to produce a keystream which is used to encrypt the
data. With the present speed of computers, using Boolean functions of a small number of
input variables (and hence a small number of LFSRs) is sufficient. However, considering the
extreme pace in which the present day hardware is advancing, within a few years the known
attacks [110, 73, 31, 52, 51, 84] may perform significantly. well against the stream cipher
systems which use functions on a small number of input variables. Thus, it is important
to implement cryptographically strong functions on large number of input variables at a
nominal hardware cost. We use the pipelined architecture for this.

Linear pipeline processor is cascade of processing stages which are linearly connected
to execute a fixed task over a stream of data flowing from one end to another [47). The
pipelining concept is used in various kinds of hardware design to achieve high processing
speed. Recently pipelining architecture has been proposed for M4 message digest algorithm
in Digital Signature [108], LMS algorithm for real time transversal adaptive filtering (94,
digital signal processing [56, 72, 29, 85], high performance digital circuit [25, 53] ete.

We here exploit the pipelining technique for increasing speed which also provide a low
cost cascadable architecture. Using a special representation (see Definition 7.6.1) a Boolean
function f of n (= m + k + 1) variables is built from a Boolean function A of & variables.
The value of k is low enough so that h can be easily implemented (either as a lookup table
or by a combinational circuit). Given the value of h(X,...,X1) we present two algorithms
to compute the value of f(Xn, .., Kpt1, 4k, -+ - ' X;) in (m+ 1) steps. In one approach (top
down), we start with the variable X, and descend step by step to the variable Xy In the
other approach (bottom up), we start from Xgq and move step by step upto the variable
X,.. A direct hardware implementation of any one of the algorithms would require (m + 1)
clocks to compute f(Xn,. .. . X1). However, using a simple and efficient store: and forward
pipelined architecture having (m + 1) stages, the value of f(X,,...,X1) is available at each
clock after an initial latency period of (m + 1) clocks. At each clock new values of the
variables X,,, ..., A1 are input to the first stage of the pipeline. Also at eact'l clock the values
stored at the ith stage are forwarded to the (7 + 1)th stage. The operation performed at

97



cach stage is same for all the stages, giving rise to a regular cascadable design. The circuit
required for each stage can be implemented either using combinational circuit or by lookup
table. We illustrate this by providing a combinational circuit implementation for the top
down algorithm and a lookup table implementation for the bottom up algorithm. Another
significant advantage of our implementation is that the hardware for one function can be
casily reconfigured dynamically to compute another function of this class. Each stage of the
pipeline has a 2-bit control unit, a total of 2(m + 1) control bits in total. Each function
f(Xn,. .., Xy) in our class can be uniquely identified by these 2(m + 1) control bits and the
function h(Xy,...,X1). If A(Xy,. .., X1) isimplemented as a lookup table, then by suitably
programming h and the 2(m + 1) control bits one can compute any function of our class.
Kven if h is fixed, a large number of Boolean functions can be realized by manipulating the
2(m + 1) control bits.

7.2 Preliminaries

We once again mention some of the notations which we have discussed earlier, Note that the
Boolean functions f(X4,...,X,) and f(X,,...,X1) are same. We sometime use the second
kind to keep parity with the truth table representation of the function where the variable
X,, 1s at the leftmost input column and X, is the rightmost input column. In the truth
table the column corresponding to an input variable X; occurs to the leit of the column
corresponding to the input variable X;, if 7 > ¢. The first half of the string f is denoted
as f* and the second half is denoted as f'. If f € Q,, then f*, f* € Q,-1 and are given
by fu(Xﬂ—lr to :Xl) — f(D:Xn--l: oo :Xl) and fE(Xﬂ—h R 1X1) — f(la..Xﬂ-—I:' . IXl)' Note
that a function f € €1, may be a non degenerate function of ¢ variables for ¢ < n. ‘T'he reverse
of the string S is denoted by S". The bitwise complement of a string S’ is denoted as S°.
If f is a Boolean function, then f7, the function obtained by reversing the output column
of the truth table is given by f(X,,...,X1) = f(1® X,,...,1 @ X1), where @ denotes
the XOR, operation. Similarly, the function f¢ obtainéd by complementing each bit of the
output column of f is given by f4(Xy,...,X1) =1® f(Xs,..., X1). We use the convention
that frc o (fc)r — (fr)ﬂ.

The set of affine functions of n variables is denoted as L(n). Note that L{n) = {H | H =
hh or hhe b € L(n — 1)}. Let h € L{n) be a non degenerate function of m (1 < m < 7}
variables. If m is even then h" = h else if m is odd, A" = h®. The linear function h € L(n)
is degenerate if m < n. A high nonlinearity ensures that the best affine approximation
cryptanalytic attack will fail. (See (31] for a description of this method). It is well known [95]
that for even.n, the maximum nonlinearity achievable by a Boolean function is nl(f) =
on—1 _ 9%-1 Guch functions are called bent functions and their combinatorial properties

have been studied [17, 31, 95]. For odd n, the corresponding class of functions have not
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been characterized, Moreover, bent functions are known to be unbalanced and are not
correlation immune. Meier and Staffelbach [74] have described a procedure to construct
balanced nonlinear functions from bent functions. So if one is looking for functions which
optimize Siegenthaler's inequality, one cannot hope to attain the maximum value of ni(f).
Another important criterion is algebraic degree, since it determines the linear complexity of
the output sequence of the function (see 31]). The relationship of algebraic degree to the
order of correlation immunity was studied in {109, 42]. We repeat the following definition of
correlation immunity.

Definition 7.2.1 A function f{X,, Xn-,...,X1) is said to be mih (1 <m < n— 1) order
correlation immune if wd(f, h) = 0 where h € L(n) and h is a non degenerate function of
variables with 1 <1 < m. Moreover, if  is balanced then f 1s called m-resilient.

I'rom this definition it is clear that #f a function is mih order correlation immune, then it is
kth order correlation ismmune for 1 < k < m. We define,

1. ©,(m) = {f €Q,| fis correlation immune of order m but not correlation immune
of order m + 1}.
2. Ap(m) = |J  ©n(k), is the set of all correlation immune functions of order m or
m<k<n--1
more.

3. A function is called correlation immune if it is at least correlation immune of order
one. Also A, = A,(1), is the set of all correlation immune functions of n variables.

Let f be a balanced function of degree d, and f € ©,(m). Then f is optimized with respect
to balancedness, degree and order of correlation immunity if m+d == n—1. In Theorem 7.6.2
we describe methods to construct such optimized functions with sufficiently large values of
nl(f). We next define three constructions P, ¢}, 12 as follows. These constructions have also
been used in Chapter 6 to obtain the currently best known lower bounds on (balanced)

correlation immune Boolean functions.

Definition 7.2.2

1. Py X {yey — {2, P(f:g) = fugugif!-
2. @ Qpt X Qe =y QU 9) =79= reftetg’
S R:{lp1 X 1 =2 1, R(flg) - fuguf.lgi-
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[t is important to note that we have used all these three constructions earlier in Chapter 6
for the purpose of enumeration, Later we will use these constructions to recursively build
correlation immune functions, The construction ¢ appears in [109], although in a different
form. Note that, the generic construction functions P,Q, R should not be viewed as linear
combination of two Boolean functions. As example, if we consider the Boolean function
Q(f, f1), then the nonlinearity of Q(f, f7) will be twice that of f and the number of terms
with highest algebraic degree will increase. We discuss it elaborately Section 7.4. In the next
section we highlight why it is important to design functions with high order of resiliency.

7.3 Weakness of Resilient Functions

In stream cipher models, a resilient function is used to combine the output sequences of
several LFSR’s. If a function is correlation immune of order m, then it is not possible to
choose a subset of m LFSRs and simultaneously obtain their output sequences. However, if
the function is not correlation immune of order (m + 1), then it will be possible to attack
some subset of (m + 1) LFSRs. Here we explain how this weakness can be used to trans-
fer an "attack on non correlation immune functions” to an ”attack on correlation immune
functions”. This jdea has also been coined very briefly in [75). Before proceeding further
we require the following well known result on the combination of output sequence of several

LESRs.

Proposition 7.3.1 Let {X}}, 1< i<k, t=1,2,..., be the bit streams generated by LFSRs
S; with connection polynomial Ci(z) and size a;. Then the bit stream {@®F_, X!} generated by
adding (over GF(2)) outputs of LFSRs S; is produced by o composite LESR with connection

polynomial T15., Ci(z) and size 7, a;.

Suppose f(X1,...,Xn) is an n-variable, m-resilient function used in combining the output
sequences of n LFSRs S; having feedback polynomials C;(z). Further suppose that the
output of f is correlated to two linear functions (in L(n)) &y = X;, @ ... & Xj, and Iy =
Xi @...0 X, & X;,,, Le, wd(f,l1) # 0 and wdl f, 1) # 0 (note that £ > m). (We
have checked that there exists m-resilient functions such that it is possible to get a pair [,
l). Let S;, to S, be the LFSRs corresponding to the inputs X;, to X;,,,. Further, let
'S, and CSs be two composite LFSRs constructed using Proposition 7.3.1 having output
Sequences @jf‘:l X;,; and @?i} X, respectively. The connection polynomials for C'S; and C'Sy
are respechively H;-“:l Ui, and Hfill Ci;. Now we can estimate the output sequences of U5
and C'S, using the known techniques [75, 52, 51]. Then it is easy to find the output sequence

of Xy41 by XORing the two estimates.

We will shortly describe a more general method, but before that let us briefly discuss the
practicability of the scheme. The problem is in estimating the output sequences of ¢'5; and
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C'Sz. The length of a composite LFSR is equal to the sum of the lengths of the individual
LFSRs. Thus if the time complexity of an attack to estimate the output sequence of an
LIS grows exponentially with the length, then the situation is hopeless. However, there
are atlacks where the time complexity does not grow exponentially with the length [75, 58, 51].
In such a situation the attack becomes feasible. For example, the method in [75] can attack
upto 1000-bit LI'SRs, Since in practical systems the lengths of the LFSRs are around 50 to 70
and the order of resiliency is around 5 to 10, the above mentioned scheme in conjunction with
the attack in [75] can be used to attack such systems. The problem here is that the method
of [75] does not work if the weight of the feedback polynomial is more than 4 or 5. Since the
feedback polynomial for the composite LFFSR is a product of different polynomials, in general
its weight will be high enough to make the attack infeasible. However, it is not always true
that the weight of the product polynomial is greater than those of the factor polynomials.
Recent attacks [52, 51] have shown how the weight restriction on the polynomials can be
lifted using coding theory based techniques. However, in these cases it is not clear whether
these attacks perform well for high length LFSRs. If the current attacks can be sharpened to
attack high length (around 1000) LFSRs with feedback polynomials of reasonable weight, then
current systems will have to be substantially modified to ensure securily. In particular, one
should choose the order of resiliency m and lengths of the polynomials [ in a manner such
that m x | >> 1000. Moreover, the order of resiliency m should be small compared to the
number of variables, as otherwise the amount of correlation to linear functions of the form
l; and I, described above will be higher on an average, This will make the attacks perform

even better.

Next we describe a sharper method to attack each individual input of the combining
Boolean function. CGiven an m-resilient function f € £, we define Ty = {w € {0,1}" |
F(w) # 0}, where F' is the Walsh transform of f. Note that, since [ is m-resilient, wi(w) >
m+1. Let @ = (wy,...,w,). Then for @ € Ty, Prob(f = @iZfwiX;) # 5. Consider
that there exists n linearly independent vectors in 1. For ea.r_}h such vector (wy,...,wy,), it
is possible to reconstruct the bit stream corresponding to @i-7 w; X;. Since the n vectors
chosen from T are linearly independent, using a linear transformation one can construct
n individual streams corresponding to Xi, ..., X, We have checked that there exists m-

resilient functions on 7 variables with n linearly independent vectors in Ty

Thus, to construct a safe stream cipher system, it is necessary to have functions with
high order of resiliency. We have also discussed earlier that high algebraic degree and high
nonlinearity are also important. This is only possible if we have simple implementation
method of Boolean functions on large number of input variables which we discuss in this

chapter,
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7.4 Nonlinearity, Algebraic Degree and Balancedness

We provide a few technical results in this section related to nonlinearity, algebraic degree
and balancedness.

Theorem 7.4.1 Let f,g € Oy and F' = U(f, g) where ¥ € {P,@, R}. Then nl(F) >
ni(f) +ni(g). Moreover, if g= f, g= f° or g = 17, then nil(F) = nl(f) + nl(g) = 2ni(f).

Next we state without proof the following result on the degree of the constructed function.
The proof consists in checking the different cases.

Theorem 7.4.2 Let f € Q, and F = U(f, f7), where ¥ € {P,Q,R} and 7 € {c,7}. Then,
deg(F'} = deg(f).

The special case of Theorem 7.4.2 with ¥ = Q and 7 = ¢ was mentioned in [33]. The
importance of this result lies in the fact that the degree of the constructed function is equal
to the degree of the original function. It is known [95] that the degree of bent functions of
n variables for n > 4 is at most . We propose the following simple but powerful method to
improve the degree. Note that, X, ... X,, means logical AND of X; to X,,.

Theorem 7.4.3 Let h € (1, be of degree less thann and f = hed X, ... X,. Thendeg(f) =n
and nl(f) > nl(h) — 1. Moreover, if h is a bent function then nl(f) = nl(h) — 1.

Proof : Let, g € L(n). Then d(f,g) is either d(h,g) — 1 or d{h,g) + 1. If h is bent,
nl(f) < nl(h), and so nl(f) = nl(h) — 1. _

If we start with a bent function h € {J3 and use the above theorem then we can get a
function f € (g of degree 8 and nonlinearity 119. Using this f, one can get F' = ¥(f, f¢) €
Clg, which 1s balanced, has degree 8 and nonlinearity 238. Generalizing, we can get balanced

functions I € {ly,4+1 having degree 2p and nonlinearity 22 9P — 2, Tt should be noted that
for f € Q, if deg(f) =n — 1, then f is not both correlation immune and balanced. Also if

deg(f) = n, then f is neither correlation immune nor balanced.

Theorem 7.4.3 shows that the degree can be increased significantly with insignificant
change in nonlinearity. Moreover, it can be checked that though f in the above theorem has
only one term of degree n, the number of terms of degree n in U(f, f) € Qpyy is more than

one. We state one specific result regarding this,

Proposition 7.4.1 Let f € Q, with degree n. Then Q(/f, f7) € Qpy1 contains n terms of
degree n.
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The linear complexity of the output sequence produced by the Boolean function depends
on the algebraic normal form of the function and the lengths of the input LESRs (97, 31].
Having more terms of degree n ensures that the linear complexity of the output sequence 1s
higher. See Example 7.8.1 in the last section for further illustration regarding the number of
high degree terms. Proper use of this technique will ensure that the functions designed using
Construction 1 (see later), will have this property. This has direct implication towards the
- stability of the generated sequence [31]. We would like to point out that this phenomenon
does not hold for the construction Q(f, f¢) given in [109, 33]. Next, we list a few simple
results on balancedness.

Proposition 7.4.2 (a) A function of the form f f¢ is balanced. (b) If f is a balanced func-
tion then both f* and f¢ are balanced. (c) Let f,g € Qn be two balanced functions, and
I'=W(f, g), where ¥V € {P,Q,R}. Then F is alsc balanced.

7.5 Correlation Inimunity

Here we provide generalized construction methods for correlation immune functions. Iirst
we state the following two results which have been proved in different forms in 180, 12]

and [109] respectively.

Proposition 7.5.1 Let h € Q,. Then Q(h,h") = hi™ € Ans1.
Proposition 7.5.2 Let f € (. Then Q(f; fO) = ffe € Apyr iff [ is balanced.

Next we state without proof the following basic result.

Lemma 7.5.1 Let f € Au(m) (respectively ©,(m)). Then [',f¢ € Ap(m) (respectively
O, (m)). .

In [109, Section IV] Siegenthaler proposed a construction of F € Aypi(m) from f, g €
An(m) as follows.

Theorem 7.5.1 ([109]) If Zl = f}(Xl,Xg,...,Xﬂ) and Zg = fg(X]_,_Xz,.”,Xﬂ) are
mih-order correlation immune functions of n binary variables such that Prob(Z, = 1) =
Prob(Zy = 1), then the binary-valued function f of n+1 random variables defined by the

GF(3) expression |
f(Xh SOERE Xﬂ-l-l) - Xﬂ'l‘lfl('Xl}X?-i v 1Xﬂr) + (Xﬂ--l-l T 1)f2(X1:X2: Ty Xﬂ-) is also mth

order correlation tmmune.
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The condition ’rob(Zy = 1) = Prob(Z, = 1) is equivalent to the condition wt(f1) = wi(fy).
Note that the construction in the above theorem corresponds to our construction . We
further generalize the construction to include P, R also.

Lemma 7.5.2 Let f,g € Ap(m) and F be of the form F = P(f,q) = fugigtf _
‘ 9 =14 f*. If (a)m =1
or (b) m > 1 and wi([f) = wi(g), then F € A, 1(m). (@)

Proof : Let f,g be functions of {X, Xy,..., X} and F be a function of
{X1, X2,y Xpqa}. We use the characterization of correlation immunity given in Defini-

tion 7.2.1. Let us consider any linear/affine function H € L(n + 1), where H is a non
degenerate function of &k variables (1 < &k < m),

Now we will have four cases.

1. If H contains & variables from {X1, X, ..., X,,_1} then H is of the form hhhh. Now,
wd(F, FY = wd(f%g*g' f', hhhh) = wd(f, hh) + wd(g, hh) = 0, as f, g are mth order
correlation immune,

2. I[ H contains A, and the remaining £—1 variables from { X, X,, ..., X1} then A isof
the form hAChIS. Then, wd(F, H) = wd(f*g%g" ', hh*hh®) = wd(f, hh®)+-wd(g, h°h) =
0,

3. Il H containg X,.., and the remaining &k — 1 variables from
{X1, Xgy.. o, Ay} then H is of the form hhha®h®,
Now, wd(J*, I} = wd([*g*g" !, hhhth®) = wd(f, hh®) + wd(g, hh®) = 0.

4. I H contains Ny, XNy and the remaining & — 2 variables from
(X1, Xg,. .., Xp1} then H is of the form hh®h®h. Now two cases arise.
(a) If k=2 > 0, then wd(F, H) = wd(f*g*¢'f*, hh°h°h) = wd(f, hh)+wd(g, h°h°) = C.
(D) If & — 2 = ), then H is of the form gr—11n-11n-107-1 and hence, .
wd(F, 1) = wd( frqtg' {1, 011711100 = wd(f, 0%) + wal(g, 1%) = 0, if wi(f) =
wi(g). Note that the weight condition 1s not required if m = 1.

Hence by Definition 7.2.1, J' is mth order correlation immune. u

The case for the construction R is similar. Hence we get,

Theorem 7.5.2 Lel [, g € Au(m), with wi(f) = wi(g) and F' = U(f,9),
where ¥ € {P, @, R}. Then I € Anyi(m).

In [109] only a construction with two correlation immune functions f, g of same order was
considered, However, if the correlation immunity of f,g are of different orders then we get

the following vesult.

104



Theorem 7.6.3 Let f € ©,(my) and g € An(mo) with my < me. Then F € @n+1(m1) if
(o) ¥ =P andmi =1 or () ¥ =P,Q or R and wi(f) = wi(g).

Proof : The proof that F belongs to A,41(m;) is similar to the above theorem. It can be
checked that if m; = 1 then the weight condition wi(f) = wt(g) is not required for P. To
see that F' € ©,41(m,), note that there exists a function h € L(n), which is non degenerate
of (m1 + 1) variables such that wd(f,h) # 0 but wd(g, k) = 0. Depending on ¥ we can use
this » to build a linear function H € L(n - 1) which is non degenerate of (m; + 1) variables
such that wd(F, H) # 0. Hence F is not correlation immune of order (m; +1). .

Next we consider construction of (m + 1}th order correlation immune function from mth
order correlation immune functions.

Proposition 7.5.3 Let f be an n variable balanced function with mith order correlation
immunity. Then F = Q(f, f¢) = ff° is an (n + 1) veriable function with (m + 1)th order
correlation immunity.

In a different form, one side of this was first observed in [109] and later in [12). This is the
basic technique of construction used in [33]. We show that the same result can be achieved

using ft also.

Theorem 7.5.4 Let f € ©,(m) and F = U(f, f°) where ¥ € {Q,R}. Then F € O pa(m+
1) iff f is balanced. Moreover, F is balanced.

Proof : We prove this theorem for ¥ = R, the other case being similar. Let us consider
any linear/affine function H € L{n + 1) which is a non degenerate function of k variables
(1 <k <m+1). For (1 £k < m) the proof that wd(F, H) = 0 is similar to that of
Lemma 7.5.2. If H is a non degenerate function of (m + 1) variables then H can be of the
forms hhhh, hhhehe, hhthh and hheheh, Let H be of the form hh®hh®, where h € L{n — 1}
is non degenerate of m variables. So, wd(R(f, f¢), H) = wd(R(f, ), hh°hh?) = wd(f, hh)+
wd(fe, heh®) = 2wd(f,hh) = 0 as f € On(m) and Kk is a non degenerate function of m
variables. It can be checked that for the other cases also wd(R(f, f¢), H) = 0. This shows
that ' € Apyr(m +1).

The resulting R(f, f¢) will not be in Appi(m + 2). We show a function H € L{n +1)
which is a non degenerate function of {m + 2) variables, such that wd(R(/, ), H) # 0.
Since f is not correlation immune of order (m + 1), there exists a non degenerate function

hi € L{n) of (m -+ 1) variables such that wd(f, k1) # 0. Now two cases arise.
Case 1: hy is of the form hh, where b € L(n ~1). Then h is nondegenerate of (m
1) variables and let H € L(n + 1) be of the form AA®AAS.  “Lhen, wd(R(f, /), H)

wd( F(fU)° FUFYE, hhohh?) = wd(f, hh) + wd(f°, heh®) = 2wd(f, hk) # 0.

-+
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Case 2: /i is of the form Ah®, where h € L(n ~ 1). In this case / is non degenerate of

m variables and take H € L(n + 1) to be of the form hh®h¢h. Now, wd(R(f, %), H) =

wd( f(f*)FHSYe Bheheh) = wd(f, hh®) + wd(f¢, heh) = 2wd(f, hh®) # 0. n
The above result does not in general hold for the construction P. If A; in the above proof

is of the form hh®, and we choose H to be of the form Ah°hh®, which is non degenerate of

(m -+ 1) variables, then wd(P(f, f°), H) = wd(fE(f9)(fHeF, hhehh®) =

wd(f, hhe) +wd(f¢, h°h) = 2wd(f, hh®) 3 0. However, the following result holds.

Lemma 7.5.3 Letf € {1, ~ A, be such that wi(f*) = wt(f‘j. Then P(f, f¢) € Any. and
15 balanced,

If f is a correlation immune function of even order then we can use f” instead of f¢ in
Theorem 7.5.4,

Theorem 7.5.5 Let f € O,(m) and ¥ € {Q, R}.
1. Let F = Y(f, f7). Then, F' € Ouui(m+ 1) iff m is even. Moreover, F' s balanced iff f

13 balanced.
2. Let F = U(f,(f")¢). Then, F € ©,.1(m+ 1) iff m is odd. Moreover, F' is balanced.

Proof : We only prove (1) for ¥ = R. We show that if H € L(n+ 1), and H is a non

degenerate function of & (1 < k < m + 1) variables, then wd(R(f, f7),H) = 0. The case
where 1 < k < m is similar to Lemma 7.5.2, Now for & = m + 1 four cases arise.

1. H is of the form hhhh, Then h € L{n —~ 1) and h is a non degenerate function
of (m + 1) variables. Since m is even, (m + 1) is odd and so A" = h°. Therefore,
wd(R(f, f7), hhhh)) = wd(f, hh)+wd(fT, hh) = wd(f, hh)+wd(f, K"h") = wd(f, hh)+
wd( f, heh®) = wd(f, hh) — wd(f, hh) =

2. H ig of the form hhthh¢. Then hh® is a non degenerate function of (m + 1) variables
and hence h is a non degenerate function of m variables. Therefore,

wd(R(f, f7), hhehh®) = wd(f, hh) + wd(f", h*h?) =0+ 0 =0 as f, f7 € Op(m).

3 H is of the form hhh¢hé. Then hh is a non degenerate function of m variables and

henice hhC is a non degenerate function of (m 4+ 1) variables. Therefore,
wd(R(f, f), hhhehe) = wd(f, hh°) + wd(f, hhe) = wd(f, hh®) +wd(f, (hh°)")
= wd(f, hh®) — wd(f, hh¢) =

4. H is of the hhtheh. Then h is a non degenerate function of (m — 1) variables and so

hht is a non degenerate function of m variables.
Hence, wd(R(f, f*), hhehh) = wd(f, hh°) + wd(f",heh) =04 0=0.

106



Hence wd(R{f, f"),H) = 0 and so R(f, f’) € App1(m +1). The proof that R(f, ") ¢
Ap1{m + 2) is similar to Theorem 7.5.4. Thus if m is even, F € ©,,1(m + 1).

If m is odd, we show that ' ¢ ©,1(m+1). Since f € ©,(m), there exists a function
hi € L(n), which is nondegenerate on m + 1 variables such that wd(f, h;) # 0. Now two
cases can arise,

1. Consider h, is of the form hh, where i € L{n — 1) and } is a non degenerate function
~ of (m + 1) variables. Now consider the linear function H € L(n + 1) where H =
hhhh. Thus H is nondegenerate on (m + 1} variables. Now wd(R(f, f7), hhhh)) =
wd(f, hh) +wd{(f", hh) = wd(f, hh) +wd(f", h"h"} = 2wd(f, hk) 3 0, since h" = h as

h is nondegenerate on even number of variables.

2, Consider by is of the form hh¢, where h € L(n—1) and h is a non degenerate function of
m variables. Now consider the linear function H € L(n + 1) where H = hh°hh®. Thus
H is nondegenerate on (m + 1) variables. Now wd(R(f, f7), hh°hh®)) = wd(f, hh) +
wd(fT, hehe) = wd(f, hh) + wd(f7, ") = 2wd(f, hh) # O, since h" = h® as h is
nondegenerate on odd number of variables.

This proves the other side. | n
Camion et al [12] had earlier observed both (1) and (2) of the above theorem for ¥ = Q.

Remark 7.5.1 In Theorem 7.5.4 and Theorem 7.5.5 we can obtain o weaker resull by re-
nlacing ©,(m) and Op1(m + 1) by Ap(m) and Ansi(m 1) respectively.

We also have the following result which is similar to Lemma 7.5.3.
Lemma 7.5.4 Let f € 0, — An be such that wi{f*) = wt(fY). Then P(f, f") € Anpr.

Consider f{Xn,...,X1),9(Xn, ..., X1) € . Now we construct

El'l‘l(xﬂ‘i'll v 1X1) - (1 D Xn-i-l) f(Xﬂ: . :Xl) D Xn-l—l g(Xm e :XI)' Note that Fn+1 —
Q(f, g). Similarly, in general we can consider the case Fi(Xn+1, .. - X1) = |

(J- D X’i) f( rn—l—l: o iXi—l-la Xi—-l: oo 1X1) S7 Xig(Xn—i-l: P :Xi-i—l}Xi—li ' ':Xl)- Note that
the functions Fl.; and F; have the same properties, since £j is obtained from F,.; by a
permutation of the input variables. Note that for implementation in hardware we will only
consider the operators @, &, where the variables X, 1 or X, will be taken out, We do n::‘)t
consider the general case taking any variable X; out since for hardware implementation it 18

simpler to use only ¢, .
We will be using the results of Section 7.4 and Section 7.5 to design cryptographically

strong Boolean functions in the next section.
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7.6 Generalized Construction

Here we describe a recursive procedure to design highly nonlinear Boolean functions which
optimizes balancedness, degree and order of correlation immunity, Such functions are ideally
suited for stream cipher applications since they can resist all known types of attacks. First
we require the following definition.

Definition 7.6.1 Let (S;)1<i<, be a finite sequence, where,

Si € {@, R} x {¢,7,rc}. Given a function h € Q, and a sequence S; of length q we define a
function F € Qg as follows.

oy =hand F; =V, (F,_{, F*,)

where S; = (V;, 1), fori > 1, and F = F,. We say that F is represented by (h,S1,...,5q)
and the length of the representation is q.

First we observe that given a function h € ) it is easy to design a linear time (on the
number of inputs to the function) algorithm that generates a function F' € {2, represented
by (h,S1,...,8;). Though the size of the function F' may be large, we need not store the
whole truth table for ', Using the representation of F, the storage space required is not
much larger than 2. The penalty is that we require an algorithm to calculate the output of F.
This can be done in O(g) time (specifically, ¢ clocks in hardware circuit) if A is implemented
as a truth table. However, very low cost pipelined circuit (using flip flops) can be developed
which produces a output at each clock pulse after an initial latency period of ¢ clocks. Both
the hardware and the algorithm are interesting which we explain in Section 7.9. Now we
state some important properties of functions constructed by the above procedure.

Theorem 7.6.1 Let h € Q and F € Qpiryr be represented by -

(]1, 81, : ..,Sm+1) where SE = (\Ifi,ﬂ;)‘, Toi41 € {C,TC} and Toi42 € {C,T} fﬂ?“i > 0. Then
I is bolanced and (1) nl(F) = 2™Hnl(h) (2) deg(F) = deg(h), (8) If m = 1, then F €
Amarsr(m). Moreover, if degree of h is k, then F € Opyppi{m).

Proof : (1) Follows from Theorem 7.4.1. (2) Follows from Theorem 7.4.2. (3) Follows from
Theorem 7.5.4, Theorem 7.5.5 and Remark 7.5.1. Moreover, if degree of & is k, then I can
not be correlation immune of order m 4 1 due to the Siegenthaler’s inequality. n

Note that there are four possible options of S; for ¢ > 0. Moreover, the construction
P can also be used in the first step S;, since the purpose of the first _step is to attain
balancedness. This generalizes the construction method of (33, Section 5], which uses the

sequence S; = (@, ¢) for all 7 > 1.

Corollary 7.6.1 Let h € Q; be balanced and F' € iy be represented by
(h,S1,...,Sm), where S; = (U4, 7i), Toit1 € {e,7} and mi40 € {c,TC}
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for 3'- 2 0. Then F' s in Apix(m). Moreover, if degree of h is (k — 1}, the mggzimum degree
attained for o balanced function, then F' € O, (m).

It is important to realize that there are different trade-offs involved among the parameters,
algebraic degree deg(.}, order of correlation immunity m, nonlinearity nl(.), balancedness
and the number of input variables n. The first result from [109], is that for any Boolean
function f, deg(f) +m < n and for balanced Boolean functions, deg(f) +m < n — 1.
The next result is that the maximum value of nonlinearity for even n is achieved for bent
functions and it is known [95] that for n > 4, the degree of such functions cannot exceed 5
Let us now consider the following construction which provides a good trade-off among the
parameters.

Construction 1. On inpui n,m we provide ¢ method to construct a balanced n variable
mih order correlation immune function with algebraic degree k =n —m — 1. Let h € § of
degree k be as follows. .

If k is even, then h is formed by adding the term X, ... Xy, (logical AND of X to Xi) to a
bent function g of k variables. If k is odd then h is formed by adding the term Xy ... X, to
a function g of k variables, where g is formed by concatenating two bent functions of (k — 1)
variables.

Let F € (y wheren=m+k+1andm > 1. F is represented by (h,S1,...,Snt1) where

Si = (¥, 1), ¥; € {Q, R}, mi41 € {c,7¢} and o340 € {c,7} fori > 0.

It 1s clear from the above discussion that Censtruction 1 provides functions which opti-
mize Siegenthaler’s inequality. We now find out the exact expression of nonlinearity obtained
by the above construction. The result follows from Theorem 7.6.1, Corollary 7.6.1 and the

nonlinearity of bent functions.

Theorem 7.6.2 Consider F € ©,(m) as in Construction 1.
(1) If n % m mod 2, then nl(F) =271 — 2%5= _ gm+1,
(2) If n.=m mod 2 then nl(F) > 2n~1 — 9% — gm+1,

Proof: (1) We take a bent function g of £ = n—m-1 variableand h = g@X1.X, ... X 1.
n—m—L

Thus by Theorem 7.4.3, nl(g) = 2*™ 2 — 273~ "' — 1. Then we apply our method of

Definition 7.6.1 to get ni(f) = 2m+1 (an-m~2 _ 9"53=~1 _ 1),

(2) We take a bent function g, of n — m — 2 variables. Then we use bent concatenation

to get g of n — m — 1 variables with nonlinearity ni(g) = ogn-m=2 _ 9% 5= Now, A =
n—m—12 . o
9@ X1Xs. .. Xp_m—1. Thus, ni(h) > 20™"2—2"73  —1. Hence, ni(f) > 2™+ (2"~™% ~

n—m—2 .
D273 — ) |

This also shows that by varying the order of correlation immunity, one can adjust the
nonlinearity of the optimized functions. However, the result in Theorem 7.6.2 can be im-
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proved using the following two results (Theorem 4.3.2 and Theorem :1.3.3) of Chapter 4
which we state once more, ~

Tbeorem 7.6.3 For even n > 4, it s passible to construct n-variable, lnresfla'ent functions
with degree n - 2 and nonlinearity x = 2nla(n — 1). The value of z is equal to 2™1 — 2% for
4 < n < 14 and is greater than 2"~ — 23 for n > 16.

Theorem 7.6.4 For oddn > 5, it is possible to construct 1-resilient, degree (n—2) functions
in $), with nonlinearity 271 — 27,

Next we provide an updated construction method.

Construction 2. On input n,m we provide a method to construct a balanced n varioble
mth order correlation immune function with algebraic degree k = n—m—1. Here we consider
1 <m<n-—2. |

Let h be an (n—m+1)-variable, 1-resilient, degree (n—m—1) function constructed using
Theorem 7.6.3 or Theorem 7.6.4 according as (n—m -+ 1) is even or odd, Use the recursive
construction method (similar to Construction 1), (m — 1) times to obtain an n-variable,
m-resilient, degree (n —m — 1) function F with nonlinearity 2™ 'ni(h). F 1is represented
by (h, SL., beoey Sm,—l) where Si, = (\If-i,ﬂ‘), ‘I’i € {Q,R}, Toj41 € {C, ?"C} and Toj4o € {C, T} fﬂ?‘
1 > 0.

Theorem 7.6.5 The above construction method constructs n-vartable, ml_-refilieﬂt_, degree

(n—m—1) functions with nonlinearity nl(f), where (1) nl(f) = 2" =25~ {fn—m+1
is odd and (2) nl(f) = 2™nla(n — m) if n —m + 1 is even. Further for even n —~m + 1,

n -1

nl(f) =27 — 2" fd <n—m+1< 14 and nl(f) > 271 = 2% ifn—m+ 1> 16.

Clearly Construction 2 provides better nonlinearity than Construction 1. In particular,
it, is possible to construct a 50-variable optimized 29-resilient functions with nonlinearity
240 939 4 104 x 2%° (299 — 2% — 2% using Construction 1}.

7.7 Direct Construction

Seberry, Zhang and Zheng [105] provided construction of resilient functions and analysed
the algebraic degree, nonlinearity and propagation characteristics of such functions. Here
we provide a simpler interpretation of the construction method provided in (105] and show
that this also gives simpler proofs for the order of correlation immunity and nonlinearity of
the constructed functions. Let L(n, k) be the set of all f € L{n), which are the sum modula
2 (XOR) of exactly k& variables and MU(n, k) = L{n,k) U L(n,k+1)U... U L(n,n). Also
let ML(n, k) = L(n,1) U L(n,2) U...U L(n, k). - -
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Definition 7.7.1 Let n = n; + ny and choose 2™ functions fy, ..., fas1—1 from the set
MU(ng,m+1). Let f = fo... fona_y, and denote by I'(n,ny, m) the set of ol such functions.
Clearly I'(n,ng, m) C £2,. .

We first state a simple result which is crucial to understand the cryptographic properties of
the construction provided by Definition 7.7.1. The proof is a simple consequence of the fact
that the XOR of two linear functions is also a linear function.

Proposition 7.7.1 Let Ii,ly € L{n). (a) Ifly = by then d(l,l) = 0. (b) Ifly =I5 then
d(ly, ly) =27 and (¢) If I # Iy or I§ then d(ly,l3) = 2**. Consequently, the Walsh distences
are respectively, 2", —2" and 0,

The following result is easy to see.

Proposition 7.7.2 The construction provided in Deﬁnition 7.7.1 is same as that given by
Equation § of [105]. |

This proves (using [105, Corollary 8}]) that any function in I'(n,ng, m) is an mth order CI
function. Here we provide a much simpler direct proof as follows.

Theorem 7.7.1 I'(n,ng, m) C A,(m).

Proof : Let f € D(n,ny,m). We show that for any I € L(n,k}, wd(f,{) = 0 for all
1 < k < m. We write f = fo...fari—1, where each f; € MU(ng,m + 1). It is not
difficult to see that | can be written as lg...low_1, where each §; € ML(ng,m). Now
wd(f,l) = wd(fo... fou-1ylo.. lam—1) = Sy T wd(f;, ;) = 0, using Proposition 7.7.1,
since fi,l; € L(ng) and f; # I; or [f. "

Visualizing the construction as above, it is easy to obtain the nonlinearity as follows.

Theorem 7.7.2 Let f € T'(n,ng,m) be of the form fo... fam11, |
where each f; € MU(ng,m +1). Then ni(f) > on—1 _ tome=1 where t ts the mazimum

number of times « function h or its complement h® are together repeated in the construction
fg ch f2n1_1 fﬂ?‘ some h € MU(ﬂg,m “t- ].)

Proof : Let ! € L(n). We have to show that d(f,1) is at least as large as the given
bound. Note that [ can be written as lo. .. lgn1-1, where each [; is either g 0}' 'g" for somfe
g € L(ny). Then at most ¢ of the ;’s and f;'s can be equal. Using Proposition 7.7.1, 1t

follows d(l, f) > (2™ — t)gre-l = 20—t — ol n
Theorem 7.7.2 is first proved in [105, Theorem 14]. One can show as in (105, TheO}*em
12], that the degree of such functions is 7 — ng + 1, provided there are at least two functions
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g1, go among the f;’s of Theorem 7.7.2, such that g, # g, or ¢5 and there is a variable which
occurs in an odd number of these f;’s. Thus maximum degree is attained if n; = m + 2, in
which case the constructed function optimizes Siegenthaler's inequality.

Let us now estimate the nonlinearity of functions constructed using the method of [105),
for functions which optimize Siegenthaler’s inequality.
Let Qxn = MU(n, k+1). By nld(n), we denote the lower bound on nonlinearity of n-variable
optimized functions achieved by the direct construction of Defindtion 7.7.1 (see also [105]).
Note that Siegenthaler’s inequality is optimized if n, = m + 2 and in this case, | &y mea | =

(ﬁﬁ) -+ ( ﬁig) = m + 3. Since one has to choose 2™ functions from £2,, 42, the repetition
on—m—

factor ¢ is at least [<—5 >1 and hence the nonlinearity obtained is

nld(n) = 2""1 — [F— 21 omt,

The construction method provided in Section 7.6 is a recursive concatenation of highly
nonlinear Boolean functions. On the other hand, the construction provided in Definition 7.7.1

is a direct concatenation of linear functions.

7.8 Results and Comparison to Previous Research

First we compare nld(n), the lower bound of nonlinearity in [105}, with our method. For n
variable functions, let the lower bound of nonlinearity obtained by Construction 1 be nir(n).

1. When n % m mod 2.

nlr(n) = 201 — (2777 4 1) 2™ nld(n) = 2V - [T *] 2™*t. So, our method

works favourably when

] > 2 4L N (1)
We consider it more conservatively, i.e., we replace (25‘“?_‘ + 1) by 2 2. Hence, our
method performs l)etter when, 2 . |
2;_’:;2] > 2% e, [mgmry| >2 2 ,le,n-m—2- log,{m + 3) > 2=B=2 e,
when, |
(14)

n > m+ 2logy(m -+ 3) + 2.
2. When n = m mod 2.

nlr(n) = 2771 - (2*55 4 1) 2™, nld(n) = ot — [E—= 21 2™+, So, our method
n—m- n—-m—2 | .
works favourably when [%—— 1>277 +1. o (1)

. n—m==2 -
We consider it more conservatively, i.e., we replace (27 + 1) by 272 . Hence, our

method performs better when,

...._.':._.:.]-'- " | -]
==t e, n—m—2—logy(m+3) > =5 e,

gn—m—2 n—m-1l , gnﬂm—-E
when
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n | nlz(n) | M nld(n) A nlr(n) B

8 [ 112,5 | 112,- | 96,6 |112,6] 108, 6 | 112.6
9 | 240,5 | 282,- | 192,7 (236,7] 2207 | 2407 |
10 | 480, 6 | 476,- | 384,8 |480,8| 476,8 | 480, 8
11| 992,7 | 976,- | 768,9 |976,9( 956,9 | 992,
12 | 1984, 7 | 1972, - | 1536, 10 - 1980, 10 | 1984, 10
1314032, 7| - 3072, 11| - |3964, 11 | 4032, 11

Table 7.1: Comparing the nonlinearities of resilient functions

n > m+ 2logy{(m+3)+ 3. (ITA)
One can look at (I) and (II) in two ways.

1. If we fix a particular value of m, then there is a certain N, such that nir(n) > nid(n) for
all n > N. For example for m = 1, our method performs better for all n > 8.

2. Similarly, if we fix a value of n, we get an upper bound M (n) on m, such that for all
m < M(n), we have nir(n) > nld(n). Moreover, from (/4) and (/7A), it is clear that this
upper bound M (n) becomes close to n, as n increases.

This clearly shows that in a majority of cases the functions obtained by our method are
better than those obtained using [105]. [t is also clear that Construction 2 provides better

nonlinearity than construclion 1,

It should be noted that high nonlinearity can be obtained by the direct construction pro-
vided in [105] without optimizing the Siegenthaler’s inequality. However, the nonlinearity of
this method decreases when the optimization criterion is considered. From [105, Theorem
12, 14], if one does not want to optimize the Siegenthaler’s inequality, then the nonlinear-
ity for first order correlation immune functions is (we denote it as nlz(n) for n variable
function) nlz(n) = 27! — ming<r<n([55——12""") with algebraic degree n —r + 1. In the
Table 7.1 we compare nonlinearities of first order CI functions. In second, third and fourth
columns we respectively provide nonlinearities of nonoptimized (m + d < n — 1) functions
constructed using the method of [105], optimized functions constructed using the method
of [105] and optimized functions constructed using our recursive method. Fach of the entries
are <nonlinearity, algebraic degree>. Note that, the Equations (/A), (IIA) provide a
clear analysis of when the lower bound of nonlinearity in the recursive construction is better
than that of [105]. The table only illustrates this point for small values of n. Here, the
column A provides the result obtained in {86) which was obtained by randomized heuristic
and B provide the result of construction 2. Also M represents the result obtained in (78]
using heuristic search, though the algebraic degree of the functions are not mentioned. It

should also be noted that the heuristic search techniques proposed in (78, 86] is not suitable
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for constructing functions with large number of input variables.

Example 7.8.1 The class of functions constructed by our recursive method contains sig-
nificantly different functions. As a simple example for n = 10, and m = 1, let f, =
(h, (@, ¢),(Q,r)) and fo = (h,(R,c), (R, 7)), where h € Qg and 1s modified from bent func-
tions as tn Construction 1. As a concrete example, |

h o= @i, X;Y; ® X1 XoXsX, ® Xq... X4Y1...Yy. Then both fi, f contains 8 terms of
degree 8. Moreover, the function f, @ fo 73 nondegenerate and contains 14 terms of degree 8.

Next we compare the performance of our construction with [33]. In [33, Section 5|, balanced
g € Qg with nl(g) = 224, correlation immunity of order 2 and degree 6 has been reported.
The function is optimized with respect to Siegenthaler’s inequality. The function ¢ has
the representation (f, (Q@,c), (Q,c)), where f € £ and has degree 6 (only one term) and
nonlinearity 56. It was remarked in [33, Example 5] that g is the representative of all such
functions obtained which are well-suited for stream cipher application. Using this function
f as our initial function, one can construct more functions of the form (f,5;,5%) as in
Corollary 7.6.1, with the same parameters as g above. As an example one can construct
a function of the form (f, (Q,7),(®@,c)), which contains 6 terms of degree 6. However, it
seems difficult to get such good functions f for a larger number of input variables. The
particular function f € Q reported in [33, Section 5] was obtained by exhaustive search
over a particular subset (the idempotents) of Boolean functions. It seems infeasible to carry
out such an exhaustive search for functions of larger number of input variables. Using our
method from scratch, if one starts with a bent function f; € {2 and apply Construction 1, we
get a balanced, second order correlation immune function g; with degree 6 and nl{g,) = 216.
The direct construction method in [105] provides a lower bound on maximum nonlinearity

291 [2E;; “1 2%*! = 200. Using Theorem 7.6.5 we get

]. 2-resilient, degree 6 functions on 9 variables with nonlinearity 224

9. 3-resilient, degree 5 functions on 9 variables with nonlinearity 224. |

Both these functions are optimized and need not use any search technique. Moreover, the
method in [33] can not provide the 3-resilient function provided in item 2.

In [86], optimized 1-resilient functions with nonlinearity 112 (for 8 variables) and 480 (for
10 variables) have been obtained. Theorem 7.6.5 constructs optimized 2-resilient functions
with nonlinearity 112 (for 8 variables) and 480 (for 10 variables). Also it is clear that the
result provided by our methods are much better than what obtained in {78] using heuristic

search techniques.

The recursive method proposed here can be used effectively to construct functions with

large number of variables. As an example, using Construction 1, if we take a bent function
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Figure 7.1: Stream Cipher System

h € {1y, then modify it to get f as in Theorem 7.4.3 and consider a I represented by
a sequence (f,S1,...,S530) satisfying Theorem 7.6.2, then F' € ©5(29) with nonlinearity
249 _ 939 _ 930 and deg(F) = 20. Moreover, if we use Construction 2, we can start with
a 1-resilient function f € Qg9 with nonlinearity 22! ~ 2! + 2 x 104 (we have provided the
construction of balanced 21-variable function with nonlinearity 2%° — 2% 4- 104 in Chapter 5)
and use a sequence (f, S,...,Sss). This will provide a function in ©5¢(29) with nonlinearity

249 . 939 4 104 x 2%,

Direct implementation of F using truth table will take 2°° bits, which is not feasible to

store. However, using the representation of F' as (f,5,...,S3), it is possible to implement
I efficiently. Next we describe the efficient pipelining architecture to implement the design

in hardware.

7.9 Algorithms and Hardware

In this section we provide algorithms and hardware for resilient functions on large number of
input variables. We explain the method corresponding to Construction 1 eonly. The method

is similar for Construction 2.

In LESR based stream cipher applications the initial conditions of the LFSRs are con-
sidered as the secret key. See [76, Page 196] for more details about LFSR. In such a system,

115



n bits from the n different LFSR’s are generated in each clock as n input values to the
combining function. On the other hand both the algorithms we propose here need one step
for initialization and then m + 1 steps in loop to generate the output, i.e. m + 2 clocks
in the hardware circuit. Thus, it is important to map the algorithm on a specific hardware
architecture so that the output can be available at each clock. We design a store and forward
pipelining framework for this purpose which implements the algorithms proposed here. Also,
to best of our knowledge, presently no synthesis method is available for such a function with
complicated algebraic normal from.

We consider the functions described by Construction 1 and present algorithms and hard-
ware to calculate the output of such a function F on an n bit input
(Xny ooy Xgt1, Xpy o, X1). The function F is represented by
(h(Xg, .., X1), 5%, ..., Sm+1), where h is presented as a black box and can be implemented
either by a combinational circuit or by a look up table. The algorithms require both time
and space linear in m. There are two approaches to compute F{X,,...,X}).

1. Top-down : We start using X,,, and descend through the variables.

2. Bottom-up : We start from the variable X,,_,, and ascend through the variables.

Both the algorithms are implemented using pipelined hardware architecture. Each block of
the hardware can be realized either by logic circuits or by lookup tables. We use logic circuits
for one implementation and lookup tables for another. The algorithms by themselves are

interesting and have been implemented using C programming language.

7.9.1 Top-down Algorithm

We introduce some notation to describe the algorithm. It is smportant to remember that

n =k +m 4 1 throughout this discussion. Let F be represented by (h, 51, ..., Smy1), where
his a, function of k = n—m— 1 variables. Define Fy = h and F; to be a function represented

by (h,S1,...,5;). Then Frny = F, which we compute here. As 5; = (¥;,7;), it is easy to
see that the following holds.

Fﬂ - 1@Fi(Xi+k1Xi+ﬁc-—1:*”:X1) ifTiZCJ
Fii= F(Xuw®l...,X1®1)  ifr=rand
FTi = 1 @Fi(.X,;.*.k@l,...,Xl @1) if 1; = re¢. Also,

Fu1= (1@ Xipkt1)F(Xivk Xipko1y - X1)
DXipir (B Xk Xivkoty -, X1))+ i ¥ = Q and
For= (1@ Xige) F(Xigstrs Xivk-1,- -+, X1)
DXk (Fs(Xiprrts Xith-1y o o X)) 40 if Uy = K.
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Figure 7.2: Top Down Architecture : Pipelined Implementation of computeT D(.)

We provide an algorithm compuiel'D(X,, ..., X;) based on the following two observa-
tions.

1. It ¥; = R, then in the next stage we have to interchange the role of X, and X, p_;.
See lines (1%) and (2*) in the algorithm computeT D(.).

2. If (¥; = Q and X4 = 1) or (¥; = R and Xjyx~1 = 1) then depending on 7;, in the
next stage either the output is complemented or the input is complemented or both
output and input are complemented. This can be tracked by using two bit variables a
and b, one for the output and one for the input.

We next present an algorithm for computeTD(.).

computeTD(Xn, ,X]_) {
if (U = @) then ¥V = Xj;
if ("I-'l = R) then Y = Xk+1;
Yy = /I.(Y, Xeo1,yre ,X1); Yy = h:(]. Y, 1P Xp_q,...,1D Xl);
a=0; b= 0 |
for i = m + 1 downto 1 do {
(1%) if (¥; = Q) then X = Xy
(2%) if (U; = R) then { X = Xiyp1; Xivk—1 = Xinss |
if (b X =1) then {
if (; = c) then a = a® 1;
if (; =r) thenb=0&1;
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Figure 7.3: Components of Top Down Architecture

if (Ti:—“r.;.:) then {a=a®1;b=041; }

}
}

return a @ wvy;

The following is clear from the previous discussion.

Theorem 7.9.1 The algorithm computel’'D(X,, ..., X1) correctly computes
F(Xp, ..., X)) in O(m) time. |

Next we show how very low cost pipelined hardware can be developed where the output of
I on successive tuples of n-bit input is available at each clock pulse after initial {m + 1)
clocks, i.e. starting from {m + 2)th clock.

7.9.2 Hardware Implementation of computeT D(.)

I'irst we describe the encoding of ¥, .
U, =Q=0 n=r=0ifieven; 7 =rc=0I1f7o0dd;
W, =R=1 mn=c=1if1even; n=c=1il1o0dd;

There are (m+1) stages numbered #1 to #{m +1) (see Figure 7.2). Stage #i stores the
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Stage #1 Stage #i + 1

I (¢ |of : :I Gl (0 [ : Input Buffer
T B C' o Inbuilt Circuit
B I T O : Output Buffer

Jam T

Figure 7.4: Input Output Latching for Intermediate Stages

current values of Xy, ..., X,,—441. The two bits vy and v are present at each stage alongwith
two other work bits @ and b. If ¥; = R the value of X,,, and X; .1 should be properly
interchanged for the next stage as in lines (1*) and (2%) of the algorithm computeT D(.) and
this is also implemented in the Figure 7.3c using MUX. The computation done in stage #:
is to determine the values of ¢ and b of stage #(3 + 1) and the circuit to do so is shown in
Figure 7.3b as the intermediate circuit. Note that const(i) = ¢ mod 2 has a fixed value for
stage ##i. This is required to identify the arity of the stage #¢ to choose between r and r¢
for 7 according as Construction 1. The initial stage (Figure 7.3a) determines the values g
and v; and the final stage (Figure 7.3¢) performs the computation a @ v,.

The whole circuit operates as follows. At each clock, stage #i forwards the the values of
the variables to the next stage and updates the values of work bits ¢,b for the next stage.
The values vy and v, are forwarded unchanged, It is important to understand the need for
generation of vy, v; at the first stage and carrying them through all the m + 1 stages. We
need these two bits only at the end for the final circuit (Figure 7.3c}. However, the values
of vy, v; are generated from the variables X; to Xgyq. It is more efficient to carry two bits
vo, ¥y bhrough the m -+ 1 stages instead of carrying the &+ 1 bits Xy, ..., Xp41. Since there
are m -+ 1 stages, the whole pipeline takes m + 1 clocks to be completely filled up. Hence
the first output appears at (m + 2)th clock and consequently a bit of output appears at each

clock.

Note that we use both the rising and falling edge of the clock. Each stage stores two
buffers, one input and another output {see Figure 7 4). At the leading edge the values of
the input buffer registers of stage #4 are latched to the output buffer registers of the same
stage. The signals Xj, ..., Xiyr—2 and v, v 8O directly from input bufler to output b}lffeF.
The other three signals Xjyx-1,a,d are generated through the inbuilt combinational circuit
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Value of Xz'.,_,t,;

Vi=Qm=r U, =@Qn=c ¥;=Q,ri=rc
0 Fu = fu; Fur = fu; | Fu = fu; Fur = 1 - fur; Fu = fu; Fur = 1 - fly;
Fl=fur; Flr =fur; | Fl=1-fu; Fir = fur: | Fl=1 - fur; Flr = fur;
1 Fu = fur; Far = far; { Fu = 1 - fu; Fur = fur; | Fu = 1 - fur; Pur = far;
m _ Fl = fu; Flr =fu; | Fl= fu; Flr = 1 - fur 1 = fu; Flr =1 - fu,
Value of X-i..'.k ‘I‘i = R,‘T{, =:?‘ \If R T = C ‘I’ R *rt =TC
and X;ik1
0, 0 Fu = fu; Far =~ fu; | Fu = fu; Fur = 1 - fur; Fua = fu; Fur = 1 - fu;
Fl = fl; FlIr = f; Fl=1f]; FiIr=1 - fir; Fl=1f, Flr=1-
0, 1 Fo=frFur=1flr; | Fu=1-f;Fur=1fr; | Fu=1-flr; Fur = fir:
| Fl = fur; FlIr = fur; | Fl=1 - fu; Fir = fur; { Fl = 1 - fur; Flr = fur:
1,0 Fu = fi; Fur = {l; Fu=1l; Fur = 1 - fir; Fu = fi; Fur =1 - fl;
Fl=fu;Flr=fu; | Fl=fuy;Flr=1-fur; | Fi=fu, Flr=1 - fu;
1,1 Fu = fur; Fur = fur; | Fu =1 - fu; Fur = fur; | Fu = 1 - fur; Fur = fur;
I'l = flr; Flr = fir; Fl =1-f; Flr = fir; Fl =1 - fir; Flr = fir;

Table 7.2: Table for calculating bit variables

(Figure 7.3b) from Xk, Xirs-1, 0,0 and ¥;, 7;. That is, the stage C in Figure 7.4 contains
the circult of Figure 7.3¢c. At the falling edge of the clock, the output buffer registers of stage
#1 are latched to the input buffer registers of the stage #(i + 1). The inbuilt combinational
circuit being small enough, it is justified to consider that the delay of the circuit is much less
than the clock width and hence there is no problem in using both the leading and falling edge
of the clock in the hardware. The inbuilt combinational circuit blocks in this architecture
can also be implemented using lookup table. We use that approach for the bottom up

implementation.

7.9.3 Bottom-up Algorithm

We consider the bottom up algorithm in this section. Let us recapitulate the Definition 7.2.2.

Let f,g € 1, and F € Q. f F = Q(f, g) then

F(-Xn:Xn—*h Xl) (]-@X ) f(-Xﬂ—li""le)EBXﬂ Q(X ~1y -
I[ = R(f g) LhBIl F(XH,AH 1y ¢ Xl)

(1 @Xﬂ)(l @Xﬂ 1) f(Xn—-l =0, Xn--ﬂ: Xl) 57 (1@Xﬂ)xﬂ—1 Q(Xn—l = 01 Xn-—?: «r ey
Xn(l1® Xno1) f{Xp—1=1,Xn2,.. Xl) ® XpXna1 ¢(Xn-1=1,Xpny..., X1).

To carry the information of the lawer stage to upper stage we use four vamables as follows.
For h € Q, let fu = h(Xg, Xp-1,. - Xo, X1)y fl= R0 Xy, X1y, Xo, Xi),

fur = h(1® X, 1@ Xp-1,- . -, 1$X2, 1@ X1), a.nd flr = h( X}, 1$Xk51,_. L1 X, 1D X)),

LX),

X)) ®
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We start with four different bit variables fu, 71, jur, flr for given values of
X1y Xy ooy X1, Xy Then for each step 3 (1 <4 < m+1) we update the values of these four
variables. It is important to note that by manipulating only these four variables alongwith
the values of at most two input variables at each step, the final output of the function

is generated. We use four temporary variables Fu, FI, Fur, Flr and the Table 7.2 in the
algorithm,

computeBU (X, ..., X1) {

f‘E}, = /?,(.X;;,Xk._l, Cr ,Xg, .Xl);

f£ =~ h’(]- EBXk}Xk—I: R 1X21X1);

fur=h1& X3, 10 Xp1,...,10 Xo,1 0 X));
f!‘?‘ -—""—-h(Xk,].@Xk_l,,..,l@Xg,:[@Xl);

for (i=1,1<m-+1,i++){
Assign Fu, I'l, Fur, Flr using Table 7.2 from X, Xivr—1, Vi, 7, fu, fl, fur, fir;
Ju=Fu; fl = Fl; fur = Fur; flr = Flr;
}
return fu;
}
From the algorithm computeBU(.) it is clear that the initialization is of one step and
then there are m + 1 more steps to get the final output. Also the correctness of the above
algorithm can be checked. Thus, we get the following theorem.

Theorem 7.9.2 The algorithm compute BU(X,,, ..., X1) correctly computes
F(Xn,...,X1) i O(m) time. -

7.9.4 Hardware Implementation of compute BU(.)

We map the algorithm to another pipelined architecture (see Figure 7.5) so that output can
be available at each clock after initial m + 1 clocks.

At the first clock, the function h, depending on the & inputs { X7, Xo,..: X;}, will send
a four bit output fu, fi, fur, flr to the first stage of the pipeline. Also the input variables
{ X, Xp1y .« Xy} will be sent to the first stage directly.

The bits fu, fi, fur, fir are the work bits for each stage. At the second clock, another 4
bit output from h alongwith the new inputs will again go to the first stage of the pipeline.
The first stage of the pipeline, depending on the values of (¥y,71), inputs Ay, Xgqr and
fu, fL, fur, flr will send new set of fu, fl, fur, flr to the second stage of the pipeline along-
with the input variables {Xg+1, Xe42,. .- Xn}. Note that his an n input 1 output Boolean
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Figure 7.5: Bottom Up Architecture : Pipelined Implementation of cormnpute BU(.)

function. However, at each clock we need four output bits fu, fl, fur, flr from the hardware
implementation of A, i.e. in hardware h will produce a four bit output according to the

initialization step of the algorithm computeBU ().

In this manner, at the (m~+1)th clock, the values fu, Fl, fur, flr will reach to the (m-+1)th
stage of the pipeline alongwith the input variables X, .1, X,, and we will get the first output
at the {m + 2)th clock. From the next clock onwards, the output of f will be available at

each clock.

We use the same kind of input and output buffering at the rising and falling edge of the
clock which we have used in the hardware for computel'D(.}. The blocks containing (¥, 1)
can be considered as the control unit to the hardware, Given fixed A, depending on the
values of the control unif, the exact function will be realized. Next we estimate the number
of register bits required for this circuit. The control parameters ¥, 7 are represented by two
bits as in the circuit description of top down approach. Thus, for (m + 1) stages 2(m + 1)
bits are necessary. At each stage fu, fl, fur, fir will take 4 bits. Also these are to be stored
in both the input and output buffers of each stage. So we need 2 X 4 X (m + 1) =8(m + 1)
register bits. N

Let us now consider the number of bits required in the input buffer at each stage to store
the input variables. In the first stage the input variables stored is from X to X,, i.e. total
n— k-1 = m + 2 bits are required, whereas in the last stage it is only 2 bits to store X,

and X,,. So total space required to store the input variables = (m-+2)+(m+1)+. .. +3+2 =

(m+2)2(”""3) 1 = Iﬂ“fg"‘**“i. Similarly for the output buffer the required number of bits is
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Figure 7.6: Look up Table for Intermediate Stage #i

input | output (even 1) | output {odd i) input | output (even i} | output (odd 1)
0000000G | 0000 0110 00001000 0000 0101
00000100 0110 0110 00001100 0101 0101

Table 7.3: Input Output relations of lookup tables

(m+L+m+...+2+1= (m’“ﬂm“) = m3m+?  Thyg the total register bit requirement

5
for input and output buffer = ’”"2+gm+‘1 - & +§”‘+2 = m* + 4m + 3. Thus overall we need

2(m + 1)+ 8(m + 1) + (m? + 4m + 3) = m? + 14m + 13 register bits.

Next we consider the complexity of the circuit in each stage of the pipeline. The cir-
cuit consists of generating four output bits fu, fl, fur, flr from Xirp—y, Xirg, ¥;, 7; and
Ju, fL, fur, flr of earlier stage, i.e. from total of 8 bits. This can be easily implemented
by an 8-bit input and 4-bit output lookup table which takes 4 x 2° = 1024 bits. The lookup
table, Table 7.2, can be easily implemented using a ROM as in Figure 7.6. Bach ROM has
250 addresses and each address stores 4 bits of data. Note that for ¥ = @), the input X1,
is not required. However, it is simpler to consider same number of input lines. Note that
the lookup tables for even numbered stages and odd numbered stages are different. This is
due to the fact that 7; = 0 represents r if ¢ is even and 7; = 0 represents rc if 7 is odd. Let,
input to the lookup table be 8 bits < fu, fur, fi, flr, ¥;, 75, Xik, Xire—1 > and output be 4
bits < fu, fur, fi, fir > for the next stage. Table 7.3 provides few examples of input output
relations for the two types of lookup tables, for i even and 4 odd. For m+1 stages the overall
requirement is of 1024 x (m + 1) bits. Design of this kind of circuit using basic logic gates
is also simple. Direct implementation of an n variable Boolean function using lookup table
takes 2" bits. The method we consider here uses the following parts.

1. Implementing h of k variables takes 4 x 2% bits using look up table.
2. ;ach of the m + 1 stages takes 1024 bits if implemented using look up table.
3. m? -+ 14m -+ 13 register bits are required to store input variables, control bits and the
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work bits considering all stages. |

Thus the total requirement is 4 x 2% + 1024 x (m 4 1) + m? + 14m + 13 bits instead of 27
bits for implementing lookup table, where n = k+m + 1. This provides an enormous saving
of hardware space and makes it possible to implement cryptographically significant Boolean
functions on large number of input variables. Associated control units and the store and
forward kind of architecture is also simple to implement.

‘T'he method proposed here can be used effectively to construct functions with large num-
ber of variables. As an example, if we consider i € €y and construct f represented by
a sequence (h,Sy,...,S30) satisfying Theorem 7.6.2, then f € ©s,(29) with nonlinearity
249 — 239 . 930 and degree 20 can be achieved, Currently, there are no known methods which
can construct such an optimized function with better or even equal nonlinearity, Moreover,
our functions can be implemented with nominal hardware. Direct implementation of f using
truth table will take 2°° bits, which is not feasible to store. However, using the represen-
tation of f as (h,S1,...,Ss), it is possible to implement f with much less hardware. The
implementation of A needs 4 x 2% bits, i.e. 4 Megabits by implementing A with truth table.
Since m = 29, we need m? + 14m+ 13 = 1260 more register bits and associated lookup table
for 30 stages which is equal to 30 x 1024 = 30720 bits.

The reconfigurability of the above architecture can be achieved as follows. The function
can be changed by changing the values of the register bits (¥, 7) in the control units. Suppose
h € Q) is fixed. In each stage there are 4 options for each (¥, 7) pair. Thus, for m + 1 stages
there are total 4™*! options. Hence for a fixed h, 4™ possible functions can be realized.
Implementing each function requires programming the total 2(m + 1) control bits in m + 1
stages. This allows using a wide range of functions with high nonlinearity which optimize
Siegenthaler’s inequality.

In LI'SR based stream cipher system, the private key is the initial conditions of the
IFSRs. In the architecture we develop here, the key may also contain the bit pattern in
m -+ 1 pairs of (¥, ), i.e., additional 2(m + 1) bits alongwith the initial conditions of the
IFFSRs. The inclusion of the control bits in the key makes the encryption scheme more
secured. Even if the attacker has knowledge about the combining function at certain point
of time, the function itself can be reconfigured easily for future communication, which makes
the information of the attacker useless. Also it is important to note that the design proposed

in this section is scalable which is helpful for VL5SI design.

Here we have presented a design strategy for highly nonlinear balanced functions optimiz-
ing the algebraic degree and the order of correlation immunity according to Siegenthaler’s
bound. The recursive design methodology is suitable to implement such a Boolean func-
tion using pipelined architecture and the implementation is possible with nominal hardware
even for large number of input variables. Such a balanced function with large n}lmber of
input variables provides high nonlinearity alongwith high algebraic degree and high order
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of correlation immunity., Use of this kind of function in stream cipher system makes the
cryptographic scheme immune from all the currently known attacks.
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Chaptér 8
Concluding Remarks

Here we first summarize the contribution of the thesis and then list related open problems
in this direction of research,

8.1 Summary

In this dissertation we have studied enumeration and construction problems of cryptograph-
ically significant Boolean functions. The following properties of Boolean functions ate con-
sidered here.

¢ Balancedness

¢ Nonlinearity

o Algebraic Degree

¢ Correlation Immunity

¢ Syminetry

e Strict Avalanche Criteria

¢ Propagation Characteristics
The study contains combinatorial aspects of Boolean functions with these properties. These

functions have important applications in design of private key cryptosystems. We also discuss
the implementation aspect of some of these functions in hardware. Moreover, we study
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theoretical aspects of such constructions which include enumeration and identification of
new sels.

Chapter 1 presents an infroduction. In Chapter 2, we provide a brief outline of existing
research and show how our work fits in that framework.

In Chapter 3 we concentrate on symmetric Boolean functions. We discuss results related
to the nonlinearity of symmetric functions. A closed form expression for the Walsh transform
of an arbitrary symmetric Boolean function is presented in Theorem 3.2.1. We completely
characterize the symmetric functions with maximum nonlinearity and show that the max-
imum nonlinearity of n-variable symmetric function can be 271 ~ ol*7}, The important
results for even n are Theorem 3.3.2, Theorem 3.3.4 and for odd n are Theorem 3.4.1, The-
orem 3.4.2, Theorem 3.4.3. Moreover, new classes of symmetric balanced and symmetric
correlation immune functions are presented in Section 3.5, Section 3.6. |

It is well known that the Boolean functions to be used in cryptographic applications
should have the balancedness property. In Chapter 4 we initially provide a randomized
heuristic to construct balanced Boolean functions on n variables (n > 15 and odd) with
nonlinearity strictly greater than 2%~ — 9%%*. Tor such functions the algebraic degree is also
maintained at its maximum, n—1 (see Theorem 4.2.1), For odd n < 13, in Theorem 4.2.3, we
construct balanced functions with nonlinearity 2"~ -—2!‘"%‘!‘ and algebraic degree n— 1, More-
over, we design optimized 1-resilient functions with nonlinearity 2"~ — 2_‘”":5"L (Theorem 4.3.3)
for odd n. In Section 4.4 of this chapter we consider propagation characteristics and strict
avalanche criteria. Qur constructions provide balanced functions with these properties and
maintain very high nonlinearity which could not be achieved earlier.

The set of correlation immune Boolean functions can be partitioned into several disjoint
sets with respect to the Hamming weights of their output column. In Chapter 5 it is shown
that the number of n variable correlation immune functions of Hamming weight 2a + 2 is
strictly greater than the number of such functions of weight 2a for 2a < 271 The proof
of this seemingly intuitive result (Theorem 5.2.3) turns out to be quite involved and we
need a series of results to prove it. The technique also relates the enumeration problem of
correlation immune functions to the enumeration problem of balanced correlation umune
functions (Theorem 5.3.2) and provides a closed form expression on the number of correlation

immune functions (Theorem 5.4.2).

However, the closed form expression can not be evaluated efficiently and it seems that
counting the exact number of correlation immune functions using constructive methods 1s a
nontrivial problem. That is the reason we concentrate on some small subsets of correlation
mmune functions. We estimate the cardinality of these small subsets In Theorem 6.3.3. Re-
sults using sharper necessary conditions are presented in Theorem 6.4.3. Further, functions
are obtained (Section 6.5) for the set of correlation immune functions which satisfy one or
more of a few other conditions e.g. balancedness, nondegeneracy and nonaffinity. Our fech- -
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niques clearly highlight the difficulty of exactly enumerating the set of correlation immune
Boolean functions using constructive methods.

In Chapter 7 we provide a new construction method using a small set of recursive op-
erations (Definition 7.2.2) for a large class of highly nonlinear, resilient Boolean functions
optimizing Siegenthaler's inequality (Section 7.6). Comparisons to previous publications
show that better nonlinearity can be obtained by our method. Qur technique can be used to
construct functions on large number of input variables with simple hardware implementation
(Section 7.9). We provide a special representation for such functions so that they can be im-
plemented with low cost pipelined architecture. Moreover, the architecture is programmable
and can be dynamically reconfigured to compute different functions of the class.

8.2 Open Problems

In Chapter 3 we discussed symmetric Boolean functions. The following open problems are
interesting in this direction.

1. A general Boolean function needs 2" bits to be represented in the truth table format.
The time complexity to calculate Walsh transform of such a function is O(n2"), i.e.
O(2" log, 2™) (fast Walsh transform algorithm). A symmetric Boolean function can be
represented by (n4-1) bits and we provide an O(n?) algorithm for the Walsh transform.
It would be interesting to find out whether it is possible to design a faster algorithm
with time complexity O(nlogy n) for the symmetric functions.

2. We have presented new constructions of symmetric balanced and symmetric correlation
immune functions. Further constructions of such functions will be interesting and they
will also require new identities over binomial coefficients. Moreover, it would be very
important to find out how all the functions of these two classes can be characterized.

In Chapter 4 we provide constructions of balanced functions with important crypto-
graphic properties.

1. We provide a randomized heuristic to get balanced Boolean functi?ﬂs on n variables
(n > 15 and odd) with nonlinearity strictly greater than 2"*~1 — 277 . However, the
question of mathematically constructing such functions remains open.

9 Turther construction methods of balanced PC(l) of order k& functions and bals?,nced
SAC(k) functions with better nonlinearity than we have provided would be an inter--

esting area of research.
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In Chapter 5 and Chapter 6 we have worked on enumeration of correlation immune
functions. The exact enumeration problem of correlation immune functions is still unsolved.
In Chapter 5 calculation of C),(2a) and C, .(2a) are open. It will also be interesting to get
a good estimate of the number of correlation immune Boolean functions using constructive
methods which will be competitive to the result of Denisov [28].

We have discussed design and implementation issues of m-resilient functions in Chapter 7
and provide better nonlinearity than all the previous efforts. However, we are presently
working in this area and it is important to point out the current results [99, 98, 101, 115, 87]
before posing the open problems. The current target is finding out m-resilient Boolean
functions on n variables with algebraic degree n—m—1 and more importantly with provably
maximurm nonlinearity. In this direction we first mention important results on Walsh spectra
of resilient and correlation immune functions [101],

(i) Let f be an n-variable, m-resilient (with n > 3 and m < n — 3) function and [ € L(n).
Then d(f, 1) (respectively wd(f,1)) is congruent to 0 mod 2™*! (respectively 0 mod 2™2),

(ii) Let f be an n-variable, m-th order correlation immune (withn > 3 and m < n -
2) function and I € L(n). Then d(f,!) (respectively wd(f,{)) is congruent to 0 mod 2™
(respectively 0 mod 2™*1).

Next we provide the resuits related to upper bound of nonlinearity of m-resilient and
m-th order correlation immune Boolean functions [{101]. Note that by nimaz(n) we mean
the maximum possible nonlinearity of any n variable Boolean function when n is odd.

D) Let nlR(n,m) be the maximum possible nonlinearity of n-variable m-resilient functions.
i) If n is even and m+ 1 > % — 1, then nlR(n,m) < 2""1 — 2™+,

i) If n is even and m+ 1 < 2 — 1, then nlR(n,m) < 2"~ — 27—t . gmil,

iti) If n is odd and 2™+1 > 2%~ — nimaz(n), then niR(n,m) < 2*~1 — 2™+,

iv) If n is odd and 2™ < 2°~' — nlmaz(n), then nlR(n,m) is the highest multiple of 2!
which is less than or equal to 2 — nlmaz(n).

Further in cases (i) and (iii), the spectra of any function achieving the stated bound must

be three valued, i.e. the values of the Walsh distances must be 0, A2 +2,

(
(
(
(
(

(IT) Let nlc(n, m) denote the highest possible honlinearity for an n-variable function which

is CI of order m. Then we have the following,

(i) If n is even and m > % — 1, then nlc(n,m) < VA 2,

(it) If n is even and m < § — 1, then nle(n,m) < 27+ — 9271 - 9™

(iii) If n is odd and 2™ > 2*"! — nlmag(n), then nlc(n,m) < on—1 — 2"“. |

(iv) If n is odd and 2™ < 2" — nimaz(n), then nle(n, m) is the highest multiple of 2
which is less than or equal to 2! — nimaz(n). |

Further in cases (i) and (iii), the spectra of any function achieving the stated bound must

be three valued, i.e. the values of the Walsh distances must be 0, £2™+,
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1 2 3 i[5 |6 |7

5 | 12 8 0

6 | 24 24 16 0

7 | 56 56 43 320

8 | 112(116) | 112 112 96 |64 |0

0 | 240(244) | 232(240) | 224(240) | 224 [192 [128 |0 |
10 | 484(492) | 480(488) | 480 180 | 448 | 384 | 256 |

Table 8.1: Nonlinearity of resilient Boolean functions on small number of variables

[t is still not clear whether in all the cases the upper bounds can be achieved or not.
However, it is possible to find out large subsets of resilient functions for which these upper
bounds are achievable. Let us first tabulate the current scenario for resilient Boolean func-
tions on small number of variables. Here we tabulate the maximum possible nonlinearity
for degree optimized resilient functions, which can be constructed. The columns represent
the order of resiliency and the rows represent the number of variables. In cases where the
upper bound has not yet been achieved, we write the upper bound value in the parenthesis.
Constructing such functions or proving their nonezistence will be interesting research prob-
lems. Generalized construction of such functions is possible by using different kinds of linear
function concatenation techniques. Camion et al [12] has initially provided a construction
method of resilient functions. The same subset has been examined by Seberry et al [105] and
new directions has been provided to consider the algebraic degree and nonlinearity of such
constructions. In Section 7.7 of Chapter 7 (see also [67]), we interpret the same construc-
tion as concatenation of linear functions. This linear function concatenation technique has
consequently been sophisticated and we are getting better results in terms of nonlinearity
of resilient functions [99, 98, 101]. However, these new techniques are not sufficient to char-
acterize the set of optimal resilient functions (i.e. which optimize Siegenthaler’s inequality
and provide provably maximum nonlinearity) in all the cases.

Let (n,m,d,z) denotes an n-variable, m-resilient Boolean function with algebraic degree
d and nonlinearity z. Let us consider the problem of constructing (3+21,1,2+1, pi+a_glt)
functions. For ¢ = 1, the (5,1,3,12) function is possible to construct. However, for i > 2,
the construction problem remains open. As example, for ¢ = 2, the (7,2,4, 56) function and
for i = 3, the (9,3,5,240) function are two interesting objects of future study. In [101], we
show that it is possible to construct (3 +2i +j,¢+ 3,2 + g, 92+2+7 . gltitd) functions'for
all § > f; where ol+i = 3 4 5 4 £,. These functions possess the provably maximum possrlble
nonlinearity, However, the construction of (3+21 45,2+ 4.9 44, 92FAT - QLA fﬁﬂﬂt?ﬂﬂé‘
with § < tg and i > 3 is a challenging research problem. Note that these are the functions
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with higher order of resiliency, i.e., when m > %] — 2.

The problem seems to be more complicated for lower order of resiliency. In Chapter 4
we have provided methods to construct optimized 1-resilient functions with nonlinearity
on-1 _ 9131, Recently we have proved [100] that given any order of resiliency m, it is
possible to find an n such that there exists an n-variable, m-resilient Boolean function with
nonlinearity strictly greater than 2*~! — 2l2J, However, it is not clear what is the maximum
possible achievable nonlinearity for such functions. In particular, the functions on small
number of input variables such as (8,1, 6,116), (9,1,7, 244), (10,1,8,492) seems hard to
construct. Also it is not proved whether these functions do not exist,
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